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AGENDA 

A SPECIAL MEETING OF THE AUDIT COMMITTEE  

AND BOARD OF RETIREMENT AND BOARD OF INVESTMENTS* 

LOS ANGELES COUNTY EMPLOYEES RETIREMENT ASSOCIATION 

300 N. LAKE AVENUE, SUITE 810, PASADENA, CALIFORNIA 91101 

9:00 A.M., FRIDAY, FEBRUARY 19, 2021 

This meeting will be conducted by the Audit Committee under the Governor’s 

Executive Order No. N-29-20.  

 

Any person may view the meeting online at  

https://members.lacera.com/lmpublic/live_stream.xhtml 

 

The Committee may take action on any item on the agenda  

and agenda items may be taken out of order. 

 

2021 AUDIT COMMITTEE MEMBERS 

Alan J. Bernstein 

Vivian H. Gray 

Shawn R. Kehoe 

Joseph Kelly 

Keith Knox 

Ronald A. Okum 

Gina V. Sanchez 

 

AUDIT COMMITTEE CONSULTANT 

Robert H. Griffin  

 

I. CALL TO ORDER 

II. ELECTION OF OFFICERS (Election of Chair, Vice Chair, and Secretary) 

III. APPROVAL OF MINUTES 

A. Approval of the Minutes of the Special Audit Committee Meeting of  

December 11, 2020. 

 

 

https://members.lacera.com/lmpublic/live_stream.xhtml
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IV. PUBLIC COMMENT 
 

(**You may submit written public comments by email to PublicComment@lacera.com. Please include the agenda 

number and meeting date in your correspondence.  Correspondence will be made part of the official record of the 

meeting. Please submit your written public comments or documentation as soon as possible and up to the close 

of the meeting. 
 

You may also request to address the Committee.  A request to speak must be submitted via email to 

PublicComment@lacera.com no later than 5:00 p.m. the day before the scheduled meeting.  Please include your 

contact information, agenda item, and meeting date so that we may contact you with information and instructions 

as to how to access the Committee meeting as a speaker.) 

 

V. NON-CONSENT ITEMS 
 

A. Recommendation as submitted by Richard P. Bendall, Chief Audit Executive: 

That the Audit Committee review the 2021 meeting calendar and schedule 

Audit Committee Meetings for April, June, August, October and December 

of 2021.  (Memo dated February 1, 2021) 

 

B. Recommendation as submitted by Richard P. Bendall, Chief Audit 

Executive, Leisha E. Collins, Principal Internal Auditor and Christina 

Logan, Principal Internal Auditor:  That the Audit Committee approve the 

Internal Audit Proposed FYE 2022 Budget and a contingent budget for 

additional work related audit findings or other unplanned work.  

 (Memo dated February 2, 2021) 

 

C. Recommendation as submitted by Steven P. Rice, Chief Counsel: That the 

Committee review and approve the KPMG Recommendation Follow-Up 

Audit and provide the following action(s):  

 

1. Accept and file report; 

2. Instruct staff to forward report to Boards or Committees; 

3. Make recommendations to the Boards or Committees regarding actions 

as may be required based on audit findings; and/or 

4. Provide further instruction to staff. 

(Memo dated February 9, 2021) 
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V. NON-CONSENT ITEMS (Continued) 

 

D. Recommendation as submitted by Richard P. Bendall, Chief Audit 

Executive and George Lunde, Senior Internal Auditor: That the Committee 

review and approve the Social Security Number Verification System Audit 

and provide the following action(s):  

 

1. Accept and file report; 

2. Instruct staff to forward report to Boards or Committees; 

3. Make recommendations to the Boards or Committees regarding actions 

as may be required based on audit findings; and/or 

4. Provide further instruction to staff. 

(Memo dated February 3, 2021) 

 

E. Recommendation as submitted by Richard P. Bendall, Chief Audit 

Executive and Nathan K. Amick, Internal Auditor: That the Committee 

review and discuss the Death Legal Unit Audit and provide the following 

action(s): 

 

1. Accept and file report; 

2. Instruct staff to forward report to Boards or Committees; 

3. Make recommendations to the Boards or Committees regarding actions 

as may be required based on audit findings; and/or 

4. Provide further instruction to staff. 

(Memo dated February 5, 2021) 

 

VI. REPORTS 

 

A. Information Security Update 

Robert Schlotfelt, Interim Chief Information Security Officer 

(Presentation and Memo dated February 1, 2021) 

 

B. Audit Planning for Fiscal Year 2021-2022 

Richard P. Bendall, Chief Audit Executive 

Christina Logan, Principal Internal Auditor 

Kristina Sun, Senior Internal Auditor 

(Presentation and Memo dated February 02, 2021) 
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VI. REPORTS  (Continued) 

 

C. FYE 2021 Audit Plan Status Report 

Richard P. Bendall, Chief Audit Executive 

Leisha E. Collins, Principal Internal Auditor 

(Memo dated February 2, 2021) 

 

D. Recommendation Follow-Up Information Technology Areas 

Richard P. Bendall, Chief Audit Executive 

Christina Logan, Principal Internal Auditor 

Gabriel Tafoya, Senior Internal Auditor 

(Memo dated February 2, 2021) 

 

E. Recommendation Follow-Up 

Richard P. Bendall, Chief Audit Executive 

Gabriel Tafoya, Senior Internal Auditor 

(Memo dated February 10, 2021) 

 

F. Continuous Auditing Program (CAP) 

Richard P. Bendall, Chief Audit Executive 

Gabriel Tafoya, Senior Internal Auditor 

Nathan K. Amick, Internal Auditor 

(Memo dated February 3, 2021) 

 

G. Status of Other External Audits Not Conducted at the Discretion of 

Internal Audit 

Richard P. Bendall, Chief Audit Executive 

(Verbal Presentation) 

 

H. Internal Audit Staffing Activity Report 

Richard P. Bendall, Chief Audit Executive 

(Verbal Presentation) 

 

I. Real Estate Administration and Performance Conversion Update 

Esmeralda del Bosque, Senior Investment Officer 

Trina Sanders, Investment Officer   

Cindy Rivera, Senior Investment Analyst       

Calvin Chang, Senior Investment Analyst       

Michael Huang, Accounting Officer II       

Margaret Lei Chwa, Senior Accountant   

(For Information Only) (Memo dated February 5, 2021) 
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VI. REPORTS  (Continued) 

 

J. Real Estate Manager Review Report 

Richard P. Bendall, Chief Audit Executive 

Kathryn Ton, Senior Internal Auditor 

(For Information Only) (Memo dated January 29, 2021) 

 

K. Ethics Hotline Status Report 

Richard P. Bendall, Chief Audit Executive 

Kathryn Ton, Senior Internal Auditor 

(For Information Only) (Memo dated January 29, 2021) 

 

 

VII. CONSULTANT COMMENTS 

Robert H. Griffin, Audit Committee Consultant  

(Verbal Presentation) 

 

 

VIII. REPORT ON STAFF ACTION ITEMS  

 

There were no requests for Items for Staff Review 

 

IX.  GOOD OF THE ORDER 

 (For Information Purposes Only) 

 

X. ADJOURNMENT 
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The Board of Retirement and Board of Investments have adopted a policy permitting any 

member of the Boards to attend a standing committee meeting open to the public.  In the event 

five (5) or more members of either the Board of Retirement and/or the Board of Investments 

(including members appointed to the Committee) are in attendance, the meeting shall constitute 

a joint meeting of the Committee and the Board of Retirement and/or Board of Investments.  

Members of the Board of Retirement and Board of Investments who are not members of the 

Committee may attend and participate in a meeting of a Board Committee but may not vote on 

any matter discussed at the meeting.  Except as set forth in the Committee’s Charter, the only 

action the Committee may take at the meeting is approval of a recommendation to take further 

action at a subsequent meeting of the Board. 

Documents subject to public disclosure that relate to an agenda item for an open session of the 

Board and/or Committee that are distributed less than 72 hours prior to the meeting will be 

available for public inspection at the time they are distributed to a majority of the members of 

any such Board and/or Committee at LACERA’s offices at 300 N. Lake Avenue, Suite 820, 

Pasadena, CA 91101 during normal business hours [e.g., 8:00 a.m. to 5:00 p.m. Monday 

through Friday]. 

**Requests for reasonable modification or accommodation of the telephone public access and 

Public Comments procedures stated in this agenda from individuals with disabilities, consistent 

with the Americans with Disabilities Act of 1990, may call the Board Offices at (626) 564-6000, 

Ext. 4401/4402 from 8:30 a.m. to 5:00 p.m. Monday through Friday or email 

PublicComment@lacera.com, but no later than 48 hours prior to the time the meeting is to 

commence. 

 

mailto:PublicComment@lacera.com


MINUTES OF THE SPECIAL MEETING OF THE AUDIT COMMITTEE OF THE  

BOARD OF RETIREMENT AND BOARD OF INVESTMENTS 

LOS ANGELES COUNTY EMPLOYEES RETIREMENT ASSOCIATION 

300 N. LAKE AVENUE, SUITE 810, PASADENA, CA 91101 
 

8:00 A.M., FRIDAY, DECEMBER 11, 2020 
 

This meeting was conducted by teleconference pursuant to the Governor’s Executive Order 
N-29-20. The public may attend the meeting at LACERA’s offices. 

 
 
 
PRESENT: Gina V. Sanchez, Chair 

 
Keith Knox, Vice Chair  

Herman B. Santos, Secretary 

Vivian H. Gray (8:02 a.m.) 

David Green 
 

STAFF, ADVISORS, PARTICIPANTS 

Santos H. Kreimann, Chief Executive Officer 

Richard Bendall, Chief Audit Executive 

Steven P. Rice, Chief Counsel 

Christina Logan, Senior Internal Auditor 

Jonathan Grabel, Chief Investment Officer 

Kathy Delino, Interim Systems Division Manager 

Robert Schlotfelt, Interim Chief Information Security Officer 

Raoul Ménès, Ménès Consulting Group, Managing Director 
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STAFF, ADVISORS, PARTICIPANTS (Continued) 

Kory Hoggan, Moss Adams, Partner 

Mark Steranka, Moss Adams, Partner 

Drummond Kahn, TAP International, Director 

Robert Griffin, Williams Adley, Managing Partner 

Michelle Watterworth, Plante & Moran, Partner 

Jean Young, Plante & Moran, Partner 

Amanda Cronk, Plante & Moran, Senior Manager 

Rick Wentzel, Audit Committee Consultant 
 

I. CALL TO ORDER 
 

The meeting was called to order at 8:00 a.m., in the Board Room of Gateway 
 
Plaza. 

 
II.       APPROVAL OF THE MINUTES 

 
A. Approval of the Minutes of the Special Audit Committee Meeting of  

 
December 11, 2020.  

Mr. Santos made a motion, Mr. Knox 
seconded, to approve the revised 
minutes of the Special Audit 
Committee meeting of December 11, 
2020 to reflect the following 1) to 
clarify the Audit Committee Charter 
to change Staff Recommendations to 
Audit Committee Recommendations 
and 2) to adopt the Tax Collector as 
the ex-officio permanent member of 
the Audit Committee. The motion 
passed (roll call) with Messrs. Green, 
Knox, Santos, Ms. Gray and Ms. 
Sanchez voting yes.  
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III. PUBLIC COMMENT 

 
Joseph Kelly provided written comments regarding agenda items II. A. and IV. A. 

 
IV. NON-CONSENT ITEMS 

 
A. Recommendation as submitted by Richard Bendall, Chief Audit Executive and 

Christina Logan, Senior Internal Auditor: That the Committee approve the 
Revisions to Audit Committee Charter. 
(Memo dated November 30, 2020) 
 

Mr. Knox made a motion, Mr. Green 
seconded, to approve staff’s 
recommendations. The motion passed 
(roll call) with Messrs. Green, Knox, 
Santos, Ms. Gray and Ms. Sanchez 
voting yes. 

 
B. Recommendation as submitted by Richard Bendall, Chief Audit Executive and 

Leisha Collins, Principal Internal Auditor: That the Committee interview 
candidates and select an Audit Committee Consultant. 
(Memo dated December 3, 2020) 
 

Ms. Gray made a motion, Mr. Green 
seconded, to appoint Robert Griffin 
from Williams Adley as the Audit 
Committee Consultant.  The motion 
passed (roll call) with Messrs. Green, 
Knox, Santos, Ms. Gray and Ms. 
Sanchez voting yes. 
 

V. REPORTS 
  

A. Plante Moran’s Audit Results  
 Presentation of the Results of the Financial Audit by Michelle Watterworth, 

Partner, Jean Young, Partner, and Amanda Cronk, Senior Manager  
 LACERA’s 2020 Audited Financial Statements and Required Communications 

to those Charged with Governance for FYE June 30, 2020  
 GASB 68 Disclosure Report, Schedule of Employer Allocations and Schedule 

of Pension Amounts by Employer for FYE June 30, 2019 
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V. REPORTS (Continued) 

 GASB 75 Disclosure Report, Statement of Changes in Fiduciary Net Position 
by Employer for FYE June 30, 2019  

 Census Attestation Related to the Total OPEB Liability under GASB 75 for 
FYE June 30, 2018  

(Memo dated November 30, 2020) 
 

Michelle Watterworth, Jean Young and Amanda Cronk from Plante & Moran  
  

presented a brief presentation and answered questions from the Committee. 
 

B. Management Response to Plante Moran’s Comments to Management  
Santos H. Kreimann, Chief Executive Officer 
Richard P. Bendall, Chief Auditor Executive 
(Memo dated December 4, 2020) 
 

Messrs. Kreimann, Bendall, Grabel, and Ms. Delino were present and answered  
 

questions from the Committee. 
 

C. Presentation of Information Security (InfoSec) Report 
Robert Schlotfelt, Interim Chief Information Security Officer 
(Memo dated December 4, 2020) 
 

Mr. Schlotfelt was present and answered questions from the Committee. 
 

The following items were received and filed. 
 

D. Audit Plan Status Report Update 
Richard P. Bendall, Chief Audit Executive 
Leisha E. Collins, Principal Internal Auditor 
(Memo dated November 30, 2020) 
 

E. Status of Other External Audits Not Conducted at the Discretion of Internal Audit 
Richard Bendall, Chief Audit Executive 
(Verbal Presentation) 

 
F. Staffing Activity Report 

Richard Bendall, Chief Audit Executive 
(Verbal Presentation) 
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V.  REPORTS (Continued) 

 
G. Update on Real Estate Manager Review Reports  

Richard Bendall, Chief Audit Executive 
Kathryn Ton, Senior Internal Auditor 
(Memo dated November 30, 2020) 
(For Information Only) 

 
H. Request for Proposal for Auditing and Consulting Services Pool 

Richard Bendall, Chief Audit Executive 
Kathryn Ton, Senior Internal Auditor 
(Memo dated November 30, 2020) 
(For Information Only) 

 
I. Ethics Hotline Status Report 

Richard Bendall, Chief Audit Executive 
(Memo dated November 30, 2020) 
(For Information Only) 

 
VI. CONSULTANT COMMENTS 

Rick Wentzel, Audit Committee Consultant  
(Verbal Presentation) 
 
Mr. Wentzel thanked the Committee 

 
VII. REPORT ON STAFF ACTION ITEMS  

 
The Committee requested that the Investments team provide an update on the  

 
implementation of the real estate administrative service provider. 

 
 

VIII. GOOD OF THE ORDER 
  (For Information Purposes Only) 
 
The Committee thanked Mr. Wentzel for his services. 

 
IX. ADJOURNMENT 

 
There being no further business to come before the Committee, the meeting was 

adjourned at 10:57 a.m. 



February 1, 2021 

TO:  2021 Audit Committee
Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez

Audit Committee Consultant 

Robert H. Griffin 

FROM: Richard P. Bendall  

Chief Audit Executive 

Christina Logan 

Principal Internal Auditor 

FOR: February 19, 2021 Audit Committee Meeting 

SUBJECT: Proposed 2021 Committee Meeting Dates 

RECOMMENDATION:  

The Audit Committee review and approve the proposed 2021 Audit Committee Meeting 

dates.  

AUDIT COMMITTEE DATES: 

The current Audit Committee Charter (Attachment A) states that the Audit Committee will 

conduct “regular meetings at least four times per year, with the authority to convene 

additional meetings, as circumstances require. The time frame between Audit Committee 

meetings should not exceed four months.”  

Based on direction from last year’s Committee, we are proposing the meetings be held 

during the third week of every second month, except for December. By having the 

meetings scheduled for the third week in the month, Internal Audit will have adequate 

time to provide updates to Recommendation Follow-Up and the Audit Plan for the 

complete previous month.  
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Based on our review of the Board Calendar (Attachment B) to ensure the proposed 

meeting dates do not currently conflict with any other Board scheduled events, we are 

proposing the Audit Committee meet the following days at 9am.  

 

Day Date 

Friday April 23, 2021 

Thursday  June 24, 2021 

Thursday  August 26, 2021 

Thursday  October 21, 2021 

Friday December 2, 2021 

 

 

RPB:/cl  

 

 

Attachments:  

A: December 2020 Audit Committee Charter 

B: Board Calendar  

 

 



Audit Committee Charter 

December 2020 

2020 

ATTACHMENT A
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I. CHARTER

 
 
 

AUDIT COMMITTEE CHARTER 

 
This Charter establishes the authority and responsibilities of the Audit Committee, as assigned 
by Los Angeles County Employees Retirement Association’s (LACERA) Board of Retirement 
and Board of Investments (Boards). The Audit Committee Charter is a living document and 
should be reviewed at least every three years. 

 
II. PURPOSE AND ASSIGNED FIDUCIARY OVERSIGHT DUTIES 

In November 2003, LACERA’s Boards established the LACERA Audit Committee. 
 

The purpose of the Audit Committee is to assist the Boards in fulfilling their fiduciary oversight 
duties for the: 

A. Internal Audit Activity 
B. Professional Service Provider Activity 
C. Financial Reporting Process 
D. Values and Ethics, and 
E. Organizational Governance 

 
III. PRINCIPLES OF THE AUDIT COMMITTEE 

The Audit Committee will conduct itself in accordance with LACERA’s Code of Ethical Conduct 
and the following core principles from the Institute of Internal Auditors’ (IIA) Code of Ethics. 
The Audit Committee expects the Boards, Management, and staff will also adhere to these 
requirements. 

 
Integrity – The Audit Committee Members will perform their work with honesty, diligence, 
and responsibility. The Audit Committee expects and will encourage transparency when 
fulfilling its duties. Communications between Committee Members, Management, staff, 
and/or Professional Service Providers will be open, direct, and complete. Subject to applicable 
laws and organizational limitations, Internal Audit will regularly provide the Audit Committee 
with updates on audit and consulting projects completed and related findings and follow-up. 

 
Independence & Objectivity - The Audit Committee will perform its responsibilities in an 
independent manner and in compliance with fiduciary duty without exception. Audit 
Committee Members will disclose any conflicts of interest (actual or perceived) to the 
Committee. 

 
Confidentiality – The Audit Committee Members will be prudent in the use and protection of 
information acquired during the course of its duties. 
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Competency - Audit Committee Members will receive formal orientation training on the 
purpose and mandate of the Committee and LACERA’s objectives. Audit Committee Members 
are obligated to prepare for and participate in Committee meetings. 

 
Professional Standards - The Audit Committee will ensure all related work will be handled 
with the highest professional standards consistent with auditing standards of practice and 
industry guidelines. 

 
IV. AUTHORITY 

The Audit Committee will have unrestricted access to Management and staff, and any 
relevant information it considers necessary to discharge its duties. All employees are directed 
to cooperate with the Committee and its requests. If access to requested information is 
denied due to legal or confidentiality reasons, the Audit Committee and/or CAE will follow a 
prescribed, Board approved mechanism for resolution of the matter. 

 
The Audit Committee has the authority to conduct or authorize investigations into any 
matters within its scope of duties, including engaging independent counsel and/or other 
advisors it deems necessary. 

 
The Audit Committee is empowered to: 
1. Approve the appointment, compensation, and work of the Financial Auditor hired to audit 

LACERA’s financial statements. 

2. Approve the appointment, compensation, and work of other Professional Service 
Providers to perform non-financial statement audits, reviews, or investigations, subject 
to limitations due to confidentiality, legal standards, and/or where approval will clearly 
impair the purpose or methods of the audit. 

3. Resolve any significant disagreements regarding risks, findings, and/or payment between 
Management and the Financial and/or Other Service Providers. 

 
V. AUDIT COMMITTEE COMPOSITION AND CONSULTANT 

The Audit Committee will consist of seven members: three elected annually from each Board 
and the ex-officio member of both Boards, the LA County’s Treasurer and Tax Collector. If any 
elected Audit Committee member leaves Board service or resigns from the Audit Committee 
prior to the completion of their term, the Board of the departing member, will elect a new 
Audit Committee member at the next regularly scheduled Board meeting. 
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The Committee shall have the authority to approve the hiring of the Audit Committee 
Consultant as an advisor through a Request for Proposal process. The Audit Committee 
Consultant will be designated as the audit technical and financial expert, to advise the 
Committee on audit and financial matters. The Audit Committee Consultant’s contract will be 
for three years. 

At the first Committee meeting of each calendar year, the Committee shall elect a Chairman, 
Vice Chair and Secretary, each to serve for a term of one year or until his or her successor is 
duly elected and qualified, whichever is less. In the event of a vacancy in the office of Chair, 
the Vice Chair shall immediately assume the office of Chair for the remainder of the term. In 
the event of a vacancy in the office of Vice Chair or Secretary, the Committee shall elect one 
of its members to fill such vacancy for the remainder of the term, at its next regular meeting. 

 
VI. AUDIT COMMITTEE MEETINGS 

The Audit Committee will conduct regular meetings at least four times per year, with 
authority to convene additional meetings, as circumstances require. The time frame between 
Audit Committee meetings should not exceed four months. 

 
All Committee Members are expected to attend each meeting. 

 
All meetings of the Audit Committee shall be as noticed as joint meetings with the Board of 
Retirement and Board of Investments to allow for participation of all trustees in open and 
closed session Audit Committee discussions, provided that non-committee trustees may not 
make or second motions or vote and provided further that closed sessions to discuss the 
CAE’s annual assessment and the Committee’s recommendation to the Boards regarding the 
appointment, discipline, dismissal, and/or removal of the CAE shall be noticed for attendance 
by Committee members only.   

 
Regular meeting notices and agendas will be posted at least 72 hours in advance of the regular 
meetings and will be made available to the public in accordance with the Ralph M. Brown Act 
(Government Code Sections 54950, et seq.). Public documents referred to in the agenda will 
be made available for review at the office of the staff secretary to the Committee. The 
Committee will invite members of Management, Internal Auditors, Financial Auditors, all 
other Professional Service Providers, and/or others to attend meetings and provide pertinent 
information, as necessary. 

Special meetings of the Committee may be called in the manner provided by Government 
Code Section 54956(a). The Committee will have such other powers as provided in the Brown 
Act. 

 
Robert’s Rules of Order, except as otherwise provided herein, shall guide the Committee in 
its proceedings; however, the Chair of the Committee shall have the same rights to vote and 
participate in discussions as any other member of the Committee without relinquishing the 
chair. The order of business shall be as determined by formal action of the Committee. Four 
members of the seven-member Audit Committee, excluding the Audit Committee Consultant, 
constitute a quorum. 
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The Secretary of the Committee shall cause to be recorded in the minutes the time and place 
of each meeting of the Committee, the names of the members present, all official acts of the 
Committee, the votes given by members except when the action is unanimous, and when 
requested by a member, that member’s dissent or approval with his or her reasons, and shall 
cause the minutes to be written forthwith and presented for approval at the next regular 
meeting. 

 
VII. RESPONSIBILITIES 

A. Internal Audit Activity 

1. Internal Audit Strategy and Annual Plan 
a. Review and provide input on Internal Audit’s annual risk assessment 

b. Review and approve Internal Audit’s Annual Audit Plan (Plan) and resource plan, 
make recommendations concerning audit projects. 

c. Recommend to the Boards a budget to achieve the Plan plus a contingent budget 
for additional work related to audit findings or other unplanned work. 

d. Review and monitor Internal Audit’s activity relative to its Plan. Review and 
approve all major changes to the Plan. 

 
2. Internal Audit Engagement & Follow-Up 

a. Review and discuss engagement reports to take the following action(s): 

i. accept and file report, 

ii. instruct staff to forward report to Boards or Committees, 

iii. make recommendations to the Boards or Committees regarding 
actions as may be required based on audit findings and/or, 

iv. provide further instruction to staff. 

b. Monitor Internal Audit’s recommendations to ensure Management has 
adequately and timely addressed the risk(s) identified, either through 
implementing a new policy, procedure, or process, or accepting the associated 
risk. 

c. Inquire whether any evidence of fraud has been identified during internal or 
external audit engagements, and evaluate what additional actions, if any, should 
be taken. 

d. Inquire whether any audit or non-audit engagements have been completed but 
not reported to the Audit Committee; if so, inquire whether any matters of 
significance arose from such work. 

e. Review and advise Management and the Boards on the results of any special 
investigations. 
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3. Standards Conformance 
a. Approve the Internal Audit Charter. 

b. Ensure the Internal Audit Division conforms with the IIA’s International Standards 
for the Professional Practice of Internal Audit, particularly the independence of 
Internal Audit and its organizational structure. 

c. Ensure the Internal Audit Division has a quality assurance and improvement 
program (QAIP), and that the results of these periodic assessments are presented 
to the Audit Committee. 

d. Ensure the Internal Audit Division has an external quality assurance review every 
five years. Review the results of the external quality assurance review and monitor 
the implementation of related recommendations. 

Advise the Boards about any recommendations for the continuous improvement 
of the internal audit activity. 

 
4. Chief Audit Executive (CAE) 

Since the CAE reports to the Chief Executive Officer (CEO) for administrative purposes, 
but to the Audit Committee for functional purposes, the Audit Committee will be 
responsible for the following: 
a. Make recommendations to both Boards regarding the appointment, discipline, 

dismissal, and/or removal of the CAE, which will be addressed by the Boards in a 
joint meeting. Both Boards will make the final decisions as to the appointment, 
discipline, dismissal, and/or removal of the CAE. The CEO has authority to 
administer minor discipline, which is limited to counseling memos and written 
warnings, with notice of such discipline to be provided to the Committee and the 
Boards at their next meetings. Consideration by the Boards and the Committee 
concerning the appointment, discipline, dismissal, and/ or removal of the CAE will 
be made in executive session under Government Code Section 54957(b). 

b. Perform the CAE’s annual assessment with qualitative input from the CAE and 
CEO. The Committee’s discussion regarding the CAE’s annual performance 
evaluation will be made in executive session under Government Code Section 
54957(b). 

c. Administer the CAE’s annual salary adjustment using the Boards’ established 
compensation structure. 

B. Professional Service Provider Activity 
The Audit Committee is responsible for the oversight of all work performed by 
professional service providers (Service Providers) for audits, reviews, or investigations, 
including the audit of LACERA’s financial statements. 
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1. Approve the appointment and compensation of the External Financial Auditor, hired 
to perform an independent audit of LACERA’s financial statements. Oversee the work 
of the Financial Auditor, including review of the Financial Auditor’s proposed audit 
scope and approach, as well as coordination with Internal Audit and Management. 

 
2. Approve the appointment and compensation of other Professional Service Providers, 

hired to perform non-financial statement audits, reviews or consulting, subject to 
limitations due to confidentiality, legal standards, and/or where approval will clearly 
impair the purpose or methods of the audit. 

 
3. Review the Professional Service Providers, including the Financial Auditor, and 

Management the results of the work performed, any findings and recommendations, 
Management’s responses, and actions taken to implement the audit 
recommendations. 

 
C. Financial Reporting Process 

The Audit Committee is responsible for the oversight of the independent audit of 
LACERA’s financial statement, including but not limited to overseeing the resolution of 
audit findings in areas such as internal control, legal, regulatory compliance, and ethics. 

 
1. Review significant accounting and reporting issues, including complex or unusual 

transactions and highly judgmental areas, recent professional and regulatory 
pronouncements, and understand their impact on the financial statements. 

 
2. Review with Management and the Financial Auditors the results of the audit, including 

any difficulties encountered. 
 

3. Review the annual financial statements, consider whether they are complete, 
consistent with information known to Committee members, and reflect appropriate 
accounting principles. 

 
4. Review with Management and the Financial Auditors all matters required to be 

communicated to the Committee under Generally Accepted Auditing Standards. 
 

D. Values and Ethics 
 

1. Review and assess LACERA’s Code of Ethical Conduct established by the Boards and 
Management. 

 
2. Annually, review Management’s process for communicating LACERA’s Code of Ethical 

Conduct to Trustees, Management, and staff, and for monitoring compliance 
therewith. 



Audit Committee Charter 
December 2020 

Page 8 of 9 

  

 

 

3. Review reports received relating to conflicts of interest and ethics issues, and if 
appropriate, make a recommendation to the Boards. 

E. Organizational Governance 
To obtain reasonable assurance with respect to LACERA’s governance process, the Audit 
Committee will review and provide advice on the governance process established and 
maintained, and the procedures in place to ensure they are operating as intended. 

 
1. Risk Management 

a. Annually review LACERA’s risk profile. 

b. Obtain from the CAE an annual report on Management’s implementation and 
maintenance of an appropriate enterprise wide risk management process. Provide 
advice on the risk management processes established and maintained, and the 
procedures in place to ensure that they are operating as intended. 

c. Provide oversight on significant risk exposures and control issues, including fraud 
risks, governance issues, and other matters needed or requested by Management 
and the Boards. 

 
2. Fraud 

a. Oversee Management’s arrangements for the prevention and detection of fraud, 
including ensuring adequate time is spent discussing and raising awareness about 
fraud and the Hotline. 

b. Review a summary of Hotline reports, and if appropriate make a recommendation 
to the Boards. 

 
3. System of Internal Controls 

a. Consider the effectiveness of LACERA’s internal control system, including 
information technology security and control, as well as all other aspects of 
LACERA’s operations. 

b. Understand the scope of Internal and External Auditors’ review of internal control 
over financial reporting, and obtain reports on significant findings and 
recommendations, together with Management’s responses. 

c. Review and provide advice on control of LACERA as a whole and its individual 
divisions. 

 
4. System of Compliance 

a. Annually, review the effectiveness of Management’s system of compliance with 
laws, regulations, policies, and procedures that are business critical. 
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b.  As needed, review the observations and findings of any examinations by 
regulatory agencies. 

c. Obtain regular updates from Management and LACERA’s Legal Office regarding 
compliance matters. 

d. At least annually, review reported activity to ensure issues of fraud, 
noncompliance, and/or inappropriate activities are being addressed. 

 
F. Other Responsibilities 

 
1. Report to the Boards as needed about the Audit Committee’s activities, issues, and 

related recommendations. 
 

2. Provide an open avenue of communication between Internal Audit, all Professional 
Service Providers, including the Financial Auditor, Management, and the Boards. 

 
3. Perform other activities related to this Charter as requested by the Boards. 

 
4. Review and assess the adequacy of the Committee’s Charter at least every three 

years, requesting the Boards’ approval for proposed changes. 

 
VIII. APPROVAL 

This Charter was reviewed by the Audit Committee on December 11, 2020 and approved by the 
Board of Investments and Board of Retirement on December 16, 2020. This Charter is thereby 
effective December 16, 2020 and is hereby signed by the following persons who have authority 
and responsibilities under this Charter. 

 
  

Gina Sanchez Date 
Chair, Audit Committee 

 

 
 

  

David Green Date 
Chair, Board of Investments 

 
 

 
  

Herman Santos Date 
Chair, Board of Retirement 

Gina Sanchez 

David Green 
 

Herman Santos 
 

12/17/2020 

12/17/2020 

12/17/2020 



FEBRUARY 2021 
Sunday Monday Tuesday Wednesday Thursday Friday Saturday 

31 1 2 3
BOR

4 5 6 

7 8 9 10 11 12 13 

BOI BOR 

14 15 16 17 18 19 20 

Valentine's Day Presidents' Day  AUDIT 
COMMITTEE 

21 22 23 24 25 26 27 

28 1 2 3 4 5 6 

NCPERS Fall Conference (Virtual) 

PPI Winter Roundtable (Virtual) 

ATTACHMENT B



APRIL 2021 
Sunday Monday Tuesday Wednesday Thursday Friday Saturday 

28 29 30 31 1 2 3 

Good Friday 

4 5 6 7 8 9 10 

Easter Sunday BOR 

11 12 13 14 
BOI

15 
BOR

16 17 

  

18 19 20 21 22 23 24 
AUDIT  

COMMITTEE JOGC 

25 26 27 28 29 30 1 

World Health Care Congress – Washington, DC 



 

 

JUNE 2021 
Sunday Monday Tuesday Wednesday Thursday Friday Saturday 

 

 
30 

 
31 

 
1 

 
2 

 
3 

 
4 

 
5 

 

   BOR    

 

 
6 

 
 
 

7 

 
 

8 
 
 

9 
 
 

10 
 
 

11 
 
 

12 
 
 

   BOI BOR   

 

 
13 14 

 
15 

 
16 

 
17 

 
18 

 
19 

 
 

      

 

 
20 

 
 

21 
 

22 
 

23 
 

24 
 

25 
 

26 
 

Father's Day    
AUDIT  

COMMITTEE 
 

  

 

 
27 28 

 
29 

 
30 

 
1 

 
2 

 
3 

 

       

 

Wharton Investment Strategies and Portfolio Management – Philadelphia, PA 



 

 

AUGUST 2021 
Sunday Monday Tuesday Wednesday Thursday Friday Saturday 

 

 
1 

 
2 

 
3 

 
4 

 
5 

 
6 

 
7 

 

   BOR    

 

 
8 

 
 
 

9 

 
 

10 
 
 

11 
 
 

12 
 
 

13 
 
 

14 
 
 

   BOI BOR   

 

 
15 16 

 
17 

 
18 

 
19 

 
20 

 
21 

 

       

 

 
22 

 
 

23 
 

24 
 

25 
 

26 
 

27 
 

28 
 

    
AUDIT  

COMMITTEE 
 

  

 

 
29 30 

 
31 

 
1 

 
2 

 
3 

 
4 

 

       

 



 

 

OCTOBER 2021 
Sunday Monday Tuesday Wednesday Thursday Friday Saturday 

 

 
26 

 
27 

 
28 

 
29 

 
30 

 
1 2 

       

 

 
3 

 
 
 

4 

 
 

5 
 
 

6 
BOR 

7 
 
 

8 
 
 

9 
 

      

 

 
10 11 

 
12 

 
13 

 
14 

 
15 

 
16 

 Indigenous 
People’s Day  BOI BOR   

 

 
17 

 
 

18 
 

19 
 

20 
 

21 
 

22 
 

23 

    
AUDIT  

COMMITTEE 
 

  

 

 
24 25 

 
26 

 
27 

 
28 

 
29 

 
30 

 

  
 

   

 
 31 1 

 
2 

 
3 

 
4 

 
5 

 
6 

Halloween       
 

PPI Executive Seminar – Tokyo, Japan PPI Asia Pacific Roundtable – Tokyo, Japan 

PREA Institutional Investor Conference – Chicago, IL 

IFEBP Employee Benefits Conference – Denver, CO 

ICGN Conference – Seoul, South Korea 



DECEMBER 2021 
Sunday Monday Tuesday Wednesday Thursday Friday Saturday 

28 29 30 1 2 3 4 

BOR

5 6 7 8 9 10 11 

Hanukkah Ends BOI BOR 

AUDIT  
COMMITTEE 

12 13 14 15 16 17 18 

19 20 21 22 23 24 25 

Christmas Eve 
Holiday Christmas

26 27 28 29 30 31 1 

New Year’s Eve



 

 
 
February 2, 2021 

  

TO:    2021 Audit Committee  
Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez 

      
                  Audit Committee Consultant  

Robert H. Griffin  

FROM: Richard P.  Bendall   
   Chief Audit Executive 
  

Leisha E. Collins  

Principal Internal Auditor 

 
FOR: February 19, 2021 Committee Meeting 

SUBJECT: Internal Audit Proposed FYE 2022 Budget 

RECOMMENDATION: 

Audit Committee: 

A. Review and approve the Proposed Internal Audit FY 2022 Budget Request to be  

presented to the Boards for approval. 

B. Provide direction to staff on the amount of contingency funding to be requested  

to fund the Audit Reserve Fund. 
 

BACKGROUND 

As part of LACERA’s Budget Process, each fiscal year, the Chief Audit Executive 
prepares an Internal Audit Budget Request (Budget) for the Executive Office to review 
and approve. Refer to Attachment A for Internal Audit’s proposed FY 2022 Budget 
(Budget).  In the past, the Audit Committee was not formally included in Internal Audit’s 
budget process.  However, as a result of one of the 2020 updates to the Audit 
Committee Charter (Charter), the Committees’ roles and responsibilities expanded to 
better align with the Institute of Internal Auditor (IIA) Model Charter and best practices.  
Among the Charter revisions was section V.A.1.c which now states that the 
Committee is to “recommend to the Boards, a budget to achieve the Audit Plan plus a 
contingent budget for additional work related to audit findings or other unplanned 
work.” Refer to page 5 of the Charter, Attachment B. 
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FY 2022 Proposed Budget 

As indicated in the Charter, the Audit Plan is used as a basis for the Budget.  However, 
due to the timing of the organization’s budget process and Internal Audit’s timeline for 
the risk assessment and audit planning, we could not finalize the FY 2022 Audit Plan 
by the February Committee meeting.   Therefore, we are providing a draft Audit Plan 
(Attachment C) as a reference and basis for the Budget.  The final FY 2022 Audit Plan 
will be provided to the Committee for approval at the June 2021 meeting. Going 
forward, we plan to provide the Committee the proposed budget and audit plan at the 
same time. 

The draft Audit Plan provides a framework of the allocation of audit resources and is 
based on past experience, a review of the Audit Committee and Internal Audit 
charters, recently completed audits and recommendations and knowledge of the 
amount of time needed to complete audit work and projects.  We do not anticipate 
that the final FY 2022 Audit Plan will affect the Budget. However, if budget changes 
are necessary after the Committee has reviewed and approved the Audit Plan at the 
June meeting, we will provide adjustments to the Executive Office to be included in 
the organizational Mid-Year Budget adjustments.   
 
For FY 2022, we anticipate that Internal Audit Salaries and Employee Benefits will 
remain consistent with FY 2021 and have not proposed any increases.  We have 
proposed a slight increase to Services and Supplies (S&S) from $457,900, to 
$470,500.  Of note, is that the amount proposed for Professional   and   Specialized   
Services which is $400,000 and the largest portion of our S&S, will remain the same 
as last fiscal year.  The following table includes a breakdown of external audit service 
cost that are typically incurred.  
 

Audit/Project Est. Cost 
External Audit for FYE 2021 135,000 
Real Estate Manager Audits 75,000 
IT Penetration Audits 50,000 
IT Risks/Network Security Audit 40,000 
External Quality Assurance & Improvement Program Review 25,000 
Audits Performed by External Audit Pool  75,000 

TOTAL 400,000 

 
 

FY 2022 Contingency Reserve  
As stated in the Charter, the Audit Committee should recommend a contingent budget 
for additional work related to audit findings or other unplanned work. We propose that 
the Committee provide direction to staff on the amount of contingency funding to be 
requested for the Audit Reserve Fund for Board approval during the budget process.  
If approved, the Committee will have delegated authority to access such funds in its 
sole discretion to conduct further audit work based on a preliminary finding from 
existing audit activities overseen by Internal Audit which merits additional 
investigation.  For Fiscal 2021, the Committee recommended, and the Boards 
approved, an allocation of $500,000 for the Audit Reserve fund.  
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CONCLUSION 
The Audit Committee review and approve the Proposed Internal Audit FY 2022 Budget 
Request and provide direction to staff on amount of contingency funding to request for the 
Audit Reserve Fund. 

 

 
 

 
 

 
 
 
RPB;lec 
 

 

Attachments: 
A. Internal Audit FY 2022 Budget Request 
B. Audit Committee Charter 
C. Draft Audit Plan 

 

 
 



INTERNAL AUDIT 
SERVICES 

FISCAL YEAR 2021-2022 
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INTERNAL AUDIT 
 

FISCAL YEAR 2021-2022 
 

Mission 

 

To support LACERA's mission, through independent, objective assurance and 
consulting activities. 

 

INTRODUCTION 

The purpose of Internal Audit is to provide independent and objective assurance 
services, and consulting services designed to add value and improve LACERA’s 
operations. The mission of Internal Audit is to enhance and protect LACERA’s 
organizational values by providing risk-based and objective assurance, advice, 
and insight. Internal Audit brings a systematic, disciplined approach to evaluating 
and improving the effectiveness of governance, risk management, and control 
processes to help LACERA accomplish its mission. 

Internal Audit assists the organization in meeting its control objectives through: 

 Evaluating risk exposure relating to achievement of LACERA’s strategic 
objectives.  

 Evaluating the reliability and integrity of information and the means used to 
identify, measure, classify, and report such information.  

 Evaluating the systems established to ensure compliance with those policies, 
procedures, laws, and regulations, which could have a significant impact on 
LACERA.  

 Evaluating the means of safeguarding assets and, as appropriate, verifying the 
existence of such assets.  

 Evaluating the effectiveness and efficiency with which resources are employed.  

 Evaluating operations or programs to ascertain whether results are consistent 
with established objectives and goals and whether the operation or programs 
are being carried out as planned.  

 Monitoring and evaluating governance processes. 
 

NOTABLE ACHIEVEMENTS AND CONTRIBUTIONS  

All staff within Internal Audit are Certified Public Accountants, Certified Internal 
Auditors, or Certified Information Systems Auditors. Some have more than one 
certification and other relevant certifications such as certified fraud examiner and 
certified information security designations. Included in the performance of our 



annual audit plan, Internal Audit developed, oversaw, or contributed significantly, 
in a consulting capacity, to the following notable achievements and ongoing efforts 
within LACERA.  

 Initiated SOC1 over OPEB Census data 

 Consulted on the Establishment of an End-User InfoSec Manual 

 Oversaw ongoing actuarial audit activities 

 Oversaw Real Estate Advisor Compliance and Operational Audits 

 Oversaw Audit Committee Charter Revisions and Hiring of New Audit 
Committee Consultant 

 Established a fully functional remote audit team 

 Enhanced and formalized the Recommendation Follow-up Process 

 Performed a Quality Assurance Improvement Program (QAIP) over Internal 
Audit Operations 

 Upgraded Internal Audit’s Automated Audit Management System 
 

STAFFING 

Our budget for staffing the office remains the same. However, we look forward to 
participating in LACERA’s internship program and are planning to employ an intern 
to work on a special project during the Fiscal Year. 

A compensation study has been requested for the Principal Internal Auditor 
Classification.  

 

SERVICES AND SUPPLIES 

Each fiscal year, Internal Audit prepares a risk-based Audit Plan, approved by the 
Audit Committee. The Audit Plan defines the allocation of audit resources and 
communicates Internal Audit planned activities and resource requirements. This 
provides the basis for the Chief Audit Executive (CAE) and the Audit Committee to 
ensure that Internal Audit resources are appropriate, sufficient, and effectively 
deployed.  

Internal Audit continues to leverage the use of external resources to better meet 
the needs of the organization and address the Audit Plan. The cost associated with 
these resources are a significant portion of the budget, $400,000. Of this, 
approximately $150,000 is for the external financial audit. The remaining $250,000 
is used to perform external IT audits, real estate advisor audits, and other external 
audits as needed to address the Audit Plan.  

 

Our total S&S budget remains steady, a slight increase above our mid-year 
approved current Fiscal Year budget of $457,900 to $470,500 for Fiscal Year 
2021-2022. 

 



INTERNAL AUDIT SERVICES

SERVICES AND SUPPLIES

FY 2021-2022 BUDGET REQUEST

APPROVED DIVISION

ACTUAL ACTUAL ACTUAL BUDGET PROJECTION REQUEST

ACCOUNT DESCRIPTION FY 2017-2018 FY 2018-2019 FY 2019-2020 FY 2020-2021 FY 2020-2021 FY 2021-2022 NOTES

TRANSPORTATION AND TRAVEL

9181 TRANSPORTATION $2,414 $1,058 $1,333 $1,200 $900 $2,000 APFA, SACRS, IIA, Roundtable, etc.

9182 TRAVEL 15,936 8,742 8,059 7,400 4,100 15,000 APFA, SACRS, IIA, Roundtable, etc.

--------------------- --------------------- ---------------------------------------------------------------------------------------

TOTAL 18,350 9,800 9,392 8,600 5,000 17,000

OFFICE SUPPLIES AND EQUIPMENT

9302 SPECIAL ORDERS/MINOR  EQUIP 1,572 1,164 751 1,700 800 1,500 For new staff member

--------------------- --------------------- ---------------------------------------------------------------------------------------

TOTAL 1,572 1,164 751 1,700 800 1,500

PROFESSIONAL AND SPECIALIZED SERVICES

9541 AUDITS 212,376 312,476 279,411 400,000 400,000 400,000 Plante Moran, Ethical & Cultural Audit, IT, etc.

9702 AUDIT COMMITTEE CONSULTANT 69,915 8,600 7,350 21,000 21,000 21,000 Robert Griffin for audit committee consultant

--------------------- --------------------- ---------------------------------------------------------------------------------------

TOTAL 282,291 321,076 286,761 421,000 421,000 421,000

EDUCATIONAL EXPENSES

9961 MEMBERSHIPS 8,057 3,125 6,530 7,500 7,000 8,000 For new staff member

9962 REGISTRATION FEES 18,736 16,976 4,139 14,300 12,000 20,000

9963 EDUCATIONAL MATERIALS 3,812 3,228 1,076 4,000 1,500 2,500

--------------------- --------------------- ---------------------------------------------------------------------------------------

TOTAL 30,606 23,329 11,745 25,800 20,500 30,500

MISCELLANEOUS

9986 MISCELLANEOUS 776 341 192 800 400 500

--------------------- --------------------- ---------------------------------------------------------------------------------------

TOTAL 776 341 192 800 400 500

GRAND TOTAL $333,594 $355,709 $308,840 $457,900 $447,700 $470,500
5% more than projected & 2.7% more than 

FY 20-21 Mid-Year approved budget

============ ============ ============ ============ ============ ============

Governance Risks & Control, Ethics, APFA, 

SACRS, IIA, Enterprise Risk & Pension Fund 

Roundtable, Temmate Automated Training, etc.

Page 1 of 1
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I. CHARTER

 
 
 

AUDIT COMMITTEE CHARTER 

 
This Charter establishes the authority and responsibilities of the Audit Committee, as assigned 
by Los Angeles County Employees Retirement Association’s (LACERA) Board of Retirement 
and Board of Investments (Boards). The Audit Committee Charter is a living document and 
should be reviewed at least every three years. 

 
II. PURPOSE AND ASSIGNED FIDUCIARY OVERSIGHT DUTIES 

In November 2003, LACERA’s Boards established the LACERA Audit Committee. 
 

The purpose of the Audit Committee is to assist the Boards in fulfilling their fiduciary oversight 
duties for the: 

A. Internal Audit Activity 
B. Professional Service Provider Activity 
C. Financial Reporting Process 
D. Values and Ethics, and 
E. Organizational Governance 

 
III. PRINCIPLES OF THE AUDIT COMMITTEE 

The Audit Committee will conduct itself in accordance with LACERA’s Code of Ethical Conduct 
and the following core principles from the Institute of Internal Auditors’ (IIA) Code of Ethics. 
The Audit Committee expects the Boards, Management, and staff will also adhere to these 
requirements. 

 
Integrity – The Audit Committee Members will perform their work with honesty, diligence, 
and responsibility. The Audit Committee expects and will encourage transparency when 
fulfilling its duties. Communications between Committee Members, Management, staff, 
and/or Professional Service Providers will be open, direct, and complete. Subject to applicable 
laws and organizational limitations, Internal Audit will regularly provide the Audit Committee 
with updates on audit and consulting projects completed and related findings and follow-up. 

 
Independence & Objectivity - The Audit Committee will perform its responsibilities in an 
independent manner and in compliance with fiduciary duty without exception. Audit 
Committee Members will disclose any conflicts of interest (actual or perceived) to the 
Committee. 

 
Confidentiality – The Audit Committee Members will be prudent in the use and protection of 
information acquired during the course of its duties. 
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Competency - Audit Committee Members will receive formal orientation training on the 
purpose and mandate of the Committee and LACERA’s objectives. Audit Committee Members 
are obligated to prepare for and participate in Committee meetings. 

 
Professional Standards - The Audit Committee will ensure all related work will be handled 
with the highest professional standards consistent with auditing standards of practice and 
industry guidelines. 

 
IV. AUTHORITY 

The Audit Committee will have unrestricted access to Management and staff, and any 
relevant information it considers necessary to discharge its duties. All employees are directed 
to cooperate with the Committee and its requests. If access to requested information is 
denied due to legal or confidentiality reasons, the Audit Committee and/or CAE will follow a 
prescribed, Board approved mechanism for resolution of the matter. 

 
The Audit Committee has the authority to conduct or authorize investigations into any 
matters within its scope of duties, including engaging independent counsel and/or other 
advisors it deems necessary. 

 
The Audit Committee is empowered to: 
1. Approve the appointment, compensation, and work of the Financial Auditor hired to audit 

LACERA’s financial statements. 

2. Approve the appointment, compensation, and work of other Professional Service 
Providers to perform non-financial statement audits, reviews, or investigations, subject 
to limitations due to confidentiality, legal standards, and/or where approval will clearly 
impair the purpose or methods of the audit. 

3. Resolve any significant disagreements regarding risks, findings, and/or payment between 
Management and the Financial and/or Other Service Providers. 

 
V. AUDIT COMMITTEE COMPOSITION AND CONSULTANT 

The Audit Committee will consist of seven members: three elected annually from each Board 
and the ex-officio member of both Boards, the LA County’s Treasurer and Tax Collector. If any 
elected Audit Committee member leaves Board service or resigns from the Audit Committee 
prior to the completion of their term, the Board of the departing member, will elect a new 
Audit Committee member at the next regularly scheduled Board meeting. 
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The Committee shall have the authority to approve the hiring of the Audit Committee 
Consultant as an advisor through a Request for Proposal process. The Audit Committee 
Consultant will be designated as the audit technical and financial expert, to advise the 
Committee on audit and financial matters. The Audit Committee Consultant’s contract will be 
for three years. 

At the first Committee meeting of each calendar year, the Committee shall elect a Chairman, 
Vice Chair and Secretary, each to serve for a term of one year or until his or her successor is 
duly elected and qualified, whichever is less. In the event of a vacancy in the office of Chair, 
the Vice Chair shall immediately assume the office of Chair for the remainder of the term. In 
the event of a vacancy in the office of Vice Chair or Secretary, the Committee shall elect one 
of its members to fill such vacancy for the remainder of the term, at its next regular meeting. 

 
VI. AUDIT COMMITTEE MEETINGS 

The Audit Committee will conduct regular meetings at least four times per year, with 
authority to convene additional meetings, as circumstances require. The time frame between 
Audit Committee meetings should not exceed four months. 

 
All Committee Members are expected to attend each meeting. 

 
All meetings of the Audit Committee shall be as noticed as joint meetings with the Board of 
Retirement and Board of Investments to allow for participation of all trustees in open and 
closed session Audit Committee discussions, provided that non-committee trustees may not 
make or second motions or vote and provided further that closed sessions to discuss the 
CAE’s annual assessment and the Committee’s recommendation to the Boards regarding the 
appointment, discipline, dismissal, and/or removal of the CAE shall be noticed for attendance 
by Committee members only.   

 
Regular meeting notices and agendas will be posted at least 72 hours in advance of the regular 
meetings and will be made available to the public in accordance with the Ralph M. Brown Act 
(Government Code Sections 54950, et seq.). Public documents referred to in the agenda will 
be made available for review at the office of the staff secretary to the Committee. The 
Committee will invite members of Management, Internal Auditors, Financial Auditors, all 
other Professional Service Providers, and/or others to attend meetings and provide pertinent 
information, as necessary. 

Special meetings of the Committee may be called in the manner provided by Government 
Code Section 54956(a). The Committee will have such other powers as provided in the Brown 
Act. 

 
Robert’s Rules of Order, except as otherwise provided herein, shall guide the Committee in 
its proceedings; however, the Chair of the Committee shall have the same rights to vote and 
participate in discussions as any other member of the Committee without relinquishing the 
chair. The order of business shall be as determined by formal action of the Committee. Four 
members of the seven-member Audit Committee, excluding the Audit Committee Consultant, 
constitute a quorum. 
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The Secretary of the Committee shall cause to be recorded in the minutes the time and place 
of each meeting of the Committee, the names of the members present, all official acts of the 
Committee, the votes given by members except when the action is unanimous, and when 
requested by a member, that member’s dissent or approval with his or her reasons, and shall 
cause the minutes to be written forthwith and presented for approval at the next regular 
meeting. 

 
VII. RESPONSIBILITIES 

A. Internal Audit Activity 

1. Internal Audit Strategy and Annual Plan 
a. Review and provide input on Internal Audit’s annual risk assessment 

b. Review and approve Internal Audit’s Annual Audit Plan (Plan) and resource plan, 
make recommendations concerning audit projects. 

c. Recommend to the Boards a budget to achieve the Plan plus a contingent budget 
for additional work related to audit findings or other unplanned work. 

d. Review and monitor Internal Audit’s activity relative to its Plan. Review and 
approve all major changes to the Plan. 

 
2. Internal Audit Engagement & Follow-Up 

a. Review and discuss engagement reports to take the following action(s): 

i. accept and file report, 

ii. instruct staff to forward report to Boards or Committees, 

iii. make recommendations to the Boards or Committees regarding 
actions as may be required based on audit findings and/or, 

iv. provide further instruction to staff. 

b. Monitor Internal Audit’s recommendations to ensure Management has 
adequately and timely addressed the risk(s) identified, either through 
implementing a new policy, procedure, or process, or accepting the associated 
risk. 

c. Inquire whether any evidence of fraud has been identified during internal or 
external audit engagements, and evaluate what additional actions, if any, should 
be taken. 

d. Inquire whether any audit or non-audit engagements have been completed but 
not reported to the Audit Committee; if so, inquire whether any matters of 
significance arose from such work. 

e. Review and advise Management and the Boards on the results of any special 
investigations. 
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3. Standards Conformance 
a. Approve the Internal Audit Charter. 

b. Ensure the Internal Audit Division conforms with the IIA’s International Standards 
for the Professional Practice of Internal Audit, particularly the independence of 
Internal Audit and its organizational structure. 

c. Ensure the Internal Audit Division has a quality assurance and improvement 
program (QAIP), and that the results of these periodic assessments are presented 
to the Audit Committee. 

d. Ensure the Internal Audit Division has an external quality assurance review every 
five years. Review the results of the external quality assurance review and monitor 
the implementation of related recommendations. 

Advise the Boards about any recommendations for the continuous improvement 
of the internal audit activity. 

 
4. Chief Audit Executive (CAE) 

Since the CAE reports to the Chief Executive Officer (CEO) for administrative purposes, 
but to the Audit Committee for functional purposes, the Audit Committee will be 
responsible for the following: 
a. Make recommendations to both Boards regarding the appointment, discipline, 

dismissal, and/or removal of the CAE, which will be addressed by the Boards in a 
joint meeting. Both Boards will make the final decisions as to the appointment, 
discipline, dismissal, and/or removal of the CAE. The CEO has authority to 
administer minor discipline, which is limited to counseling memos and written 
warnings, with notice of such discipline to be provided to the Committee and the 
Boards at their next meetings. Consideration by the Boards and the Committee 
concerning the appointment, discipline, dismissal, and/ or removal of the CAE will 
be made in executive session under Government Code Section 54957(b). 

b. Perform the CAE’s annual assessment with qualitative input from the CAE and 
CEO. The Committee’s discussion regarding the CAE’s annual performance 
evaluation will be made in executive session under Government Code Section 
54957(b). 

c. Administer the CAE’s annual salary adjustment using the Boards’ established 
compensation structure. 

B. Professional Service Provider Activity 
The Audit Committee is responsible for the oversight of all work performed by 
professional service providers (Service Providers) for audits, reviews, or investigations, 
including the audit of LACERA’s financial statements. 
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1. Approve the appointment and compensation of the External Financial Auditor, hired 
to perform an independent audit of LACERA’s financial statements. Oversee the work 
of the Financial Auditor, including review of the Financial Auditor’s proposed audit 
scope and approach, as well as coordination with Internal Audit and Management. 

 
2. Approve the appointment and compensation of other Professional Service Providers, 

hired to perform non-financial statement audits, reviews or consulting, subject to 
limitations due to confidentiality, legal standards, and/or where approval will clearly 
impair the purpose or methods of the audit. 

 
3. Review the Professional Service Providers, including the Financial Auditor, and 

Management the results of the work performed, any findings and recommendations, 
Management’s responses, and actions taken to implement the audit 
recommendations. 

 
C. Financial Reporting Process 

The Audit Committee is responsible for the oversight of the independent audit of 
LACERA’s financial statement, including but not limited to overseeing the resolution of 
audit findings in areas such as internal control, legal, regulatory compliance, and ethics. 

 
1. Review significant accounting and reporting issues, including complex or unusual 

transactions and highly judgmental areas, recent professional and regulatory 
pronouncements, and understand their impact on the financial statements. 

 
2. Review with Management and the Financial Auditors the results of the audit, including 

any difficulties encountered. 
 

3. Review the annual financial statements, consider whether they are complete, 
consistent with information known to Committee members, and reflect appropriate 
accounting principles. 

 
4. Review with Management and the Financial Auditors all matters required to be 

communicated to the Committee under Generally Accepted Auditing Standards. 
 

D. Values and Ethics 
 

1. Review and assess LACERA’s Code of Ethical Conduct established by the Boards and 
Management. 

 
2. Annually, review Management’s process for communicating LACERA’s Code of Ethical 

Conduct to Trustees, Management, and staff, and for monitoring compliance 
therewith. 
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3. Review reports received relating to conflicts of interest and ethics issues, and if 
appropriate, make a recommendation to the Boards. 

E. Organizational Governance 
To obtain reasonable assurance with respect to LACERA’s governance process, the Audit 
Committee will review and provide advice on the governance process established and 
maintained, and the procedures in place to ensure they are operating as intended. 

 
1. Risk Management 

a. Annually review LACERA’s risk profile. 

b. Obtain from the CAE an annual report on Management’s implementation and 
maintenance of an appropriate enterprise wide risk management process. Provide 
advice on the risk management processes established and maintained, and the 
procedures in place to ensure that they are operating as intended. 

c. Provide oversight on significant risk exposures and control issues, including fraud 
risks, governance issues, and other matters needed or requested by Management 
and the Boards. 

 
2. Fraud 

a. Oversee Management’s arrangements for the prevention and detection of fraud, 
including ensuring adequate time is spent discussing and raising awareness about 
fraud and the Hotline. 

b. Review a summary of Hotline reports, and if appropriate make a recommendation 
to the Boards. 

 
3. System of Internal Controls 

a. Consider the effectiveness of LACERA’s internal control system, including 
information technology security and control, as well as all other aspects of 
LACERA’s operations. 

b. Understand the scope of Internal and External Auditors’ review of internal control 
over financial reporting, and obtain reports on significant findings and 
recommendations, together with Management’s responses. 

c. Review and provide advice on control of LACERA as a whole and its individual 
divisions. 

 
4. System of Compliance 

a. Annually, review the effectiveness of Management’s system of compliance with 
laws, regulations, policies, and procedures that are business critical. 

 
 



Audit Committee Charter 
December 2020 
        Page 9 of 9 

b.  As needed, review the observations and findings of any examinations by
regulatory agencies.

c. Obtain regular updates from Management and LACERA’s Legal Office regarding
compliance matters.

d. At least annually, review reported activity to ensure issues of fraud,
noncompliance, and/or inappropriate activities are being addressed.

F. Other Responsibilities

1. Report to the Boards as needed about the Audit Committee’s activities, issues, and
related recommendations.

2. Provide an open avenue of communication between Internal Audit, all Professional
Service Providers, including the Financial Auditor, Management, and the Boards.

3. Perform other activities related to this Charter as requested by the Boards.

4. Review and assess the adequacy of the Committee’s Charter at least every three
years, requesting the Boards’ approval for proposed changes.

VIII. APPROVAL
This Charter was reviewed by the Audit Committee on December 11, 2020 and approved by the
Board of Investments and Board of Retirement on December 16, 2020. This Charter is thereby
effective December 16, 2020 and is hereby signed by the following persons who have authority
and responsibilities under this Charter.

Gina Sanchez Date 
Chair, Audit Committee 

 

David Green Date 
Chair, Board of Investments 

 

Herman Santos Date 
Chair, Board of Retirement 

Gina Sanchez 

David Green 
 

Herman Santos 
 

12/17/2020 

12/17/2020 

12/17/2020 



ATTACHMENT C

DRAFT ANNUAL AUDIT PLAN Division
Service 

Type
Period

E

s

1 Recommendation Follow Up Organizational Assurance Continous

2 Code of Ethical Conduct Review Organizational Assurance Annual 

3 Organizational Governance Review Organizational Assurance Annual 

4 Business Continuity / Disaster Recovery Organizational Assurance Annual 

5 SOC-1 Type 2 _ Facilitation Organizational Assurance Annual 

6 Ethics Hotline & Investigations Organizational Consulting Annual 

7 Fiduciary Review (Year 1 of 2) Planning Organizational Advisory

8 Executive / Legal / Organization Audits  *TBD Organizational Assurance TBD

2000

9 Recommendation Follow Up ADMINISTRATION Assurance Continous

10 Continous Auditing Program ADMINISTRATION Assurance Continous

11 Contract Compliance / Third Party Data Security Review Admin Serv Assurance Annual 

12 GRC _ Admin Services Admin Serv Assurance TBD

13 GRC _ Human Resouces Human Resources Assurance TBD

14 ADMINISTRATION Audits * TBD Human Resources Assurance TBD

2500

INVESTMENTS & FASD 

15 Recommendation Follow Up FASD / Invest Assurance Continous

16 THC RE Financial Audits FASD / Invest Advisory Annual 

17 Real Estate Manager Reviews FASD / Invest Advisory Annual 

18 Actuarial Services _Facilitation FASD Advisory Annual 

19 Financial Audit_Facilitation FASD   Advisory Annual 

20 Corporate Credit Card Audit  FASD Assurance Annual 

21 INVESTMENTS & FASD Audits*TBD

INVESTMENTS / 

FASD
Assurance TBD

2500

OPERATIONS - Benefits, DRS, RHC, Member 

Services, QA

22 Recommendation Follow Up OPERATIONS Assurance Continous

23 Continous Audit Program OPERATIONS Assurance Continous

24 LA County Rehired Retirees Benefits Assurance Annual 

25 OPERATIONS Audits *TBD OPERATIONS DRAFT TBD

2000

9000Total Estimated Hours

Fiscal Year 2021-2022  DRAFT AUDIT PLAN                                              

EXECUTIVE / LEGAL / ORGANIZATION

ADMINISTRATION - Admin, HR, Systems

Estimated Hours

Estimated Hours

Estimated Hours

Estimated Hours



February 9, 2021 

TO: 2021 Audit Committee 
Alan J. Bernstein 
Vivian H. Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald A. Okum 
Gina V. Sanchez 

FROM: Gina V. Sanchez 
Audit Committee Member 

Santos H. Kreimann 
Chief Executive Officer 

Steven P. Rice
Chief Counsel 

FOR: February 19, 2021 Audit Committee Meeting 

SUBJECT: KPMG LLP External Assessment of Internal Audit Recommendation 
Follow-Up Process 

RECOMMENDATION 

In accordance with the current Audit Committee Charter, staff recommends that the Audit 
Committee review and discuss the KPMG LLP (KPMG) engagement report 
(Attachment A) to take the following action(s): 

1. Accept and file report;
2. Instruct staff to forward report to Boards or Committees;
3. Make recommendations to the Boards or Committees regarding actions as may

be required based on the review findings: and/or
4. Provide further instruction to staff.

LEGAL AUTHORITY 

Under Section IV.2 of the Audit Committee Charter, the Committee has the authority to 
“Approve the appointment, compensation, and work of other Professional Service 
Providers to perform non-financial statement audits, reviews, or investigations, subject to 
limitations due to confidentiality, legal standards, and/or where approval will clearly impair 
the purpose or methods of the audit.”  This authority is repeated as one of the 
Committee’s responsibilities under Section VII.B.2.  Under Section VII.A.3.b., the 
Committee has the responsibility for Standards Conformance of Internal Audit’s activities, 
which includes the recommendation follow-up process under Section VII.A.2.  Section 
VII.A.3.b. provides that the Committee will “Ensure the Internal Audit Division conforms
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with the IIA’s International Standards for the Professional Practice of Internal Audit, 
particularly the independence of Internal Audit and its organizational structure.” 

For these reasons, the Audit Committee’s engagement of a consultant to perform an 
external assessment of Internal Audit’s recommendation follow-up process, and 
consideration of the assessment results, falls within the Committee’s authority under its 
Charter.  

VENDOR SELECTION  

At its June 25, 2020 meeting, the Committee authorized an external quality assessment 
of Internal Audit’s recommendation follow-up process.  The Committee directed that the 
assessment be conducted with the day-to-day oversight of the Audit Committee Chair, 
with staff-level assistance from the Chief Executive Officer (CEO) and Chief Counsel, to 
manage the assessment and assist the selected vendor.  The oversight team worked 
together to issue a Request for Proposals (RFP) to identify a vendor for recommendation 
to the Committee.  Upon completing the RFP process, the oversight team recommended 
that the Committee engage KPMG.  At its August 19, 2020 meeting, the Committee 
approved the engagement of KPMG.   

For reference, the RFP (with Questions from potential proposers and Answers) is 
attached as Attachment B, and KPMG’s Proposal is attached as Attachment C. 

KPMG REVIEW AND REPORT 

Following its engagement, KPMG independently performed its scope of work.  As directed 
by the Committee, the Audit Committee Chair, the CEO, and Chief Counsel provided 
oversight.  The oversight team did not serve an audit role.  The oversight team provided 
administrative support, including facilitating access to documents and witnesses, 
managing the project through to completion, holding periodic meetings with KPMG staff 
to answer questions and discuss status, and reviewing and providing input on the draft 
report, as did Internal Audit.  The report was completed by December 31, 2020, and the 
final version (Attachment A) was provided to LACERA on January 8, 2021. 

In the report, KPMG summarizes applicable standards, its review process, and its 
observations and recommendations.  The CEO provided management’s responses to 
KPMG’s recommendations, which are included in the final report.  Internal Audit 
separately provided its own responses, which are also in the report.     

Audit Committee member comments on the report are attached as Attachment D. 

Attachments 

c: Jonathan Grabel  Leisha Collins 
 JJ Popowich  Christina Logan 

Richard Bendall 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

ATTACHMENT A 
KPMG Review Report 



Los Angeles County 
Employee Retirement 
Association (LACERA)

External Quality Assessment (EQA) of Internal
Audit’s Recommendation Follow-up Process

December 31, 2020
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Objectives

KPMG’s assessment of LACERA’s Internal Audit Recommendation Follow-up process focused on the following:

Obtain understanding of the current and prior state of the recommendation 
follow-up process.

Assess IA’s process against the Institute of Internal Auditors’ International 
Standards for the Professional Practice of Internal Auditing (“IIA Standards”) in 
the areas relevant to the recommendation follow-up process.

Obtain input from IA key stakeholders within the organization: Audit Committee 
Chair, Executive Management, select additional members of Senior 
Management, and Internal Audit (IA) team members.

Evaluate that IA continues to make appropriate use of its resources and 
adheres to IA leading practices, including the mix of knowledge, experience, 
and discipline within the function, as well as tools and technologies employed 
by IA.

Provide observations and recommendations on the follow-up process that will 
promote greater alignment with stakeholder expectations and assist IA’s 
process to be more insightful and impactful.
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Background and Scope

LACERA’s recommendation follow-up process has gone through two evolutions during the period of 2014 – 2020. Prior to July 2020, LACERA’s 
Internal Audit (IA) program did not have documented or consistently implemented procedures regarding how to appropriately manage and follow-
up on recommendations issued to management as a result of findings identified during internal audits. 

There were contributing factors to the inconsistency in process and aged audit findings during the period under audit, 2014 – 2020. The Chief 
Audit Executive (CAE) was on medical leave from December 2017 – October 2018. In addition, throughout the period, key stakeholders 
interviewed noted that LACERA’s organizational culture posed a compliance obstacle to management acting on remediation items, particularly 
where the remediation required collaboration and support of the IT organization.

In March 2019, the Internal Audit function enhanced Audit Committee reporting regarding outstanding audit findings to include a color coding 
system to better identify recommendation status, management responses and separate reporting for each recommendation. Per inquiry with the 
CAE, the enhancements to the reporting were adopted by Internal Audit to highlight the problem surrounding the aged audit findings. The 
additional detail provided in these reports better equipped the Audit Committee and senior management to hold management accountable for 
their agreed remediation actions. 

In November 2019, we understand that the Internal Audit function initiated a Quality Assurance Improvement Program (QAIP), which identified 
potential enhancements to the recommendation follow-up process and began to re-design and document the process. This led to a retroactive 
review of the remediation of audit findings from 2017 – 2019 (which was completed in 2020, during our review), establishment of a formalized 
recommendation follow-up process in July 2020, and more detailed review by the CAE of remediation on a finding basis, which was previously 
conducted at a higher level. 

During the period of October 2018 – July 2020, while IA was undergoing efforts to enhance the recommendation follow-up process, the process 
was not formally documented to facilitate compliance and consistency. This led to minimum observable improvement from the pre-2018 process, 
with the exception of the enhanced Audit Committee reporting and reported reduction in longstanding open remediation items. No standard 
process or detailed oversight was in place; the recommendation follow-up process was open to auditor discretion. 

In July 2020, the enhanced recommendation follow-up process was formalized, providing high level guidance from finding identification through 
finding remediation, establishing standards such as: the appropriate timeline for management to remediate a finding for each respective risk 
level, auditor’s responsibility to follow-up and manage the recommendation’s status throughout remediation, and high-level requirements to close 
a recommendation. These changes were first reflected in the June 2020 recommendation follow-up report to the Audit Committee. As part of our 
scope, we have reviewed the new procedures and identified opportunities for further enhancements which are detailed in this report. We were 
also able to review the remediation validation process by IA under the new process for 3 findings closed since July 2020, and noted no 
exceptions.

Background
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Background and Scope (continued)

The scope was to perform an assessment of the recommendation follow-up process for the period of 2014 – 2020 against the Institute of Internal 
Auditors’ (IIA) Standards and leading practices, including the completeness and accuracy of Internal Audit’s tracking and reporting of open audit 
findings.

The recommendation follow-up process is defined as the procedures performed after the recommendation has been agreed to by management 
and reported to the Audit Committee. The process includes regular follow-ups with process owners, validation testing of the remediation after 
completion of management’s agreed actions, and status reporting to the Audit Committee.

Scope
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Approach

KPMG’s approach considered the three aspects of IA’s Recommendation Follow-up Processes – position, people, and process. 
KPMG’s approach included the following steps:

Reviewed IA’s role within the organization

Conducted walkthroughs and interviews with senior members of Internal 
Audit, including the CAE 

Obtain understanding of the department’s staffing and training processes

Compared IA working practices to the IIA standards and leading 
practices/principles demonstrated by IA Recommendation Follow-up 
Process of similar organizations

Reviewed IA’s recommendation follow-up process, resource management, 
and selected audit reports from 2014 – 2020 depicting findings and 
recommendations issued by IA

Conducted interviews with twelve key stakeholders, including the Audit 
Committee Chair, select members of Executive Management, and other 
members of Senior Management (see page 19 for list of interviewed 
stakeholders)
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Executive summary

LACERA’s Internal Audit Recommendation Follow-up Process function partially conforms as of July 2020 with the IIA Standards promulgated 
by the Institute of Internal Auditors.(see page 7 for definition of ratings)

The current Executive Management and the 
Audit Committee Chair have placed renewed 
emphasis on the importance of the remediation 
of IA findings, which has led to increased 
accountability for management to address 
issues raised by the IA team on a timely basis.
However, Internal Audit (IA) is not well 
established as a consistently strong agent of 
change1. While IA is not solely responsible for 
ensuring management’s actions are 
appropriately completed, IA could increase its 
value and impact to the organization by 
continuing to work with management and 
ensuring they’re held accountable to their 
agreed management actions. Increasing 
accountability for management includes, 
monitoring and reporting on status throughout 
the remediation life-cycle, and a formalized 
process to approve requested due-date 
extensions, including executive sign-off.

Position

Position

Developing Mature Leading

Internal Audit is generally viewed as 
competent across the organization but has a 
perception of lacking independence2. The 
perception challenge was noted through our 
stakeholder interviews; however, no evidence 
of a lack of independence was noted through 
our detailed testing. Management should 
develop a plan to address independence 
perceptions via transparent communication 
and enhanced processes, including 
documentation retention to allow for increased 
transparency, and key performance metrics 
which are tracked and reported to the Audit 
Committee.
Third parties are utilized to support IA when 
specialized skills are considered necessary. 
IA should continue to focus on ensuring that 
the in-house team has the necessary skill set 
to conduct remediation follow-up or to re-hire 
the consultant to do so.

People

People

Developing Mature Leading

Internal Audit‘s recommendation follow-up 
process was not effective prior to July 2020, 
with no formalized process and an inconsistent 
approach to IA’s validation testing and 
recording of evidence to support validation 
(see page 3 for a description of IA’s 
improvement activities ongoing from 2017 –
2020). Prior to 2020, there were a significant 
number of aged audit findings which were past 
their due date, with a lack of adequately 
detailed reporting of status to the Audit 
Committee. 
IA’s new process, established in July 2020, 
provides a framework for recommendation 
follow-up which should be consistently 
followed, with some areas of opportunity for 
enhancement highlighted in this report. 

Process

Developing Mature Leading

Process

1Agents of Change: Internal Auditors who promote and enable change to happen within the Recommendation Follow-up Process. Assumes responsibility for promoting the value of the transformation that is being 
undertaken by LACERA; guiding and/or supporting others through the transformation to mitigate the identified risk, while maintaining appropriate independence; and ensuring that the new processes, procedures, structures, 
etc., are implemented in ways that deliver the expected value that the organizational change was to produce.

2The Internal audit team must be independent in fact and appearance, and internal auditors must be objective in performing their work. Work should be performed in an independent and unbiased approach, and evidenced 
in this manner to support the independence objective.
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Conformance with IIA Standards

Rating Number Standard
1100 Independence and Objectivity
1110 Organizational Independence
1111 Direct Interaction with the Board
1120 Individual Objectivity
1130 Impairment to Independence or Objectivity
2500 Monitoring Progress

Key Rating
Generally conforms
Partially conforms
Does not conform

N/A Standard was not applicable to Corporate Audit or instance did not arise.

In the lexicon of the IIA Standards, “generally conforms” means that internal audit activity has a charter, policies, and processes that are
judged to be in accordance with the IIA Standards. “Partially conforms” means deficiencies in practice are noted that are judged to deviate
from the IIA Standards, but these deficiencies did not preclude the internal audit activity from performing its responsibilities in an
acceptable manner. “Does not conform” means deficiencies in practice are judged to be so significant as to seriously impair or preclude
the internal audit activity from performing adequately in all or in significant areas of its responsibilities.

Conclusion – LACERA IA’s Recommendation Follow-up process partially conforms (middle possible rating) with the IIA Standards

promulgated by the Institute of Internal Auditors. The rating takes into consideration and heavily weights the new process that was
implemented in July 2020. Due to limited sampling available since the implementation, we are unable to determine if documented updates
to the program would result in a generally conforms rating.
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IIA Standard definitions

The following definitions are from the IIA’s International Standards for the Professional Practice of Internal Auditing 
(Standards – effective January 2017).
— 1100 – Independence and Objectivity

- The internal audit activity(2) must be independent, and internal auditors must be objective in performing their work.

— Independence is the freedom from conditions that threaten the ability of the internal audit activity(2) to carry out internal audit 

responsibilities in an unbiased manner. To achieve the degree of independence necessary to effectively carry out the 

responsibilities of the internal audit activity(2), the chief audit executive has direct and unrestricted access to senior 

management and the board(1). 

— Objectivity is an unbiased mental attitude that allows internal auditors to perform engagements in such a manner that they 

believe in their work product and that no quality compromises are made. Objectivity requires that internal auditors do not 

subordinate their judgment on audit matters to others. Threats to objectivity must be managed at the individual auditor, 

engagement, functional, and organizational levels.

— 1110 – Organizational Independence
- The chief audit executive must report to a level within the organization that allows the internal audit activity(2) to fulfill its 

responsibilities. The chief audit executive must confirm to the board(1), at least annually, the organizational independence of the 
internal audit activity.(2)

— Organizational independence is effectively achieved when the chief audit executive reports functionally to the board(1).

— 1111 – Direct Interaction with the Board(1)

- The chief audit executive must communicate and interact directly with the board(1)

— 1120 – Individual Objectivity
- Internal auditors must have an impartial, unbiased attitude and avoid any conflict of interest

— Conflict of interest is a situation in which an internal auditor, who is in a position of trust, has a competing professional or

personal interest. Such competing interests can make it difficult to fulfill his or her duties impartially. A conflict of interest exists 

even if no unethical or improper act results. A conflict of interest can create an appearance of impropriety that can undermine 

confidence in the internal auditor, the internal audit activity(2), and the profession. A conflict of interest could impair an 

individual's ability to perform his or her duties and responsibilities objectively.
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IIA Standard definitions (continued)

— 1130 – Impairment to Independence or Objectivity
- If independence or objectivity is impaired in fact or appearance, the details of the impairment must be disclosed to appropriate

parties. The nature of the disclosure will depend upon the impairment. 
— Impairment to organizational independence and individual objectivity may include, but is not limited to, personal conflict of

interest, scope limitations, restrictions on access to records, personnel, and properties, and resource limitations, such as 

funding. 

— 2500 – Monitoring Progress
- The chief audit executive must establish and maintain a system to monitor the disposition of results communicated to 

management. 
1) The referenced role of the Board is usually carried out by the Audit Committee, an operating committee of the Board charged with

oversight of risk management and the company’s system of internal controls and compliance with laws and regulations.

2) The internal audit activity assessed for the purposes of this review is the recommendation follow-up process.
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Strengths and opportunities

Key strengths Key opportunities

— Not a Consistently Strong Agent of Change – IA is currently not 
consistently viewed, by interviewed stakeholders, as having the 
ability to address, execute, and drive change. IA should continue to 
focus on consistency in recommendation format and details, along 
with increasing accountability for management. This includes 
monitoring and reporting on status throughout the remediation life-
cycle, and a formalized process to approve requested due-date 
extensions including executive sign-off.

— It is important to note that IA can only function within the overall 
culture of an organization, and that prior to 2020, management has 
not prioritized acting on their agreed remediation actions, nor been 
held accountable. Based on interviews with key stakeholders, 
management’s remediation efforts appear to have been particularly 
challenging where remediation has depended upon collaboration 
with the IT function, which is also noted to have significantly 
improved in 2020. Our review did not include an assessment of 
overall organizational culture. Nor did it include a review of 
LACERA’s governing body or operational management’s role in risk 
management (the first and second lines within the IIA’s Three Lines 
Model). There is an opportunity for LACERA to further assess each 
of these areas.

Position

— Management Support – In 2020, Executive Management support 
for IA’s recommendation follow-up process has increased within the 
organization. Management is visibly supporting IA in holding 
management accountable for agreed upon remediation actions in 
Audit Committee meetings which is an appropriate and necessary 
role which can be maintained while still allowing IA to remain 
independent. This improvement was noted within Audit Committee 
meetings and report format and has lead to an increased number of 
recommendations being addressed. We recommend that the level 
of support and focus from the Executive Management and the Audit 
Committee for IA’s reports and findings continue, as this is key to IA 
being able to drive change. While management actions which go 
past their due date are sometimes unavoidable, these should be 
rare and supported by valid business reasons.
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Strengths and opportunities (continued)

Key strengths Key opportunities

— Perception of lack of independence – Most stakeholders 
interviewed have a perception that IA is not consistently 
independent. However, we did not identify evidence of a lack of 
independence during the detailed review of follow-up procedures we 
performed.

The perception of a lack of independence creates a concern of 
favoritism whilst conducting audits and areas that potentially receive 
less audits or scrutiny during an audit. The concerns raised do 
appear to be mostly connected to prior relationships with a past 
member of the Executive Office and the Head of IT; however, the 
overall perception remains as of the date of our review. 

IA has a well tenured team, which has advantages of extensive 
business knowledge, but brings the disadvantage of the risk of 
potential independence conflicts due to past and present 
relationships, both in fact and appearance. Opportunities to mitigate 
are strengthening communication, transparency and IA 
accountability as well as adding new team members when possible 
and appropriate.

People

— Perception of competence – Throughout the organization, key 
stakeholders perceive IA to be generally competent in their 
responsibilities, with the level of competence perceived to have 
been on an upward trend in recent years.

— IA as a consultative partner – When management is in need of 
assistance, IA successfully acts as a consultative partner rather 
than part of management, performing management activities. IA is 
careful not to overstep when management is formulating responses 
to findings. Independence appears to be adhered to in this regard.
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Strengths and opportunities (continued)

Process

Key strengths Key opportunities

— Improve timeliness of remediation follow-up – Prior to 2020, 
recommendations have remained open for extended periods of time 
beyond the established due date, without appropriate, or in some 
cases, any follow-up. Recommendation follow-up has appeared to 
be rushed and only performed at reporting deadlines for the Audit 
Committee. This process has improved since the implementation of 
the new recommendation follow-up process in July 2020, we 
recommend that IA continue to consistently follow this new process.

— Improve consistency in data – Of the recommendations tested 
within this review, a significant number had data inconsistencies 
between recommendation follow-up logs, the reported status to the 
Audit Committee, and TeamMate. These included inconsistencies in: 
remediation date, status, closed/implemented date, etc. IA should 
ensure that all team members are appropriately trained on 
TeamMate and the data rules used for recording to promote 
standardization of data within the follow-up process. 

— Improve evidence retention for closure support – IA failed to 
upload, maintain, and collect sufficient evidence to support the 
closure of recommendations. There were several instances in which 
evidence provided was inappropriate (email from recommendation 
owner) or non-existent. Opportunities to enhance the July 2020 
process have been highlighted in our observations to drive 
consistency and rigor in the validation of remediation activities and 
maintenance of appropriate audit evidence. 

— Enhance use of tool (TeamMate) – IA’s leverage of TeamMate is 
not to a sufficient level to improve and enhance IA processes. There 
are also multiple versions of Teammate in use, which do not 
reconcile. Workflow and reporting functionality are not utilized. 

— Define process for due date extensions – IA should define 
process for approved extensions to the recommendation remediation 
due date. This should include required approvals and circumstances 
of acceptable use cases.

— New process – Since IA’s creation of an official recommendation 
follow-up process in July 2020, recommendations have been 
consistently undergoing the established process throughout their life 
cycle. The recommendations created using the new policy have 
resulted in greater success regarding the implementation life-cycle. 
Due to the date of establishment, there is a limited population of 
recommendations which have followed this process for our review to 
assess its overall sustainability.

— Report format – Since March 2019, IA has been modifying and 
enhancing the Audit Committee report to the Audit Committee so 
that recommendations are more descriptive, and include risk level, 
time outstanding (by year), and current status. The report assists in 
ensuring that recommendations that have been long outstanding 
(and are high risk) are visible to the Audit Committee. Key updates 
occurred in March 2019 and June 2020.

— Recommendations formed appropriately – IA successfully 
formed most recommendations to adhere to the criteria of specific, 
measurable, achievable, and timely per the recommendation follow-
up process during the seven years reviewed.



Observations
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Observations, Recommendations, and Management 
Response
Observation Recommendation Management action plan

1. Prior to July 2020, recommendations have been 
closed by IA without sufficient evidence or without 
sufficient retention of appropriate evidence, and risk 
exposure could remain:
Until July 2020, IA did not have a formalized process that 
defined the recommendation follow-up procedures. Each 
auditor could follow personal approaches to the process, 
with no standardization or oversight, which has resulted 
in inadequate validation activities and evidence 
maintained. Of the 72 closed samples we reviewed from 
2014 - 2020, we found that 41 were closed either without 
sufficient evidence, or without the sufficient retention of 
appropriate evidence. (33 were pre 2018, 8 in 2018 –
June 2020).
As we were unable to review the supporting evidence, 
we cannot conclude if the recommendations were 
appropriately closed. 
In July 2020, a procedure was enacted to establish a 
standardized process. However there is still opportunity 
for enhancement, specifically around the requirements 
for validation testing and required evidence to be 
maintained. We reviewed the evidence and IA validation 
of the three recommendations closed since the new 
procedures was put in place in July, with no exceptions 
being noted. 

Risk Rating: High
Recommendation: 
a) Enhance new procedure to include:

i. minimum testing requirements to be 
performed for IA to validate 
management’s remediation. This 
should include guidelines for when a 
follow-up audit may be performed. 
Testing of operating effectiveness 
should be performed for all high risk 
findings at a minimum.

ii. detail on the type of evidence to be 
maintained, and either the length of 
time that records must be retained or 
a reference to LACERA’s document 
retention policy. We recommend that 
sufficient evidence is maintained such 
that a third party could reperform the 
validation testwork.

b) Evaluate implementing the TeamMate 
feature to enable management to directly 
upload evidence. 

c) Assess high risk findings which have 
been previously closed, and determine if 
areas has been re-audited since the date 
of closure. If not re-audited, evaluate to 
validate status is appropriate.

Executive Office Response:
The Executive Office will discuss these 
observations and recommendations with 
the Chief Audit Executive and the Audit 
Committee, in its oversight and evaluation 
role, and implement changes as agreed 
with the Committee, while maintaining 
appropriate separation of audit and 
operational responsibilities.
Internal Audit Response:
Internal Audit Management agrees with 
the recommendations and will incorporate 
changes to our documented 
recommendation follow-up procedures to 
make sure these are all addressed along 
with any further direction by the Audit 
Committee. 
Due Date: March 31, 2021
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Observations, Recommendations, and Management 
Response (continued)
Observation Recommendation Management action plan

2. A perception that IA lacks independence may lead 
to the risk of reduced impact and respect for the 
reports and recommendations released by the 
Division:
IA is required to be independent in both fact and 
appearance. We did not identify any factual evidence of 
a lack of independence through our detailed review of 
follow-up procedures. However, most stakeholders 
interviewed indicated a concern over IA’s independence, 
raising a question over the perception or appearance of 
IA’s independence within the organization.
The concerns raised do appear to be mostly connected 
to prior relationships with a past member of the 
Executive Office and the Head of IT; however, the overall 
perception remains as of the date of our review. Some 
areas, such as IT, are perceived to have not been 
audited as heavily or as frequently as others, with more 
leniency and negotiation around audit findings raised, 
and lack of follow-up performed.
While IA is required to be independent, it must operate 
within the overall organizational culture, which has not 
been in-scope for our review. However, some 
interviewees commented on concerns about the impact 
of organizational culture and governance on IA’s past 
efficacy. We suggest that consideration be given to an 
evaluation of LACERA’s overall governance structure.
The existing IA team members are well-tenured, which 
can contribute to the challenge of maintaining 
independence when IA is an in-house department, due to 
the formation of relationships, and perception thereof.

Risk Rating: High
Recommendation: IA should:
a) Roll-out a communication program that is 

presented to key stakeholders on an 
organization-wide basis to explain how IA 
maintains independence and explain IA’s 
responsibilities and processes and 
management's role in those processes. 

b) Standardize and enhance 
recommendation follow-up procedures 
(as discussed in finding #1).

c) Monitor and report Key Performance 
Indicators at the Audit Committee which 
track audits and findings by business unit, 
and history of aged items by audit area.

d) Add new team members to department 
as the opportunity arises. New team 
members can also address gaps in team 
skill set (e.g. current gap in IT)

Executive Office Response:
Response to observation #1 incorporated 
in reference. In addition, on an 
organization –wide basis, the Executive 
Office will take steps with division 
managers and all staff to promote IA and 
its critical function and independent role in 
the organization, encourage cooperation 
with IA in its audits and prompt response 
to address IA recommendations, and use 
of IA as a consulting resource when 
appropriate. The Executive Office will 
support additional IA staffing resources as 
needed.
Internal Audit Response:
Internal Audit Management agrees with the 
recommendations and welcomes them to 
help address any perceptions that Internal 
Audit lacks independence. We have 
always maintained a strong mindset of 
independence and worked hard to avoid 
even the appearance of a lack of 
independence but recognize the need to 
better demonstrate our independence and 
ensure that we remain independent in fact 
and avoid or mitigate any perception of 
insufficient independence.
Significant efforts have been made to 
implement recommendations b, c and d, 
but we will continue in those efforts.
Due Date: April 31, 2021 
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Observations, Recommendations, and Management 
Response (continued)
Observation Recommendation Management action plan

3. IA does not include progress on completion of 
remediation status or evaluate potential to exceed 
due dates and leave risk exposure unremediated:
IA does not include current progress of remediation of 
open findings within its reports to the Audit Committee, or 
include possible extended risk exposure for delayed 
recommendations. Escalation of “at risk” 
recommendations by IA allows Executive Management 
to take appropriate action to prioritize remediation or to 
accept the risk of a longer remediation timeline.
Management needs to participate and provide 
appropriate and accurate information to Internal Audit for 
this process to be successful. 

Risk Rating: High
Recommendation: IA should:
a) Enhance the current procedures to be 

more directive about when status updates 
are required (e.g. each quarter if 
remediation is due in excess of six 
months, and monthly if less than six 
months); this can be based on risk level 
or other factors. 

b) Enhance Audit Committee reporting to 
include a category of recommendations 
that are at risk of not being remediated by 
their due date.

c) Evaluate TeamMate’s workflow 
functionality, to allow for notices to be 
emailed to recommendation owners and 
IA (not just IA), and allow for updates to 
be entered into the system by 
management, and reviewed by IA.

Executive Office Response:
Response to observation #1 incorporated 
by reference.
Internal Audit Response:
Internal Audit Management agrees with the 
recommendations and will incorporate 
them into our documented process and the 
role out of our new TeamMate Plus 
automated audit workpaper software.
Due Date: March 31, 2021
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Observations, Recommendations, and Management 
Response (continued)
Observation Recommendation Management action plan

4. IA does not have a process for extension of 
recommendation follow-up due dates: 
It was noted during review of the 112 recommendations 
from the selected audits that findings are not consistently 
remediated in a timely manner. Requests from 
management to extend remediation due dates have been 
a frequent occurrence, and there has not been a defined 
approach to request approval of this extension. 
Without appropriate transparency and approvals for due 
date extensions, the risk identified in the original audit 
remains unmitigated without conscious acceptance of the 
risk impact of the due date delay.

Risk Rating: High
Recommendation: IA should define and 
implement a process that details the required 
approvals and circumstances in which 
extension is permitted. We recommend that 
due date extensions require the same 
approvals as the initial report issuance, up to 
and including the Audit Committee. There 
should also be limited circumstances in 
which extensions are permitted to maintain 
accountability from management to meet 
their commitments.

Executive Office Response:
Response to observation #1 incorporated 
by reference.
Internal Audit Response:
Internal Audit Management agrees with the 
recommendation and has incorporated it 
into our documented recommendation 
follow-up procedures.
Due Date: Complete per IA Management.
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Observations, Recommendations, and Management 
Response (continued)
Observation Recommendation Management action plan

5. A centralized tracking tool is not adequately used 
to manage IA recommendations and corresponding 
corrective actions:
IA does not adequately utilize TeamMate, which is the 
Internal Audit team’s current Internal Audit management 
tool. There is inconsistent data entry, and lack of usage 
of TeamMate’s workflow capabilities for tracking the 
remediation status of open findings. Both of these lead to 
the inability to use reporting from the tool, resulting in 
increased efforts to gather reporting, and risk of data 
inaccuracies. IA has a project in place to implement 
TeamMate+ to improve tool utilization. 
In addition, IA has two versions of the Teammate tool 
that are both used to track and maintain audit and 
recommendation follow-up documents. The systems are 
not linked and therefore need to be manually maintained. 
Currently, the systems are not in sync and do not 
reconcile to the reported recommendation audit log 
within the Audit Committee reports. 

Risk Rating: Medium
Recommendation: 
a) Ensure that personnel utilizing Teammate 

have been appropriately trained on the 
approved process for standardized data 
entry into the system. 

b) Evaluate the new version of Teammate 
that will be implemented, to ensure any 
configuration is designed to meet the new 
needs of the process, and include data 
cleansing and migration to allow for one 
system of record for reporting purposes 
going forwards. 

c) Establish clear system of record 
documentation to comply with LACERA’s 
documentation policy. IA record retention 
is 10 years. 

Executive Office Response:
Response to observation #1 incorporated 
by reference. The Executive Office will 
take administrative steps to ensure that IA 
has necessary technology and training 
support. The Executive Office will also 
ensure that there is administrative support 
for appropriate document retention.
Internal Audit Response:
IA Management agrees with the 
recommendations. We have been in the 
process since July 2020 of evaluating and 
planning to acquire a significant upgrade to 
our automated audit software package, 
from TeamMate AM to TeamMate Plus. 
We have received Executive Office 
approval and expect to acquire and 
implement the new software beginning in 
January 2021. The implementation will 
include assistance from the vendor with 
the migration of data from the prior version 
as well as training for all Internal Audit 
staff.
Due Date: March 31, 2021
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Appendix: Parties contributing to the EQA

Thank you for the opportunity to serve LACERA and the Internal Audit team. We appreciate the following individuals’ support of the 
project and willingness to spend time providing feedback, documentation and examples:

As provided in Section 1300 of the IIA Standards, this deliverable is prepared for the use of the CAE in support of the quality assurance 
program for IA. The quality assurance program should include periodic internal and external assessments as well as IA's ongoing 
monitoring to assist the CAE in his/her assessment of IA's conformity with the IIA Standards. This deliverable is intended solely for the 
information and use of management, LACERA’s Audit Committee, and governing Board of Retirement and Board of Investments, and 
is not intended to be and should not be used by anyone other than these specified parties.

Company Management

— Santos Kreimann (CEO)

— Steven Rice (Chief Counsel)

— Bernardo Buenaflor (Benefits Division 
Manager)

— Jonathan Grabel (CIO)

— Ted Granger (Interim CFO)

— Dr. Arlene Owens (Interim CQA)

— Kathy Delino (Interim Information 
Systems Manager)

Internal Audit personnel

— Richard Bendall (CAE)

— Leisha Collins (Principal Auditor)

— Christina Logan (Senior Internal 
Auditor)

Audit Committee/Board of Investments

— Gina Sanchez (Audit Committee 
Chair)

— Bonnie Nolley (Executive Board 
Assistant)

— Kimberly Hines (Administrative 
Services Manager)

— JJ Popowich (Assistant Executive 
Officer)

— Beulah Auten (retired CFO)
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Observation ratings

Observation ratings (like audit ratings) are an important aspect of the independence of internal audit. Issues are generally rated at the 
end of fieldwork, after the audit team has had an opportunity to review the totality of findings from interim communications and
associated management responses.

Our issue rating scale is as follows:

The control gap or exceptions noted could have significant financial or operational consequences to the 
Company.High Risk

The control gap or exceptions noted expose the Company to increased risk, but would not have significant 
financial or operational consequences to the Company.

Other items that are isolated and/or minor. Observations to improve financial and/or operational efficiency. Low Risk

Medium Risk
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Conclusion – LACERA IA’s Recommendation Follow-up process partially conforms (middle possible rating) with the IIA Standards promulgated by the Institute of Internal Auditors. The rating takes 
into consideration and heavily weights the new process that was implemented in July 2020. Due to limited sampling available since the implementation, we are unable to determine if documented 
updates to the program would result in a generally conforms rating. 

Conformance with IIA Standards

Rating Number Standard
N/A 1000 Purpose, Authority, and Responsibility
N/A 1010 Recognizing Mandatory Guidance in the Internal Audit Charter
◼ 1100 Independence and Objectivity
⚫ 1110 Organizational Independence
⚫ 1111 Direct Interaction with the Board
N/A 1112 CAE Roles Beyond Internal Auditing
◼ 1120 Individual Objectivity
◼ 1130 Impairment to Independence orObjectivity
N/A 1200 Proficiency and Due Professional Care
N/A 1210 Proficiency
N/A 1220 Due Professional Care
N/A 1230 Continuing Professional Development
N/A 1300 Quality Assurance and Improvement Program
N/A 1310 Requirements of the Quality Assurance & Improvement Program
N/A 1311 Internal Assessments
N/A 1312 External Assessments
N/A 1320 Reporting on the Quality Assurance and Improvement Program
N/A 1321 Use of “Conforms with the [Standards]”
N/A 1322 Disclosure of Nonconformance
N/A 2000 Managing the Internal Audit Activity
N/A 2010 Planning
N/A 2020 Communication and Approval
N/A 2030 Resource Management
N/A 2040 Policies and Procedures
N/A 2050 Coordination and Reliance
N/A 2060 Reporting to Senior Management and the Board
N/A 2070 External Service Provider and Organizational Responsibility for IA
N/A 2100 Nature of Work
N/A 2110 Governance

Rating Number Standard
N/A 2120 Risk Management
N/A 2130 Control
N/A 2200 Engagement Planning
N/A 2201 Planning Considerations
N/A 2210 Engagement Objectives
N/A 2220 Engagement Scope
N/A 2230 Engagement Resource Allocation
N/A 2240 Engagement Work Program
N/A 2300 Performing the Engagement
N/A 2310 Identifying Information
N/A 2320 Analysis and Evaluation
N/A 2330 Documenting Information
N/A 2340 Engagement Supervision
N/A 2400 Communicating Results
N/A 2410 Criteria for Communicating
N/A 2420 Quality of Communications
N/A 2421 Errors and Omissions
N/A 2430 Use of “Conducted in Conformance with the [Standards]”
N/A 2431 Engagement Disclosure of Nonconformance
N/A 2440 Disseminating Results
N/A 2450 Overall Opinions
◼ 2500 Monitoring Progress
N/A 2600 Communicating the Acceptance of Risks
Key Rating
⚫ Generally conforms
◼ Partially conforms
❖ Does not conform
N/A Standard was not applicable to Corporate Audit or instance did not arise.
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Lack of consistency in data examples

Date of 
Audit

Finding Recommendation Evidence Audit Report Close Date TeamMate 
Close Date

6/25/15 Information 
Management

Investments Office Management consider 
implementing a Customer Relationship Management 
(CRM) System to manage and maintain information 
related to LACERA's private equity partnerships. 
This system can potentially be used to manage 
information for other asset class managers also.

No evidence of implementation or 
IA’s validation testing included in 
Teammate

This recommendation 
disappears from Audit 
Report. Last reported as 
"Pending" in 2018-07-18 
agenda

4/30/2019

7/10/15 Retiree Health 
Care Contract 
with AON (And 
associated 3rd 
party vendors) -

Contract with 
RGS

RHC should consider the results of their work in the 
recommendation above as well as refer to 
LACERA’s Purchasing Policy to determine whether 
to establish a contract with RGS (including all 
necessary language for the protection of LACERA 
members data) or whether to initiate an RFP for 
healthcare printing and mailing associated with Aon; 
or alternatively to amend the contract with Aon to 
require them to contract with one of their preferred 
and vetted third party vendors for RHC’s printing and 
mailing needs.

No evidence of implementation or 
IA’s validation testing included in 
Teammate

Disappears from Audit 
Report. Last reported as 
"Pending" in 2016-07-20 
agenda

7/6/2016

7/10/15 Expired 
Contract

The Communications Division should obtain a new 
contract with ZDI. The new contract should be on 
LACERA's form having had prior review by 
LACERA's Legal Office

No evidence of implementation or 
IA’s validation testing included in 
Teammate

Disappears from Audit 
Report. Last reported as 
"Pending" in 2015-12-03 
agenda

12/17/2015

11/24/15 Need for 
Documented 
Procedures

Benefits Management should develop a documented 
process as well as standardized desk procedures 
and/or checklists for staff that process Returned 
Automatic Deposit Receipt (ADR) holds.

No evidence of implementation or 
IA’s validation testing included in 
Teammate

Disappears from Audit 
Report.
Last reported in 2018-03-21 
Report

Not Recorded

10/30/18 Testing 
Documentation

Systems Division management needs to instruct 
programming staff to attach all testing related 
documentation into the lifecycle application utility. 
This would facilitate post implementation review and 
provide greater assurance that changes to 
production have been tested and are functioning as 
intended.

No evidence of implementation or 
IA’s validation testing included in 
Teammate

Not found in 
recommendation follow up 
log to Audit Committee

9/18/2020
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Los Angeles County Employees Retirement Association 

Audit Committee 
Request for Proposals for External Quality Assessment of  

Internal Audit Recommendation Follow-Up Process 
  

I. INTRODUCTION 
 
The Los Angeles County Employees Retirement Association (LACERA) Audit Committee 
invites proposals from experienced professionals in response to this Request for Proposals 
(RFP) to provide the Committee with an external quality assessment of the Internal Audit 
Division’s recommendation follow-up process for compliance with the International Standards 
for the Professional Practice of Internal Auditing (Standards) and the Code of Ethics issued 
by the Institute of Internal Auditors (IIA).   
 

II. BACKGROUND 
 
LACERA is a defined benefit public pension fund established to administer retirement benefits 
to employees of the County of Los Angeles and other participating agencies.  LACERA 
operates as an independent governmental entity separate and distinct from Los Angeles 
County.  LACERA has approximately 425 employees to administer pension benefits for 
active, deferred, and retired members, oversee the County’s retiree health benefits program, 
and manage the fund’s investments.  As of fiscal year-end June 30, 2019, LACERA managed 
approximately $58.3 billion in fund assets to support the pensions of over 174,000 members, 
including over 66,000 benefit recipients.  LACERA’s annual pension benefits payments to its 
retirees total approximately $3 billion. 
 
LACERA’S MISSION, VISION, AND VALUES 
 
Mission: To Produce, Protect, and Provide the Promised Benefits 
Vision: Excellence, Commitment, Trust, and Service 
Values: Professionalism, Respect, Open Communication, Fairness, Integrity, and Teamwork 
(PROFIT) 
 
LACERA’S GOVERNING BOARDS 
 
Board of Retirement (BOR) – This nine-trustee Board, with two alternates, is responsible for the 
overall management of the retirement system.  Under the policy guidance of the BOR, LACERA 
strives to create innovative ways to streamline and expedite retirement processes, integrate new 
technologies, and enhance member service. 
 
Board of Investments (BOI) – This nine-trustee Board is responsible for establishing LACERA’s 
investment policy and objectives, and overseeing the investment management of the fund.  The 
BOI diversifies fund investments to maximize the rate of return and minimize the risk of loss.  The 
Board also oversees actuarial services to assist in setting the rate of employer and employee 
contributions needed to assure the long-term security of LACERA’s assets to pay the promised 
benefits. 
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Audit Committee — The Boards’ joint Audit Committee assists the Boards in fulfilling their 
fiduciary oversight responsibility for the Internal Audit activity, professional service provider 
activity, the financial reporting process, values and ethics, and organizational governance.  The 
Audit Committee performs its role independently pursuant to the Audit Committee Charter 
approved by the Boards most recently on June 24, 2020.  The Committee ensures that the Internal 
Audit Division complies with IIA Standards.  The Committee Charter provides that the Committee 
shall monitor Internal Audit’s recommendations and the effectiveness of the recommendation 
follow-up process. The Committee is required by its Charter to ensure that the Internal Audit 
Division has a Quality Assurance and Improvement Program (QAIP), and that the results are 
presented to the Committee.   
 
INTERNAL AUDIT DIVISION  
 
LACERA’s Internal Audit Division has 11 staff members, headed by the Chief Audit Executive 
(CAE).  The purpose, authority, and responsibilities of the Internal Audit Division are defined 
in its Internal Audit Charter.  The Internal Audit Charter was most recently approved by the 
Audit Committee on June 25, 2020.  The CAE reports administratively to LACERA’s Chief 
Executive Officer and functionally to the Audit Committee.  
 

III. IIA STANDARDS FOR RECOMMENDATION FOLLOW-UP AND EXTERNAL 
ASSESSMENT 

 
Under the Standards, the CAE must establish and maintain a follow-up process to monitor 
and ensure that recommendations have been effectively implemented or that senior 
management has accepted the risk of not taking action.  The required follow-up process is a 
central activity of Internal Audit in evaluating the adequacy, effectiveness, and timeliness of 
management’s response to audit recommendations, including those made by Internal Audit 
as well as by external auditors and others.  The Implementation Guide for the Standards 
states that a compliant follow-up process typically includes: 
 

1. Observations communicated to management and their relative risk rating. 
2. The nature of the agreed corrective actions. 
3. The timing, guidelines, and age of the corrective actions and changes in target dates. 
4. The management or process owner responsible for each corrective action. 
5. The current status of corrective actions, and whether Internal Audit has confirmed the 

status. 
 
The Implementation Guide for the Standards refers to the use of a tool, mechanism, or 
system, such as a spreadsheet or database, to track, monitor, and report on such information.  
It is expected that information in the tracking system will be updated periodically and that the 
CAE will inquire of management on a set frequency, such as quarterly, as to the status of 
corrective actions. The CAE may also choose to confirm corrective actions through a future 
audit.  The Implementation Guide states that reporting is determined based on the CAE’s 
judgment and agreed expectations, and can have different forms and elements, including 
observations, risk rating and ranking, and statistics, such as percentage of corrective actions 
on track, overdue, and completed on time.  As a leading practice, reporting should capture 
and measure positive improvement based on the execution of corrective actions. 
 
/// 
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The Standards recognize the importance of internal and external assessments as part of 
quality assurance and improvement for the internal audit function.  The CAE must develop 
and maintain a QAIP.  The Standards require that an external assessment of the Internal 
Audit program be conducted at least once every five years to determine conformance with 
the Standards and the IIA’s Code of Ethics.  The external assessment report should include: 
the scope and frequency of the assessment; the qualifications and independence of the 
assessment team, including any potential conflicts of interest; the conclusions of the 
assessors; and corrective action plans. 
 

IV. LACERA’S PRACTICE 
 
At LACERA, the CAE maintains a recommendation follow-up process under the Standards, 
and presents periodic reports to the Audit Committee.  The follow-up process and the 
reporting format provided to the Committee have changed over time, including recent 
revisions intended to improve the process. 
 
The CAE arranges for a periodic external peer review of the entire internal audit activity in 
compliance with the external assessment requirement of the Standards and Internal Audit’s 
QAIP.  The peer review includes the recommendation follow-up process, as part of overall 
divisional operations.  Under the Internal Audit Charter, the peer review shall be conducted 
every five years.  The last peer review was completed January 15, 2016. Internal Audit 
intends to arrange for a peer review in fiscal year 2020-2021.  In the past, separate review of 
specific internal audit activities, such as the recommendation follow-up process, was not 
conducted, but rather such review was part of the overall divisional peer review. 
 

V. SCOPE OF THIS AUDIT 
 
In its oversight of the Internal Audit Division, the Audit Committee is not limited to reliance upon 
the peer review process overseen by the division.  Under its Charter, the Committee may select 
external consultants to conduct audits, reviews, or investigations, without limitation as to subject 
matter. 
 
This RFP was authorized by the Audit Committee, acting within its Charter authority, at its meeting 
on June 25, 2020.   
 
Given the core importance of the recommendation follow-up process to the effectiveness of 
Internal Audit, the Audit Committee determined to obtain an external assessment of the 
process for compliance with the IIA’s Standards and Code of Ethics, to be conducted 
separately from the peer review.  It is expected that, to gauge the effectiveness of the follow-
up process, the assessment will include review or sampling of the process and records for 
some period of time in the past; the length of that period will be discussed and determined 
with the successful respondent in accordance with professional standards and the 
Committee’s desire for a comprehensive review.  The external assessment team will submit 
a report detailing its findings and recommendations.  The assessment will be conducted as 
soon as reasonably possible so that findings may be reviewed by the Committee and any 
necessary changes made.  The assessment will be overseen by the Committee, separate 
from Internal Audit and outside of the CAE or Internal Audit’s supervision and oversight, to 
ensure independence and avoid the appearance of conflicts. 
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The Audit Committee directed that the vendor selected to provide the assessment will be 
approved by the Committee at a future meeting, as stated in the RFP Schedule.  The 
Committee further directed that the RFP process and the assessment be conducted with the 
day-to-day oversight, as needed, of the Audit Committee Chair to provide guidance, 
Committee-level perspective, and assistance.  At the staff level, LACERA’s Chief Executive 
Officer and Chief Counsel will manage the assessment and assist the selected vendor. 
 

VI. QUALIFICATIONS OF EXTERNAL ASSESSMENT TEAM 
 
Interpretation contained in the Standards states that a qualified external assessment team 
shall have the following minimum qualifications: 
 

1. Competence in the professional practice of internal auditing and the external 
assessment process. Competence can be demonstrated through a combination of 
years of experience and theoretical learning.  Experience in similar organizations is 
more valuable than less relevant experience.  The competencies of an assessment 
team are judged based on the team as a whole. 

2. Independence, in that the assessment team does not have either an actual or potential 
conflict of interest and is not part of or under the control of the organization to which 
the internal audit activity belongs. 

 
In addition, the IIA’s Implementation Guide for external assessments recommends the 
following additional preferred qualifications: 
 

1. The team includes a competent certified internal audit professional. 
2. The team has current in depth knowledge of the IIA’s International Professional 

Practices Framework (IPPF) for the Standards. 
3. The team has knowledge of leading internal auditing practices. 
4. Team members have at least three years of recent experience in internal auditing at 

a management level that demonstrates a working knowledge and application of the 
IPPF. 

5. The assessment team leader has: 
a. An additional level of competence and experience from previous external quality 

assessment work and/or completion of the IIA’s quality assessment training or 
similar training. 

b. Chief audit executive or comparable senior internal audit management experience. 
c. Relevant technical expertise and industry experience, which in the case of this 

project would specifically include the recommendation follow-up process and 
pension, governmental, benefits, and/or financial experience. 

 
In this RFP, the Audit Committee requires the minimum qualifications described above.  The 
Audit Committee will also consider, but not necessarily require, the additional preferred 
qualifications stated above.   
 

VII. RFP PROCESS  
  
This RFP and other relevant information related to the RFP, including addenda, modifications, 
answers to questions, and other updates, will be posted on the RFPs page of LACERA.com.  
Additional background information and documents about LACERA, including the Committee’s 
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Charter, meeting agendas, agenda materials, and minutes, may also be found on 
LACERA.com.    
 

A. Schedule, Expected but Subject to Change 
 

Issuance of RFP         July 1, 2020    
   
Written Questions and  
Requests for Clarification Due       July 16, 2020 
  
Responses to Questions Posted    July 20, 2020  
  
Proposals Due      July 24, 2020 
         
Finalist Interviews         July/August 2020  

(exact dates to be determined)  
  
Estimated Final Selection and 
Approval by the Audit Committee  August 19, 2020 

  
B. Communication and Questions 

 
Respondents are encouraged to submit any questions regarding this RFP by the deadline 
stated above in the RFP Schedule.  Questions should be sent via email to Steven P. Rice, 
Chief Counsel, at srice@lacera.com.  Questions and answers will be posted on LACERA.com 
by the date stated in the RFP Calendar. 
 

C. Errors in the RFP  
 

If a respondent discovers an ambiguity, conflict, discrepancy, omission, or other error in this 
RFP, notice should be immediately provided to srice@lacera.com.  LACERA is not 
responsible for, and has no liability for or obligation to correct, any errors, or omissions. 
 

D. Addenda 
 
Modifications or clarifications of the RFP, if deemed necessary, will be made by addenda to 
the RFP and posted on LACERA.com.     
 

E. Delivery of Submissions  
 
Submissions must be delivered in PDF format via email to srice@lacera.com by the due date 
stated above in the RFP Schedule.  In addition, respondents have the option to send hard 
copies of their submissions for delivery by the due date, addressed to: 
 

LACERA 
Attention:  Steven P. Rice 
Chief Counsel 
300 North Lake Avenue, Suite 620 
Pasadena, CA 91101 

mailto:srice@lacera.com
mailto:srice@lacera.com
mailto:srice@lacera.com
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See the Notice Regarding the California Public Records Act and Brown Act in Section VIII.B 
of this RFP for information regarding redactions and disclosure. 
 

F. Proposal Format and Content 
 
All responses must follow the format described in Section VII.F.  When requested, please 
provide details and state all qualifications or exceptions.  All information provided should be 
concise and relevant to the qualifications as stated in this RFP.  
 
Cover Letter  
 
The cover letter must provide a statement affirming that the signatory is empowered and 
authorized to bind the respondent to an engagement agreement with LACERA’s Audit 
Committee and represents and warrants that the information stated in the proposal is 
accurate and may be relied upon by the Audit Committee in considering, and potentially 
accepting, the proposal. 
 
Executive Summary 
 
In this section, an overview should be provided of the respondent’s background, experience, 
and other qualifications to provide external assessment services, and respondent’s approach 
to providing the services requested in this RFP to the Audit Committee. 
 
Experience, Approach, and Proposed Schedule 
 
The proposal must provide a detailed statement of the respondent’s experience in providing 
external assessment services under the IIA Standards and Code of Ethics, including but not 
limited to experience in respect to assessment of the recommendation follow-up process.  
Experience with public and private sector member service and financial institutions should be 
highlighted, including, if applicable, other public pension systems.  The response should 
address the qualifications stated in Section VI.   
 
The proposal should explain respondent’s approach to assessment of the Internal Audit 
Division’s recommendation follow-up process, including information and records to be 
reviewed, interviews, the period of time to be evaluated in the assessment, and the final report 
format and content. 
 
The proposal should contain a proposed schedule for the scope of work.  The Audit 
Committee understands that the final schedule will be determined after the the successful 
candidate is selected, the scope further defined, and access to more information concerning 
the project is available. 
 
LACERA encourages respondents to provide written samples of relevant work product, which 
may be redacted as appropriate. 
 
Assigned Professionals 
 
The proposal must state the name of the lead consultant and all other professional staff 
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expected to be assigned to the scope of work, including a detailed profile of each person’s 
background and relevant individual experience, as well as the professionals’ collective ability 
to function as a team and work effectively with LACERA’s Audit Committee and staff in 
performing the scope of services.  The proposal should include a commitment by the lead 
consultant to be reasonably available to the project on an ongoing basis. 
 
Diversity is a core LACERA value, and therefore the proposal must specifically address the 
diversity of the proposed team members in meaningful roles across levels of seniority to 
support the firm’s work.  
 
The response must include a description of diversity policies, practices, and procedures 
maintained by the firm regarding equal employment opportunity, including the recruitment, 
development, retention, and promotion of a diverse and inclusive workforce, non-
discrimination based on gender, race, ethnicity, sexual orientation, age, veteran’s status, and 
other legally protected categories, and prohibition of sexual harassment in the workplace.  If 
the respondent has written policies, a copy should be provided with the response to this RFP.  
The response should identify the oversight, monitoring, and other compliance processes for 
implementation and enforcement of the firm’s diversity policies, practices, and procedures, 
including the name of the person responsible for measuring the effectiveness of the policies.  
Please describe any judicial, regulatory, or other legal finding, formal action, or claims related 
to equal employment opportunity, workplace discrimination, or sexual harassment during the 
past ten years. 
 
References 
 
In this section, the proposal must identify as references at least five public and private 
member service organizations, financial institutions, or other organizations, including, if 
available, public pension systems, for which the respondent provided external assessment 
services in the last five years.  Each reference should include an individual point of contact, 
the length of time the respondent served as consultant, and a summary of the work performed 
and successes achieved.  
 
Fees and Costs, Billing Practices, and Payment Terms 
 
The respondent must explain the pricing proposal for the scope of work including pricing of 
fees and costs, billing practices, and payment terms that would apply.  The respondent should 
represent that the pricing offered to the Audit Committee is, and will remain, equivalent to or 
better than that provided to other governmental clients, or should provide an explanation as 
to why this representation cannot be provided.  All pricing proposals should be “best and 
final,” although the Committee reserves the right to negotiate on pricing. 
 
Conflicts of Interest 
 
The proposal must identify all actual or potential conflicts of interest that the respondent may 
face in providing external assessment services to the Audit Committee.  Specifically, and 
without limitation to other actual or potential conflicts, the proposal should identify any 
representation of the County of Los Angeles, Los Angeles County Office of Education, the 
South Coast Air Quality Management District, Little Lake Cemetery District, and Local Agency 
Formation Commission, and, to the respondent’s knowledge, any of LACERA’s members, 
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vendors, other contracting parties, investments or investment managers, and employees.  
The proposal should discuss the respondent’s approach to conflicts of interest to ensure the 
independence of the work. 
 
Claims 
 
The proposal must identify all past, pending, or threatened litigation, including any claims 
against the firm and the personnel proposed to provide services to the Audit Committee. 
 
Insurance 
 
The proposal must explain the insurance that the respondent will provide with respect to the 
services to be provided and other acts or omission of the firm and its personnel in the 
representation of the Audit Committee.  The limits of liability are a material term of any 
engagement letter with the firm and may be subject to negotiation. 
 
Other Information 
 
The proposal may contain any other information that the respondent deems relevant to 
LACERA’s selection process, including samples of written work (redacted as needed). 
 

G. Post-Proposal Request for Information 
 
The Audit Committee reserves the right in its discretion to request additional information from 
any respondent, although such requests may not be made to all respondents. 
 

H. Interviews and Personal Presentations 
 
The Audit Committee Chair and participating staff intend to require one or more interviews 
with finalists.  The lead consultant must attend the interviews, as well as other team members 
who will support the work. 
 

I. Evaluation Criteria 
 
Respondents will be evaluated at the discretion of LACERA based upon the following factors: 
 

1. Experience providing external assessment services and knowledge of the IIA 
Standards and Code of Ethics, and particular expertise, judgment, and experience 
with regard to the recommendation follow-up process. 
 

2. Quality of the team proposed to provide services to the Audit Committee based on all 
objective and subjective factors, including the minimum and preferred qualifications 
stated in Section VI. 

 
3. Ability to provide focused, professional, and responsive external assessment services 

in a timely manner, including the immediate availability of the lead consultant and other 
team members when needed, and the approach and schedule for the project. 
 

4. Information provided by references. 
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5. Written and oral communications skills, including any written materials. 
 

6. Pricing and value. 
 

7. Team work and professionalism 
 

8. The organization, completeness, and quality of the proposal, including cohesiveness, 
conciseness, and clarity. 

 
The factors will be considered as a whole, without a specific weighting.  The balancing of the 
factors is in the Audit Committee’s sole discretion.  Factors other than those listed may be 
considered in making the selection. 
 

J. Engagement Agreement 
 
The Audit Committee will negotiate an engagement agreement with the successful 
respondent, which must contain such terms as the Committee in its sole discretion may 
require.  
 

VIII.  GENERAL CONDITIONS 
 
This RFP is not an offer to contract.  Acceptance of a proposal neither commits the Audit 
Committee to award a contract to any respondent even if all requirements stated in this RFP 
are met, nor does it limit the Committee’s right to negotiate the terms of an engagement 
agreement in LACERA’s best interest, including requirement of terms not mentioned in this 
RFP.  The Committee reserves the right to contract with a vendor for reasons other than 
lowest price.  Failure to comply with the requirements of this RFP may subject the proposal 
to disqualification.  However, failure to meet a qualification or requirement will not necessarily 
subject a proposal to disqualification.  
 
Publication of this RFP does not limit the Audit Committee’s right to negotiate for the services 
described in this RFP.  If deemed to be in LACERA’s best interests, the Committee may 
negotiate for the services described in this RFP with a party that did not submit a proposal.  
The Committee reserves the right to choose to not enter into an agreement with any of the 
respondents to this RFP.  
 

A. Quiet Period 
 
To ensure that prospective service providers responding to this RFP have equal access to 
information regarding the RFP and that communications related to the RFP are consistent 
and accurate so that the selection process is efficient and fair, a quiet period will be in effect 
from the date of issuance of this RFP until the search has been completed.  During the quiet 
period, respondents are not permitted to communicate with any LACERA staff member or 
Board member regarding this RFP except through the point of contact named herein.   
Respondents violating the quiet period may be disqualified at LACERA’s discretion.  
Respondents who are existing LACERA service providers must limit their communications 
with LACERA staff and Board members to the subject of the current services. 
 
/// 
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B. Notice Regarding the California Public Records Act and Brown Act 
 

The information submitted in response to this RFP will be subject to public disclosure 
pursuant to the California Public Records Act (California Government Code Section 6250, et. 
seq.) and the Brown Act (California Government Code Section 54950, et seq.) (collectively, 
the Acts).  The Acts provide generally that records relating to a public agency's business are 
open to public inspection and copying and that the subject matter of this RFP is a matter for 
public open session discussion by the Audit Committee, unless specifically exempted under 
one of several exemptions set forth in the Acts.  If a respondent believes that any portion of 
its proposal is exempt from public disclosure or discussion under the Acts, the respondent 
must provide a full explanation and mark such portion “TRADE SECRETS,” 
“CONFIDENTIAL,” or “PROPRIETARY,” and make it readily separable from the balance of 
the response. Proposals marked “TRADE SECRETS,” “CONFIDENTIAL,” or 
“PROPRIETARY” in their entirety will not be honored, and LACERA will not deny public 
disclosure of all or any portion of proposals so marked.  
 
By submitting a proposal with material marked “TRADE SECRETS,” “CONFIDENTIAL,” or 
“PROPRIETARY,” a respondent represents it has a good faith belief that the material is 
exempt from disclosure under the Acts; however, such designations will not necessarily be 
conclusive, and a respondent may be required to justify in writing why such material should 
not be disclosed by LACERA under the Acts. 
 
LACERA will use reasonable means to ensure that material marked “TRADE SECRETS,” 
“CONFIDENTIAL,” or “PROPRIETARY” is safeguarded and held in confidence. LACERA will 
not be liable, however, for disclosure of such material if deemed appropriate in LACERA’s 
sole discretion.  LACERA retains the right to disclose all information provided by a 
respondent.  
 
If LACERA denies public disclosure of any materials designated as “TRADE SECRETS,” 
“CONFIDENTIAL,” or “PROPRIETARY,” the respondent agrees to reimburse LACERA for, 
and to indemnify, defend and hold harmless LACERA, its Boards, the Audit Committee, 
officers, fiduciaries, employees and agents from and against:  
 

1.  Any and all claims, damages, losses, liabilities, suits, judgments, fines, penalties, 
costs and expenses, including without limitation attorneys’ fees, expenses and court 
costs of any nature whatsoever (collectively, Claims) arising from or relating to 
LACERA’s non-disclosure of any such designated portions of a proposal; and  
 

2.  Any and all Claims arising from or relating to LACERA’s public disclosure of any such 
designated portions of a proposal if LACERA reasonably determines disclosure is 
deemed required by law, or if disclosure is ordered by a court of competent jurisdiction.  

 
If a respondent is recommended to the Audit Committee for hiring, such recommendation, 
the reasons for the recommendation, and the relevant proposal(s) will appear on a publicly 
posted agenda and in supporting materials for public meetings of the Committee.  
 
/// 
/// 
/// 
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C. Reservations by LACERA  
 
In addition to the other provisions of this RFP, LACERA reserves the right to: 
 

1.  Change or cancel this RFP, in whole or in part, at any time.  
 
2.  Make such investigation as it deems necessary to determine the respondent’s ability 

to furnish the required services.  The respondent agrees to furnish all such information 
for this purpose as LACERA may request.  

 
3. Reject the proposal of any respondent who is not currently in a position to perform the 

contract, or who has previously failed to perform similar contracts properly, or in a 
timely manner, or for any other reason in the Audit Committee’s sole discretion.  
 

4.  Waive irregularities, to negotiate in any manner necessary to best serve the public 
interest, and to make a whole award, multiple awards, a partial award, or no award.   

 
5.  Award a contract, if at all, to the firm which will provide the best match to the 

requirements of the RFP and the service needs of the Audit Committee, in its sole 
discretion, which may not be the proposal offering the lowest fees.  

 
6.  Reject any or all proposals submitted in response to this RFP.  
 
7.  Determine the extent, without limitation, to which the services of a successful 

respondent are or are not actually utilized. 
 
D. Ownership of Proposals  

 
The information that a respondent submits in response to this RFP becomes the exclusive 
property of LACERA.  LACERA will not return any proposal or reimburse proposal preparation 
expenses.  
 

E. Valid Period of Proposal  
 
The pricing, terms, conditions, and other information stated in each proposal must remain 
valid for 120 days from the date of delivery of the proposal to LACERA.  
 

F. Cost of Proposal  
 
LACERA shall not be liable for any costs that respondents incur in connection with the 
preparation or submission of a proposal.  
 



 

 
Responses to Questions 
Request for Proposals for External Quality Assessment of Internal Audit 
Recommendation Follow-Up Process 
July 20, 2020 
 

1. Do you require the work to be completed prior to the 2020-2021 comprehensive 
external quality assessment? 
Response:  The external assessment of the recommendation follow-up process 
as described in this RFP is separate from the 2020-2021 comprehensive external 
quality assessment.  The schedules for the two projects are not related.  The 
comprehensive external quality assessment will proceed on a separate track from 
the RFP work.  LACERA will discuss the RFP work schedule in detail with the 
successful respondent.  It is the intention for the RFP work to be completed as 
quickly as reasonably possible subject to completion of all necessary work and 
analysis. 

 
2. Can you confirm that you expect the work to focus only on the follow-up process 

for internal audit recommendations, or will it expand to include other components 
of quality assessment, knowing that you plan a full QA in 2020-2021? 
Response:  This assessment will focus only on the Internal Audit Division’s 
recommendation follow-up process.  For clarity, the scope of work includes the 
Internal Audit Division’s follow-up process for its own recommendations as well as 
for the recommendations of external audits.    

 
3. In anticipation of LACERA’s 2020-2021 comprehensive external quality 

assessment, has LACERA’s Internal Audit Division completed a self-assessment?  
If so, can bidders or the selected vendor obtain copies if it addressed the audit 
follow-up process? 
Response:   The Internal Audit Division recently completed a self-
assessment,  The results were provided to the Audit Committee as part of the June 
25, 2020 meeting materials, which are available at: 
https://www.lacera.com/about_lacera/bor/meetings/audit/2020-06-25_audit-
agnd.pdf 

 
4. Can LACERA provide access to the current list of audit recommendations to the 

prospective bidders?  If not, are the recommendations contained in LACERA’s 
audit reports generally implemented?  If they are not generally implemented, does 
LACERA desire identification of the root causes for its low implementation rate.  
Response:  The current list of audit recommendations, with implementation 
status, is attached to the materials for the June 25, 2020 Audit Committee meeting, 
which are available through the link stated in the Response to Question 3.  If the 
assessment under this RFP makes findings with respect to the Internal Audit 
Division’s recommendation follow-up process, the work should include 
identification of the root causes.  A root cause analysis with respect to findings 
concerning the implementation rate, to the extent related to the Internal Audit 

https://www.lacera.com/about_lacera/bor/meetings/audit/2020-06-25_audit-agnd.pdf
https://www.lacera.com/about_lacera/bor/meetings/audit/2020-06-25_audit-agnd.pdf


Responses to Questions 
Request for Proposals for External Quality Assessment of Internal Audit 
Recommendation Follow-Up Process 
Page 2 of 2 
 

Division’s follow-up process, should also be included.  LACERA will discuss the 
root cause methodology with the successful respondent, which will include 
sampling of past audit reports, implementation, and follow-up.   

 
5. What is the turn-over rate for the last 12 months of the Internal Audit Division? 

Response:  The Internal Audit Division states that its turnover rate is extremely 
low historically and is zero over the last 12 months. 

 
6. How many internal audits are performed on an annual basis by the Internal Audit 

Division?  
Response:  The Internal Audit Division presented a final status report on its fiscal 
year 2019-2020 work plan to the Audit Committee as part of the June 25, 2020 
meeting materials, which are available through the link stated in the Response to 
Question 3.  The Internal Audit Division states that it performs approximately 8 to 
12 internal audits per year and that it also annually oversees anywhere from 5 to 
10 external audits, in addition to its role in LACERA’s external financial audit and 
actuarial audit work, special projects, investigations, and other assignments. 
 

7. What is the average exception rate on internal audits performed? 
Response:  The Internal Audit Division states that the exception rate for internal 
audit work ranges from about 3 to 10, sometimes more. The rate for external audits 
ranges from very low single digits to sometimes 30 or more, some of which are 
best practice recommendations, not necessarily exceptions. 

 
8. Would a supplier be prohibited from utilizing off-shore resources, in the 

performance of the review? 
Response:  The Audit Committee is prepared to discuss use of such resources, 
although it cannot commit at this time as to whether they will be approved.  
Confidentiality and legal protections related to the use of such resources, as well 
as the project generally, will be part of contract negotiations with the successful 
respondent. 

 
9. When is the last time this type of QAR was done? 

Response:  To the best of current staff’s knowledge, a separate external quality 
assessment of the Internal Audit Division’s recommendation follow-up process has 
not been conducted outside of the periodic comprehensive external quality 
assessment.  The last comprehensive external quality assessment was completed 
in January 2016, with a new assessment to be conducted in the 2020-2021 fiscal 
year. 
 

10. Would you be able to provide the most recent report completed? 
Response:  The January 2016 comprehensive external quality assessment report 
stated the Internal Audit Division generally conforms to applicable standards.  A 
copy is attached. 



 

 
 

March 23, 2016   
 
TO:  Each Member 

2016 Audit Committee 
 
  Audit Committee Consultant 

 Rick Wentzel 
  
FROM:    Richard Bendall 
  Chief Audit Executive 
 
FOR:  April 15, 2016 | Audit Committee Meeting  
 
SUBJECT:  QUALITY ASSURANCE REVIEW – 2016 
 
 
Internal Audit’s Quality Assurance Review (QAR) was completed in January 2016.  The QAR, 
which is conducted at least once every five years, is performed in accordance with the Institute 
of Internal Audit International Standards for the Professional Practice of Internal Auditing.  The 
primary objectives of the QAR include: 

 Assessing  Internal Audit’s conformance to the Institute of Internal Audit (IIA) 
International Standards for the Professional Practice of Internal Auditing (Standards),  

 Evaluating  Internal Audit’s effectiveness in carrying out its mission 

 Identifying leading practices and opportunities to enhance Internal Audit’s management 
and work processes. 

The consultant, George Shemo, found that Internal Audit generally conforms to the Standards.  
This opinion, which is the highest of three possible ratings, means that policies, procedures, and 
practices are in place to implement the Standards and other requirements necessary for 
ensuring a professional Internal Audit activity.  As part of the QAR, Mr. Shemo also identified 
opportunities for improvement that will assist Internal Audit in more fully complying with the 
Standards and providing enhanced services to LACERA.  Staff will discuss the QAR Report at the 
April 2016 meeting. 
 
 
RB:lc 
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January 15, 2016 

Under a contractual agreement with the Los Angeles County Employees 
Retirement Association (LACERA), I have conducted an independent 
external Quality Assessment (QA) of LACERA Internal Audit (IA).  Being 
recognized by the IIA as fully qualified to conduct this QA of LACERA IA, 
my review was made in accordance with the methodology prescribed within 
the Institute of Internal Auditors’ (IIA) “Quality Assessment Manual” (Issued 
August 1, 2013), and the requirements of IIA Standard 1312.  The QA was 
conducted during the period of January 7, 2016 to January 15, 2016 at the 
offices of LACERA in Pasadena, California. 

As a result of my review, it is my opinion, as of January 15, 2016, LACERA 
IA “Generally Conforms” with the IIA “Definition of Internal Auditing”, the 
Standards, and the Code of Ethics.  Further, I have found LACERA IA to be 
effective in carrying out its mission, as set forth in its charter and expressed 
in the expectations of the LACERA Audit Committee and senior 
management. 

The overall assessment of “Generally Conforms” is the highest of three 
possible ratings that can be determined through a Quality Assessment; the 
others being “Partially Conforms” and “Does Not Conform”.  Please see 
“Attachment A”, which is an integral part of this report, for an assessment of 
conformance with individual IIA Standards.  I have provided 
recommendations to increase conformance for those individual IIA 
Standards that have been rated as “Partial Conformance”, and to enhance 
the IA efforts in adding value to LACERA.       

 

           

George J Shemo, CPA, CGMA 

                                         G Shemo Consulting 
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Purpose 
As requested by the LACERA Chief Audit Executive (CAE), G Shemo 
Consulting conducted an independent external QA of LACERA IA.  The 
principal objectives of the QA were to: 

 Assess IA conformance to The IIA “Definition of Internal Auditing”, 
International Standards for the Professional Practice of Internal 
Auditing (Standards), and the Code of Ethics; 

 Evaluate IA’s effectiveness in carrying out its mission, as set forth in 
its charter and expressed in the expectations of the LACERA Audit 
Committee and senior management;  

 Identify opportunities to enhance IA management and work 
processes, as well as its ability to add value to LACERA. 

 

Scope and Methodology 
Prior to my onsite arrival at LACERA to conduct the QA, the CAE provided 
advance preparation documents to me, which contained detailed 
information about IA and LACERA.  Additionally, I conducted a preliminary 
meeting with the CAE and his staff in order to gather additional background 
information, select executives and operating managers for interviews 
during my onsite field work, and to finalize planning and administrative 
arrangements for the QA.  Onsite fieldwork commenced on January 7, 
2016 and concluded on January 15, 2016. 

During the onsite fieldwork I conducted extensive interviews with a current 
member of the Audit Committee, members of executive management, 
selected operating managers, a representative of the external CPA firm, 
and selected members of the IA staff.  I also evaluated the IA risk 
assessment and audit planning processes, audit tools and methodologies, 
engagement and staff management processes, and a representative 
sample of the IA work papers and reports.   

                                         G Shemo Consulting 

 

 

 

 

Executive Summary 



5 
 

 

 

Scope and Methodology (Continued) 

The QA consisted of my assessing the following IA functions: 

 CAE Reporting Lines and Quality Assurance  
 Organization of LACERA IA  
 Communications with the Audit Committee and Senior Management 
 Risk Assessment and Engagement Planning 
 Staff Professional Proficiency  
 Information Technology Capabilities 
 Productivity and Value Added to LACERA      
 Audit Engagement Work Papers and Reports  
 Audit Tools and Methodologies 
 Engagement and Staff Management Processes 

 
 
Summary of Recommendations 

For Conformance 
The following recommendations are provided to guide LACERA IA in 
achieving a level of general conformance with the individual Standards 
identified in Attachment A: 

1. Strengthen and enhance Quality Assurance and Improvement 
2. Implement procedures for audit engagement work programs 
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Summary of Recommendations (Continued) 
 
For Enhancement 

The following recommendations are provided as suggestions for enhancing 
IA ability for adding value to LACERA operations and processes: 

 

1. Review the IA Charter on a more frequent basis 
2. Expand management and reporting of IA resource requirements 
3. Update the “IA Operations Guide” 
4. Enhance engagement audit reports 
5. Increase operating management’s awareness of IA  
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Commendations 
 
During my review, I observed the LACERA IA environment to be well-
structured and progressive, that the IIA Standards are appropriately 
understood, and IA management is endeavoring to provide useful audit 
tools and implement appropriate practices in order to add value to the 
operations of LACERA.  It is appropriate to commend LACERA IA for the 
following: 

 

 The CAE maintains a very strong relationship with the LACERA Audit 
Committee, while also being recognized as a well-respected member of 
senior management.   

 IA is perceived as providing value added assurance and consulting 
services to their LACERA customers. 

 IA staff viewed very positively for their professionalism, objectivity, 
business acumen, and their communication and collaboration skills. 

 IA staff is well credentialed with multiple professional certifications  
 IA audit engagements and reports are substantial and valuable. 
 IA annual planning for excellent interaction with the Audit Committee 

and all levels of LACERA management  
 IA is instrumental in LACERA risk management. 
 
 
 
 
 
 
 
 
 
 
 
 

                                        G Shemo Consulting 
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1. Strengthen and enhance Quality Assurance and Improvement 
Implementing Stakeholder:    Internal Audit 
Associated Stakeholders:      Senior Management 
                                                  Audit Committee 
References: 
Standard 1311 
Practice Advisory 1311-1 
Practice Guides - Measuring IA Effectiveness and Efficiency 
                            - Quality Assurance and Improvement Program 
      

The CAE has implemented proper procedures that provide for the elements 
of a Quality Assurance and Improvement Program (QAIP) as it relates to 
the ongoing monitoring of the performance of the IA activity.  Going 
forward, the CAE should develop procedures that provide for the required 
internal periodic self-assessment of IA activity conformance with the IIA 
Definition of Internal Auditing, the Code of Ethics, and the Standards. 

The internal periodic self-assessments should be made by individual(s) 
having sufficient knowledge of internal audit practices and at least an 
understanding of the elements of the IIA International Professional 
Practices Framework, and could be performed by members of the IA staff 
or other qualified audit professionals assigned elsewhere within LACERA.  
The IIA Quality Assessment Manual can serve as the basis for periodic 
internal assessments. 

As a means of further enhancing the ongoing monitoring of IA activity 
performance, the CAE could consider expanding the use of performance 
metrics.  Expansion of metrics could focus on: 

 Improvement in staff productivity 
 Adequacy of engagement planning and supervision 
 Increase in efficiency and effectiveness of the audit process 
 Completion of audits timely and on budget  

, 
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1. Strengthen and enhance Quality Assurance and Improvement 

(Continued) 

The CAE could also consider further enhancements to the QAIP by adding 
information regarding the QAIP within the formal written status reports 
provided periodically to the Audit Committee and senior management, and 
by updating the “IA Operations Guide” to include all elements of the QAIP.   

 

2. Implement procedures for audit engagement work programs 
Implementing Stakeholder:    Internal Audit 
Reference: 
Standards 2240, 2240.A1 
 
Work performed in conducting audit engagements is appropriately planned 
and properly supervised.  However, only the preliminary planning and 
general audit procedures (planning memo) are documented within the 
engagement work papers.  The detailed testing procedures, which are 
developed by the CAE, audit manager, and audit staff, are not formally 
documented within the work papers.  The CAE should implement 
procedures to ensure that the detailed audit procedures are documented in 
the form of work programs.  The written work programs should be in 
sufficient detail to include the procedures for identifying, analyzing, 
evaluating, and documenting information and conclusions.  The work 
programs should also provide evidence that supervisory approval has been 
given, prior to staff conducting the work.  Any adjustments to the original 
work programs should also be approved appropriately. 
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1. Review the IA Charter on a more frequent basis 

Implementing Stakeholder:    Internal Audit 
Associated Stakeholders:      Senior Management 
                                                  Audit Committee 
Reference: 
Practice Advisory: 1000-1 
The IA Charter is intended to facilitate a periodic assessment of the 
adequacy of IA purpose, authority, and responsibility.  While the IA Charter 
is complete and appropriately approved by the AC and senior 
management, the CAE could increase the frequency of his periodic 
assessment of the Charter’s viability.  An annual review would be 
appropriate period of time. 

 

 

2. Expand management and reporting of IA resource requirements 

Implementing Stakeholder:    Internal Audit 
Associated Stakeholders:      Senior Management 
                                                  Audit Committee 
References: 
Practice Advisories 2020-1, 2030-1 
 
The process developed by the CAE appropriately provides the Audit 
Committee and senior management with a risk based annual plan that 
determines the priorities of the IA activity consistent with LACERA’s goals.  
The plan, as presented to senior management for their review and for the 
approval of the Audit Committee, properly communicates IA planned 
activities and resource requirements, and provides the basis for the CAE to 
ensure that IA resources are appropriate, sufficient, and effectively 
deployed.   
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2. Expand management and reporting of IA resource requirements 

(Continued) 
 
There are potential opportunities to further enhance the CAE’s 
management and reporting of IA resource requirements.  The CAE could 
consider the following: 

 Develop audit frequency guidelines, with the approval of the Audit 
Committee and senior management, which establishes a time period 
over which all auditable entities within the audit universe receive 
appropriate audit resources commensurate with their assessed risk. 
The frequency guidelines will establish and represent the “risk 
appetite” for LACERA.  The length of the time period will be 
established based on the frequency guideline adopted for low risk 
entities.  High risk entities, depending on their frequency guideline, 
will be audited more than once over the time period.  Moderate risk 
entities may be audited more than once over the time period.  

 Revise the annual plan format to include all auditable entities within 
the audit universe.  For each entity to be audited within the current 
year, based on the established frequency guidelines, provide a 
resource estimate and brief scope description.  For all the other 
entities, indicate the future year in which you estimate they will be 
audited.  

 Revise the annual plan format to include time estimates for the 
expenditure of staff resources for non-audit purposes such as 
vacations, holidays, sick leave, and training.  The plan should 
account for all staff time, except for the CAE.  
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3. Update the “IA Operations Guide”  
Implementing Stakeholder:     Internal Audit 
Associated Stakeholders:       Operating Management 
Reference: 
Practice Advisory 2040-1 

The CAE could boost IA administrative and audit engagement processes 
by completing a comprehensive update of the “IA Operations Guide”.   
 

The CAE is responsible for establishing policies and procedures to guide 
IA.  While their form and content is not stipulated within the Standards, 
given the size and structure of IA and the complexity of LACERA 
operations, maintaining a written policies and procedures manual would be 
appropriate. 
 

A comprehensive update of the Guide would accomplish the following: 
 Existing policies and procedures are made current; 
 Obsolete information is eliminated; 
 New processes are added; 
 IA staff functions effectively; 
 Consistency added to administrative processes, audit work, and work 

paper preparation; 
 New IA staff members have an authoritative resource for reference 

and direction; 
 Operating management can have a clearer understanding of the 

purpose and processes of the IA activity; 
 Provide a valuable resource in any efforts to implement “Control Self-

Assessment” within LACERA. 
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4. Enhance Audit Engagement Reports 
Implementing Stakeholder:     Internal Audit 
Associated Stakeholders:       LACERA Management 
                                                   Audit Committee 
Reference: 
Standard 2430 

There are potential opportunities to enhance IA audit reports.  The CAE 
could consider the following: 
 

 Based on the results of the QAIP, LACERA IA audit report opinions 
could be revised to state that audit engagements are “Conducted in 
Conformance with the International Standards for the Practice of 
Internal Auditing”. 

 Increase the consistency in audit report opinions by always, rather 
than sometimes, addressing the adequacy of policy, procedure, or 
process design when it is appropriate, in addition to conformance. 

 When appropriate, audit report opinions should provide LACERA 
management with a clear understanding of the level of assurance 
they can place in the policy, procedure, or process audited.  The 
objective to be achieved is for management to have reasonable, but 
not absolute assurance. 

 Continue current efforts to increase the timeliness of audit reports. 
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5. Increase operating management’s awareness of IA       
Implementing Stakeholders:      Internal Audit  

                                                           Operating Management 
Reference:  
Successful Practice 

     The structure of the reporting relationship of IA within LACERA is 
entirely appropriate.  It achieves complete independence for the IA, and 
establishes the proper environment to allow the IA to effectively support 
LACERA in fulfilling its mission and achieving its goals and objectives.  
However, there appears to be an opportunity to enhance the ability of the 
IA to add value to LACERA by raising the awareness of IA operations and 
services by operating managers having limited interaction with IA. 
     One of the keys to having a highly effective IA is the communication 
links, both formal and informal, between the CAE and all levels of 
management.  At this point in time, the communication links between the 
CAE and senior management are well established and working effectively.  
The communication links between the IA and some operating management 
could be enhanced.  Senior management could encourage these operating 
managers to reach out and include the CAE in the information flow for their 
operations.  Likewise, the CAE could periodically reach out to all levels of 
operating management to ensure the IA is poised to continually meet their 
needs. 
 
The CAE could consider taking the following steps for enhancing the 
relationship with LACERA management: 
 

 Implement a practice of periodic face to face meetings with all 
operating managers and their staffs with a focus on current events 
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and ways IA can be of assistance to them, and provide them with an 
opportunity to express issues or concerns with the IA process.   
 
 
 
 

5. Increase operating management’s of awareness of IA (Continued) 
 

 Update the intranet web page for IA providing information on services 
and activities of IA.  The web page could be used to relate issues of 
common interest found in audit engagements, without disclosing the 
specific department in which the engagement was performed. 

 Encourage and assist operating managers in implementing internal 
control self-assessment processes.  Provide training to operating 
departments on control evaluation techniques, and serve as 
facilitators for self-assessment implementation.  
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I have read this report in its entirety, and accept responsibility for 
communicating it to the appropriate members of the Audit Committee and 
executive management.  I understand that the “Recommendations for 
Conformance” should be implemented to achieve a rating of “General 
Conformance” for the individual IIA Standards which have been rated 
“Partial Conformance” as shown in Attachment A to this report.  
Accordingly, I accept the “Recommendations for Conformance” as 
appropriate to the IA of LACERA.  Further, I understand the 
“Recommendations for Enhancement” and I will consider incorporating 
them as part of the IA “Quality Assurance and Improvement Program” as 
appropriate.  I will prepare an action plan for implementing the appropriate 
recommendations and provide it to executive management and the Audit 
Committee. 

_____________________________________

Richard Bendall 

Chief Audit Executive 

LACERA Internal Audit 

G Shemo Consulting 

CAE Response 
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  GC PC DNC 
OVERALL EVALUATION x   
ATTRIBUTE STANDARDS x   
1000 Purpose, Authority, and Responsibility x   
1010 Recognition of the Definition of Internal Auditing  x   
1100 Independence and Objectivity x   
1110 Organizational Independence x   
1111 Direct Interaction with the Board x   
1120 Individual Objectivity x   
1130 Impairments to Independence or Objectivity x   
1200 Proficiency and Due Professional Care x   
1210 Proficiency x   
1220 Due Professional care x   
1230 Continuing Professional Development x   
1300 Quality Assurance and Improvement Program x   
1310 Requirements of the Quality Assurance and 

Improvement Program x   

1311 Internal Assessments  x  
1312 External Assessments x   
1320 Reporting on the Quality Assurance and 

Improvement Program x   

1321 Use of “Conforms with the International 
Standards for the Professional Practice of 
Internal Auditing” 

x   

1322 Disclosure of Noncompliance x   
PERFORMANCE STANDARDS x   
2000 Managing the Internal Audit Activity x   
2010 Planning x   
2020 Communication and Approval x   
2030 Resource Management x   
2040 Policies and Procedures x   
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2050 Coordination x   
2060 Reporting to Senior Management and the Board x   
2070 External Service Provider and Organizational 

Responsibility for Internal Auditing NA   

2100 Nature of Work x   
2110 Governance x   
2120 Risk Management x   
2130 Control x   
2200 Engagement Planning x   
2201 Planning Considerations x   
2210 Engagement Objectives x   
2220 Engagement Scope x   
2230 Engagement Resource Allocation x   
2240 Engagement Work Program  x  
2300 Performing the Engagement x   
2310 Identifying Information x   
2320 Analysis and Evaluation x   
2330 Documenting Information x   
2340 Engagement Supervision x   
2400 Communicating Results x   
2410 Criteria for Communicating x   
2420 Quality of Communications x   
2421 Errors and Omissions x   
2430 Use of “Conducted in conformance with the 

International Standards for the Professional 
Practice of Internal Auditing” 

x   

2431 Engagement Disclosure of Nonconformance NA   
2440 Disseminating Results x   
2450 Overall Opinions NA   
2500 Monitoring Progress x   
2600 Management’s Acceptance of Risks x   
IIA Code of Ethics x   

                                         G Shemo Consulting 
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ATTACHMENT C 
KPMG Proposal  
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ATTACHMENT D 
Trustee Comments 



Los Angeles County 
Employee Retirement 
Association (LACERA)

External Quality Assessment (EQA) of Internal
Audit’s Recommendation Follow-up Process

December 31, 2020



2© 2021 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International 
Limited, a private English company limited by guarantee. All rights reserved. 

In providing this report, KPMG has undertaken no view or role that should be considered as public policy advocacy. NDP136419-1A

Objectives

KPMG’s assessment of LACERA’s Internal Audit Recommendation Follow-up process focused on the following:

Obtain understanding of the current and prior state of the recommendation 
follow-up process.

Assess IA’s process against the Institute of Internal Auditors’ International 
Standards for the Professional Practice of Internal Auditing (“IIA Standards”) in 
the areas relevant to the recommendation follow-up process.

Obtain input from IA key stakeholders within the organization: Audit Committee 
Chair, Executive Management, select additional members of Senior 
Management, and Internal Audit (IA) team members.

Evaluate that IA continues to make appropriate use of its resources and 
adheres to IA leading practices, including the mix of knowledge, experience, 
and discipline within the function, as well as tools and technologies employed 
by IA.

Provide observations and recommendations on the follow-up process that will 
promote greater alignment with stakeholder expectations and assist IA’s 
process to be more insightful and impactful.
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Background and Scope

LACERA’s recommendation follow-up process has gone through two evolutions during the period of 2014 – 2020. Prior to July 2020, LACERA’s 
Internal Audit (IA) program did not have documented or consistently implemented procedures regarding how to appropriately manage and follow-
up on recommendations issued to management as a result of findings identified during internal audits. 

There were contributing factors to the inconsistency in process and aged audit findings during the period under audit, 2014 – 2020. The Chief 
Audit Executive (CAE) was on medical leave from December 2017 – October 2018. In addition, throughout the period, key stakeholders 
interviewed noted that LACERA’s organizational culture posed a compliance obstacle to management acting on remediation items, particularly 
where the remediation required collaboration and support of the IT organization.

In March 2019, the Internal Audit function enhanced Audit Committee reporting regarding outstanding audit findings to include a color coding 
system to better identify recommendation status, management responses and separate reporting for each recommendation. Per inquiry with the 
CAE, the enhancements to the reporting were adopted by Internal Audit to highlight the problem surrounding the aged audit findings. The 
additional detail provided in these reports better equipped the Audit Committee and senior management to hold management accountable for 
their agreed remediation actions. 

In November 2019, we understand that the Internal Audit function initiated a Quality Assurance Improvement Program (QAIP), which identified 
potential enhancements to the recommendation follow-up process and began to re-design and document the process. This led to a retroactive 
review of the remediation of audit findings from 2017 – 2019 (which was completed in 2020, during our review), establishment of a formalized 
recommendation follow-up process in July 2020, and more detailed review by the CAE of remediation on a finding basis, which was previously 
conducted at a higher level. 

During the period of October 2018 – July 2020, while IA was undergoing efforts to enhance the recommendation follow-up process, the process 
was not formally documented to facilitate compliance and consistency. This led to minimum observable improvement from the pre-2018 process, 
with the exception of the enhanced Audit Committee reporting and reported reduction in longstanding open remediation items. No standard 
process or detailed oversight was in place; the recommendation follow-up process was open to auditor discretion. 

In July 2020, the enhanced recommendation follow-up process was formalized, providing high level guidance from finding identification through 
finding remediation, establishing standards such as: the appropriate timeline for management to remediate a finding for each respective risk 
level, auditor’s responsibility to follow-up and manage the recommendation’s status throughout remediation, and high-level requirements to close 
a recommendation. These changes were first reflected in the June 2020 recommendation follow-up report to the Audit Committee. As part of our 
scope, we have reviewed the new procedures and identified opportunities for further enhancements which are detailed in this report. We were 
also able to review the remediation validation process by IA under the new process for 3 findings closed since July 2020, and noted no 
exceptions.
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Summary of Comments on Talkbook template
Page: 3

Number: 1 Author: JosephKelly Subject: Sticky Note Date: 1/26/2021 4:51:48 PM 
I do not think it was necessary to include this fact in the report. The period is one year of a six year period under review.  Audit didn't stop its operations during the year of the CAE's absence. Staff stepped up and 
managed the operation in his absence. KPMG fails to state the impact of the absence; they just inform us of it. 

Number: 2 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 6:36:52 PM 
Please be direct and not suggest or insinuate. Audit's job is to determine the status of the recommendation.  If there was an IT component to the recommendation, are you stating that Audit staff reported a 
recommendation as implemented, when it was not? 

Number: 3 Author: JosephKelly Subject: Sticky Note Date: 1/26/2021 5:00:15 PM 
Previously defined.

Number: 4 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:21:09 PM 
The function is an inanimate body that doesn't have the ability to initiate anything. The CAE should have approved something like this.  Did he?  

Number: 5 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 6:39:01 PM 
In this paragraph you state the process was revamped and improved, yet in the following paragraph you say it wasn't. This is confusing. 

Number: 6 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 6:40:45 PM 
Please write in the active and not the passive voice. The reader should know who the actors are, and when you do not tell us, we guess.   Who enhanced the follow-up process?
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Background and Scope (continued)

The scope was to perform an assessment of the recommendation follow-up process for the period of 2014 – 2020 against the Institute of Internal 
Auditors’ (IIA) Standards and leading practices, including the completeness and accuracy of Internal Audit’s tracking and reporting of open audit 
findings.

The recommendation follow-up process is defined as the procedures performed after the recommendation has been agreed to by management 
and reported to the Audit Committee. The process includes regular follow-ups with process owners, validation testing of the remediation after 
completion of management’s agreed actions, and status reporting to the Audit Committee.

Scope
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Approach

KPMG’s approach considered the three aspects of IA’s Recommendation Follow-up Processes – position, people, and process. 
KPMG’s approach included the following steps:

Reviewed IA’s role within the organization

Conducted walkthroughs and interviews with senior members of Internal 
Audit, including the CAE 

Obtain understanding of the department’s staffing and training processes

Compared IA working practices to the IIA standards and leading 
practices/principles demonstrated by IA Recommendation Follow-up 
Process of similar organizations

Reviewed IA’s recommendation follow-up process, resource management, 
and selected audit reports from 2014 – 2020 depicting findings and 
recommendations issued by IA

Conducted interviews with twelve key stakeholders, including the Audit 
Committee Chair, select members of Executive Management, and other 
members of Senior Management (see page 19 for list of interviewed 
stakeholders)

y
f Exe

1



Page: 5
Number: 1 Author: JosephKelly Subject: Sticky Note Date: 1/26/2021 5:09:16 PM 
Page 19 is a Header page. There is a list on page 20, but that list totals 15, not 12.
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Executive summary

LACERA’s Internal Audit Recommendation Follow-up Process function partially conforms as of July 2020 with the IIA Standards promulgated 
by the Institute of Internal Auditors.(see page 7 for definition of ratings)

The current Executive Management and the 
Audit Committee Chair have placed renewed 
emphasis on the importance of the remediation 
of IA findings, which has led to increased 
accountability for management to address 
issues raised by the IA team on a timely basis.
However, Internal Audit (IA) is not well 
established as a consistently strong agent of 
change1. While IA is not solely responsible for 
ensuring management’s actions are 
appropriately completed, IA could increase its 
value and impact to the organization by 
continuing to work with management and 
ensuring they’re held accountable to their 
agreed management actions. Increasing 
accountability for management includes, 
monitoring and reporting on status throughout 
the remediation life-cycle, and a formalized 
process to approve requested due-date 
extensions, including executive sign-off.

Position

Position

Developing Mature Leading

Internal Audit is generally viewed as 
competent across the organization but has a 
perception of lacking independence2. The 
perception challenge was noted through our 
stakeholder interviews; however, no evidence 
of a lack of independence was noted through 
our detailed testing. Management should 
develop a plan to address independence 
perceptions via transparent communication 
and enhanced processes, including 
documentation retention to allow for increased 
transparency, and key performance metrics 
which are tracked and reported to the Audit 
Committee.
Third parties are utilized to support IA when 
specialized skills are considered necessary. 
IA should continue to focus on ensuring that 
the in-house team has the necessary skill set 
to conduct remediation follow-up or to re-hire 
the consultant to do so.

People

People

Developing Mature Leading

Internal Audit‘s recommendation follow-up 
process was not effective prior to July 2020, 
with no formalized process and an inconsistent 
approach to IA’s validation testing and 
recording of evidence to support validation 
(see page 3 for a description of IA’s 
improvement activities ongoing from 2017 –
2020). Prior to 2020, there were a significant 
number of aged audit findings which were past 
their due date, with a lack of adequately 
detailed reporting of status to the Audit 
Committee. 
IA’s new process, established in July 2020, 
provides a framework for recommendation 
follow-up which should be consistently 
followed, with some areas of opportunity for 
enhancement highlighted in this report. 

Process

Developing Mature Leading

Process

1Agents of Change: Internal Auditors who promote and enable change to happen within the Recommendation Follow-up Process. Assumes responsibility for promoting the value of the transformation that is being 
undertaken by LACERA; guiding and/or supporting others through the transformation to mitigate the identified risk, while maintaining appropriate independence; and ensuring that the new processes, procedures, structures, 
etc., are implemented in ways that deliver the expected value that the organizational change was to produce.

2The Internal audit team must be independent in fact and appearance, and internal auditors must be objective in performing their work. Work should be performed in an independent and unbiased approach, and evidenced 
in this manner to support the independence objective.
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Page: 6
Number: 1 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 6:44:51 PM 
You did not define effective.  

Number: 2 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 6:48:00 PM 
I reviewed the March 2020 recommendation status report that was part of that meeting's agenda. It is 38 pages long, and staff provided detail for each open audit recommendation.  It is not clear how you determined 
that this report "lacked adequate detail?" 
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Conformance with IIA Standards

Rating Number Standard
1100 Independence and Objectivity
1110 Organizational Independence
1111 Direct Interaction with the Board
1120 Individual Objectivity
1130 Impairment to Independence or Objectivity
2500 Monitoring Progress

Key Rating
Generally conforms
Partially conforms
Does not conform

N/A Standard was not applicable to Corporate Audit or instance did not arise.

In the lexicon of the IIA Standards, “generally conforms” means that internal audit activity has a charter, policies, and processes that are
judged to be in accordance with the IIA Standards. “Partially conforms” means deficiencies in practice are noted that are judged to deviate
from the IIA Standards, but these deficiencies did not preclude the internal audit activity from performing its responsibilities in an
acceptable manner. “Does not conform” means deficiencies in practice are judged to be so significant as to seriously impair or preclude
the internal audit activity from performing adequately in all or in significant areas of its responsibilities.

Conclusion – LACERA IA’s Recommendation Follow-up process partially conforms (middle possible rating) with the IIA Standards
promulgated by the Institute of Internal Auditors. The rating takes into consideration and heavily weights the new process that was
implemented in July 2020. Due to limited sampling available since the implementation, we are unable to determine if documented updates
to the program would result in a generally conforms rating.
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IIA Standard definitions

The following definitions are from the IIA’s International Standards for the Professional Practice of Internal Auditing 
(Standards – effective January 2017).
— 1100 – Independence and Objectivity

- The internal audit activity(2) must be independent, and internal auditors must be objective in performing their work.

— Independence is the freedom from conditions that threaten the ability of the internal audit activity(2) to carry out internal audit 
responsibilities in an unbiased manner. To achieve the degree of independence necessary to effectively carry out the 
responsibilities of the internal audit activity(2), the chief audit executive has direct and unrestricted access to senior 
management and the board(1). 

— Objectivity is an unbiased mental attitude that allows internal auditors to perform engagements in such a manner that they 
believe in their work product and that no quality compromises are made. Objectivity requires that internal auditors do not 
subordinate their judgment on audit matters to others. Threats to objectivity must be managed at the individual auditor, 
engagement, functional, and organizational levels.

— 1110 – Organizational Independence
- The chief audit executive must report to a level within the organization that allows the internal audit activity(2) to fulfill its 

responsibilities. The chief audit executive must confirm to the board(1), at least annually, the organizational independence of the 
internal audit activity.(2)

— Organizational independence is effectively achieved when the chief audit executive reports functionally to the board(1).

— 1111 – Direct Interaction with the Board(1)

- The chief audit executive must communicate and interact directly with the board(1)

— 1120 – Individual Objectivity
- Internal auditors must have an impartial, unbiased attitude and avoid any conflict of interest

— Conflict of interest is a situation in which an internal auditor, who is in a position of trust, has a competing professional or
personal interest. Such competing interests can make it difficult to fulfill his or her duties impartially. A conflict of interest exists 
even if no unethical or improper act results. A conflict of interest can create an appearance of impropriety that can undermine 
confidence in the internal auditor, the internal audit activity(2), and the profession. A conflict of interest could impair an 
individual's ability to perform his or her duties and responsibilities objectively.
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IIA Standard definitions (continued)

— 1130 – Impairment to Independence or Objectivity
- If independence or objectivity is impaired in fact or appearance, the details of the impairment must be disclosed to appropriate

parties. The nature of the disclosure will depend upon the impairment. 
— Impairment to organizational independence and individual objectivity may include, but is not limited to, personal conflict of

interest, scope limitations, restrictions on access to records, personnel, and properties, and resource limitations, such as 
funding. 

— 2500 – Monitoring Progress
- The chief audit executive must establish and maintain a system to monitor the disposition of results communicated to 

management. 
1) The referenced role of the Board is usually carried out by the Audit Committee, an operating committee of the Board charged with

oversight of risk management and the company’s system of internal controls and compliance with laws and regulations.

2) The internal audit activity assessed for the purposes of this review is the recommendation follow-up process.
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Page: 9
Number: 1 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 7:26:40 PM 
I am surprised that you do not reference the fact that for various special engagement IT audits, the CAE had not included those recommendations in his recommendation follow up report until July 2020.  
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Strengths and opportunities

Key strengths Key opportunities

— Not a Consistently Strong Agent of Change – IA is currently not 
consistently viewed, by interviewed stakeholders, as having the 
ability to address, execute, and drive change. IA should continue to 
focus on consistency in recommendation format and details, along 
with increasing accountability for management. This includes 
monitoring and reporting on status throughout the remediation life-
cycle, and a formalized process to approve requested due-date 
extensions including executive sign-off.

— It is important to note that IA can only function within the overall 
culture of an organization, and that prior to 2020, management has 
not prioritized acting on their agreed remediation actions, nor been 
held accountable. Based on interviews with key stakeholders, 
management’s remediation efforts appear to have been particularly 
challenging where remediation has depended upon collaboration 
with the IT function, which is also noted to have significantly 
improved in 2020. Our review did not include an assessment of 
overall organizational culture. Nor did it include a review of 
LACERA’s governing body or operational management’s role in risk 
management (the first and second lines within the IIA’s Three Lines 
Model). There is an opportunity for LACERA to further assess each 
of these areas.

Position

— Management Support – In 2020, Executive Management support 
for IA’s recommendation follow-up process has increased within the 
organization. Management is visibly supporting IA in holding 
management accountable for agreed upon remediation actions in 
Audit Committee meetings which is an appropriate and necessary 
role which can be maintained while still allowing IA to remain 
independent. This improvement was noted within Audit Committee 
meetings and report format and has lead to an increased number of 
recommendations being addressed. We recommend that the level 
of support and focus from the Executive Management and the Audit 
Committee for IA’s reports and findings continue, as this is key to IA 
being able to drive change. While management actions which go 
past their due date are sometimes unavoidable, these should be 
rare and supported by valid business reasons.
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Strengths and opportunities (continued)

Key strengths Key opportunities

— Perception of lack of independence – Most stakeholders 
interviewed have a perception that IA is not consistently 
independent. However, we did not identify evidence of a lack of 
independence during the detailed review of follow-up procedures we 
performed.

The perception of a lack of independence creates a concern of 
favoritism whilst conducting audits and areas that potentially receive 
less audits or scrutiny during an audit. The concerns raised do 
appear to be mostly connected to prior relationships with a past 
member of the Executive Office and the Head of IT; however, the 
overall perception remains as of the date of our review. 

IA has a well tenured team, which has advantages of extensive 
business knowledge, but brings the disadvantage of the risk of 
potential independence conflicts due to past and present 
relationships, both in fact and appearance. Opportunities to mitigate 
are strengthening communication, transparency and IA 
accountability as well as adding new team members when possible 
and appropriate.

People

— Perception of competence – Throughout the organization, key 
stakeholders perceive IA to be generally competent in their 
responsibilities, with the level of competence perceived to have 
been on an upward trend in recent years.

— IA as a consultative partner – When management is in need of 
assistance, IA successfully acts as a consultative partner rather 
than part of management, performing management activities. IA is 
careful not to overstep when management is formulating responses 
to findings. Independence appears to be adhered to in this regard.
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Strengths and opportunities (continued)

Process

Key strengths Key opportunities

— Improve timeliness of remediation follow-up – Prior to 2020, 
recommendations have remained open for extended periods of time 
beyond the established due date, without appropriate, or in some 
cases, any follow-up. Recommendation follow-up has appeared to 
be rushed and only performed at reporting deadlines for the Audit 
Committee. This process has improved since the implementation of 
the new recommendation follow-up process in July 2020, we 
recommend that IA continue to consistently follow this new process.

— Improve consistency in data – Of the recommendations tested 
within this review, a significant number had data inconsistencies 
between recommendation follow-up logs, the reported status to the 
Audit Committee, and TeamMate. These included inconsistencies in: 
remediation date, status, closed/implemented date, etc. IA should 
ensure that all team members are appropriately trained on 
TeamMate and the data rules used for recording to promote 
standardization of data within the follow-up process. 

— Improve evidence retention for closure support – IA failed to 
upload, maintain, and collect sufficient evidence to support the 
closure of recommendations. There were several instances in which 
evidence provided was inappropriate (email from recommendation 
owner) or non-existent. Opportunities to enhance the July 2020 
process have been highlighted in our observations to drive 
consistency and rigor in the validation of remediation activities and 
maintenance of appropriate audit evidence. 

— Enhance use of tool (TeamMate) – IA’s leverage of TeamMate is 
not to a sufficient level to improve and enhance IA processes. There 
are also multiple versions of Teammate in use, which do not 
reconcile. Workflow and reporting functionality are not utilized. 

— Define process for due date extensions – IA should define 
process for approved extensions to the recommendation remediation 
due date. This should include required approvals and circumstances 
of acceptable use cases.

— New process – Since IA’s creation of an official recommendation 
follow-up process in July 2020, recommendations have been 
consistently undergoing the established process throughout their life 
cycle. The recommendations created using the new policy have 
resulted in greater success regarding the implementation life-cycle. 
Due to the date of establishment, there is a limited population of 
recommendations which have followed this process for our review to 
assess its overall sustainability.

— Report format – Since March 2019, IA has been modifying and 
enhancing the Audit Committee report to the Audit Committee so 
that recommendations are more descriptive, and include risk level, 
time outstanding (by year), and current status. The report assists in 
ensuring that recommendations that have been long outstanding 
(and are high risk) are visible to the Audit Committee. Key updates 
occurred in March 2019 and June 2020.

— Recommendations formed appropriately – IA successfully 
formed most recommendations to adhere to the criteria of specific, 
measurable, achievable, and timely per the recommendation follow-
up process during the seven years reviewed.
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Page: 12
Number: 1 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 7:25:01 PM 
What is an "official recommendation follow-up process"? As well, you refer to "recommendations created using the new policy", but if the policy is indeeded related to the recommendation follow-up process, that 
policy is not, by definition, applicable to the recommendations that staff identify in new audits.   

Number: 2 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 7:01:09 PM 
This is a material finding.

Number: 3 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 7:02:19 PM 
I recommend the Committee amend the CAE's MAPP goals to include staff training on, and utilization of, TEAMMATE.

Number: 4 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 7:05:39 PM 
This is not clear. Are you stating that the  CAE has a role in approving business unit requests for extensions?  I see the CEO leading that, with the CAE providing input on associated risks of delay. 



Observations
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Observations, Recommendations, and Management 
Response
Observation Recommendation Management action plan

1. Prior to July 2020, recommendations have been 
closed by IA without sufficient evidence or without 
sufficient retention of appropriate evidence, and risk 
exposure could remain:
Until July 2020, IA did not have a formalized process that 
defined the recommendation follow-up procedures. Each 
auditor could follow personal approaches to the process, 
with no standardization or oversight, which has resulted 
in inadequate validation activities and evidence 
maintained. Of the 72 closed samples we reviewed from 
2014 - 2020, we found that 41 were closed either without 
sufficient evidence, or without the sufficient retention of 
appropriate evidence. (33 were pre 2018, 8 in 2018 –
June 2020).
As we were unable to review the supporting evidence, 
we cannot conclude if the recommendations were 
appropriately closed. 
In July 2020, a procedure was enacted to establish a 
standardized process. However there is still opportunity 
for enhancement, specifically around the requirements 
for validation testing and required evidence to be 
maintained. We reviewed the evidence and IA validation 
of the three recommendations closed since the new 
procedures was put in place in July, with no exceptions 
being noted. 

Risk Rating: High
Recommendation: 
a) Enhance new procedure to include:

i. minimum testing requirements to be 
performed for IA to validate 
management’s remediation. This 
should include guidelines for when a 
follow-up audit may be performed. 
Testing of operating effectiveness 
should be performed for all high risk 
findings at a minimum.

ii. detail on the type of evidence to be 
maintained, and either the length of 
time that records must be retained or 
a reference to LACERA’s document 
retention policy. We recommend that 
sufficient evidence is maintained such 
that a third party could reperform the 
validation testwork.

b) Evaluate implementing the TeamMate 
feature to enable management to directly 
upload evidence. 

c) Assess high risk findings which have 
been previously closed, and determine if 
areas has been re-audited since the date 
of closure. If not re-audited, evaluate to 
validate status is appropriate.

Executive Office Response:
The Executive Office will discuss these 
observations and recommendations with 
the Chief Audit Executive and the Audit 
Committee, in its oversight and evaluation 
role, and implement changes as agreed 
with the Committee, while maintaining 
appropriate separation of audit and 
operational responsibilities.
Internal Audit Response:
Internal Audit Management agrees with 
the recommendations and will incorporate 
changes to our documented 
recommendation follow-up procedures to 
make sure these are all addressed along 
with any further direction by the Audit 
Committee. 
Due Date: March 31, 2021
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Page: 14
Number: 1 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:28:30 PM 
This is confusing and we need to be clear.  An audit of an operational issue identifies findings and develops recommendations to address those findings. Here, you are talking about a subset of those audit findings. A 
follow-up audit is a distinct and new audit of the operational issue. A follow-up audit does not comprise the testing necessary to confirm if an audit recommendation in a prior audit was implemented.  Do you concur? 

Number: 2 Author: JosephKelly Subject: Sticky Note Date: 1/26/2021 6:30:53 PM 
You are stating that there was no documented evidence of supervisory review of the analysis or determination, correct? 

Number: 3 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:25:36 PM 
You speak often in this report of pre and post July 2020 and the importance of that date is very confusing.  Here we learn that the 72 closed recommendations in total that you reviewed, only 3 (.43%) were for the 
period after July 2020.  Is that correct? If so, at its face, that low number would question the legitimacy of your post July 2020 observations, no?

Number: 4 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:28:48 PM 
This is very troubling because it suggests that staff may not have had sufficient evidence to support the audit finding in the first place. You identify material issues related to auditor discretion, insufficient 
documentation to support determinations, and the lack of supervisory review. Is there any reason to not think that these issues would be applicable to the original audits themselves?  

Number: 5 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 7:52:56 PM 
It would have been helpful to determine if this was just a document retention issue or something else. Audit staff could have asked the business unit manager to confirm and the reason(s).  You noted there has been 
little turnover, so I would think staff should be able to recall the reasons for the action.  

Number: 6 Author: JosephKelly Subject: Sticky Note Date: 1/26/2021 6:53:13 PM 
Did you get any sense as to the group's overall use of, or experience in, TeamMate?  This one comment suggests they have not embraced it fully. 

Number: 7 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:03:34 PM 
Was the auditor's work approved by a supervisor?  My recollection is that TeamMate indicates that. 

Number: 8 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:30:57 PM 
The subject verb agreement in this sentence is not correct.  
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Observations, Recommendations, and Management 
Response (continued)
Observation Recommendation Management action plan

2. A perception that IA lacks independence may lead 
to the risk of reduced impact and respect for the 
reports and recommendations released by the 
Division:
IA is required to be independent in both fact and 
appearance. We did not identify any factual evidence of 
a lack of independence through our detailed review of 
follow-up procedures. However, most stakeholders 
interviewed indicated a concern over IA’s independence, 
raising a question over the perception or appearance of 
IA’s independence within the organization.
The concerns raised do appear to be mostly connected 
to prior relationships with a past member of the 
Executive Office and the Head of IT; however, the overall 
perception remains as of the date of our review. Some 
areas, such as IT, are perceived to have not been 
audited as heavily or as frequently as others, with more 
leniency and negotiation around audit findings raised, 
and lack of follow-up performed.
While IA is required to be independent, it must operate 
within the overall organizational culture, which has not 
been in-scope for our review. However, some 
interviewees commented on concerns about the impact 
of organizational culture and governance on IA’s past 
efficacy. We suggest that consideration be given to an 
evaluation of LACERA’s overall governance structure.
The existing IA team members are well-tenured, which 
can contribute to the challenge of maintaining 
independence when IA is an in-house department, due to 
the formation of relationships, and perception thereof.

Risk Rating: High
Recommendation: IA should:
a) Roll-out a communication program that is 

presented to key stakeholders on an 
organization-wide basis to explain how IA 
maintains independence and explain IA’s 
responsibilities and processes and 
management's role in those processes. 

b) Standardize and enhance 
recommendation follow-up procedures 
(as discussed in finding #1).

c) Monitor and report Key Performance 
Indicators at the Audit Committee which 
track audits and findings by business unit, 
and history of aged items by audit area.

d) Add new team members to department 
as the opportunity arises. New team 
members can also address gaps in team 
skill set (e.g. current gap in IT)

Executive Office Response:
Response to observation #1 incorporated 
in reference. In addition, on an 
organization –wide basis, the Executive 
Office will take steps with division 
managers and all staff to promote IA and 
its critical function and independent role in 
the organization, encourage cooperation 
with IA in its audits and prompt response 
to address IA recommendations, and use 
of IA as a consulting resource when 
appropriate. The Executive Office will 
support additional IA staffing resources as 
needed.
Internal Audit Response:
Internal Audit Management agrees with the 
recommendations and welcomes them to 
help address any perceptions that Internal 
Audit lacks independence. We have 
always maintained a strong mindset of 
independence and worked hard to avoid 
even the appearance of a lack of 
independence but recognize the need to 
better demonstrate our independence and 
ensure that we remain independent in fact 
and avoid or mitigate any perception of 
insufficient independence.
Significant efforts have been made to 
implement recommendations b, c and d, 
but we will continue in those efforts.
Due Date: April 31, 2021 
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Page: 15
Number: 1 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:08:46 PM 
This last sentence does not follow and, quite frankly, is entirely out of place.  You state that you did not identify any factual evidence of a lack of independence.  I assume you shared that finding in your exit conference 
with the Audit Committee Chair, Chief Executive Officer, and Chief Counsel.  Did you?  
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Observations, Recommendations, and Management 
Response (continued)
Observation Recommendation Management action plan

3. IA does not include progress on completion of 
remediation status or evaluate potential to exceed 
due dates and leave risk exposure unremediated:
IA does not include current progress of remediation of 
open findings within its reports to the Audit Committee, or 
include possible extended risk exposure for delayed 
recommendations. Escalation of “at risk” 
recommendations by IA allows Executive Management 
to take appropriate action to prioritize remediation or to 
accept the risk of a longer remediation timeline.
Management needs to participate and provide 
appropriate and accurate information to Internal Audit for 
this process to be successful. 

Risk Rating: High
Recommendation: IA should:
a) Enhance the current procedures to be 

more directive about when status updates 
are required (e.g. each quarter if 
remediation is due in excess of six 
months, and monthly if less than six 
months); this can be based on risk level 
or other factors. 

b) Enhance Audit Committee reporting to 
include a category of recommendations 
that are at risk of not being remediated by 
their due date.

c) Evaluate TeamMate’s workflow 
functionality, to allow for notices to be 
emailed to recommendation owners and 
IA (not just IA), and allow for updates to 
be entered into the system by 
management, and reviewed by IA.

Executive Office Response:
Response to observation #1 incorporated 
by reference.
Internal Audit Response:
Internal Audit Management agrees with the 
recommendations and will incorporate 
them into our documented process and the 
role out of our new TeamMate Plus 
automated audit workpaper software.
Due Date: March 31, 2021
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Page: 16
Number: 1 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:12:34 PM 
But the reports do contain current status. The section under each recommendation is headed "Current Status."

Number: 2 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:11:16 PM 
Here you point to the CEO as the person to determine if the risk of delay is acceptable. Earlier you suggested that the CAE had a role there.
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Observations, Recommendations, and Management 
Response (continued)
Observation Recommendation Management action plan

4. IA does not have a process for extension of 
recommendation follow-up due dates: 
It was noted during review of the 112 recommendations 
from the selected audits that findings are not consistently 
remediated in a timely manner. Requests from 
management to extend remediation due dates have been 
a frequent occurrence, and there has not been a defined 
approach to request approval of this extension. 
Without appropriate transparency and approvals for due 
date extensions, the risk identified in the original audit 
remains unmitigated without conscious acceptance of the 
risk impact of the due date delay.

Risk Rating: High
Recommendation: IA should define and 
implement a process that details the required 
approvals and circumstances in which 
extension is permitted. We recommend that 
due date extensions require the same 
approvals as the initial report issuance, up to 
and including the Audit Committee. There 
should also be limited circumstances in 
which extensions are permitted to maintain 
accountability from management to meet 
their commitments.

Executive Office Response:
Response to observation #1 incorporated 
by reference.
Internal Audit Response:
Internal Audit Management agrees with the 
recommendation and has incorporated it 
into our documented recommendation 
follow-up procedures.
Due Date: Complete per IA Management.
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Page: 17
Number: 1 Author: JosephKelly Subject: Sticky Note Date: 2/9/2021 8:15:06 PM 
Passive voice again.  Who is remediating? Also, here you state you reviewed 112 recommendations but earlier you stated the population was 72.  
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Observations, Recommendations, and Management 
Response (continued)
Observation Recommendation Management action plan

5. A centralized tracking tool is not adequately used 
to manage IA recommendations and corresponding 
corrective actions:
IA does not adequately utilize TeamMate, which is the 
Internal Audit team’s current Internal Audit management 
tool. There is inconsistent data entry, and lack of usage 
of TeamMate’s workflow capabilities for tracking the 
remediation status of open findings. Both of these lead to 
the inability to use reporting from the tool, resulting in 
increased efforts to gather reporting, and risk of data 
inaccuracies. IA has a project in place to implement 
TeamMate+ to improve tool utilization. 
In addition, IA has two versions of the Teammate tool 
that are both used to track and maintain audit and 
recommendation follow-up documents. The systems are 
not linked and therefore need to be manually maintained. 
Currently, the systems are not in sync and do not 
reconcile to the reported recommendation audit log 
within the Audit Committee reports. 

Risk Rating: Medium
Recommendation: 
a) Ensure that personnel utilizing Teammate 

have been appropriately trained on the 
approved process for standardized data 
entry into the system. 

b) Evaluate the new version of Teammate 
that will be implemented, to ensure any 
configuration is designed to meet the new 
needs of the process, and include data 
cleansing and migration to allow for one 
system of record for reporting purposes 
going forwards. 

c) Establish clear system of record 
documentation to comply with LACERA’s 
documentation policy. IA record retention 
is 10 years. 

Executive Office Response:
Response to observation #1 incorporated 
by reference. The Executive Office will 
take administrative steps to ensure that IA 
has necessary technology and training 
support. The Executive Office will also 
ensure that there is administrative support 
for appropriate document retention.
Internal Audit Response:
IA Management agrees with the 
recommendations. We have been in the 
process since July 2020 of evaluating and 
planning to acquire a significant upgrade to 
our automated audit software package, 
from TeamMate AM to TeamMate Plus. 
We have received Executive Office 
approval and expect to acquire and 
implement the new software beginning in 
January 2021. The implementation will 
include assistance from the vendor with 
the migration of data from the prior version 
as well as training for all Internal Audit 
staff.
Due Date: March 31, 2021

re ne
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I believe TeamMate also produces reports for management regarding the planned and actual hours to conduct an audit and documents supervisory and management reviews. I would ask the CAE to report back into 
this Committee on that type of functionality so the Committee can discuss utilization of that information in some type of management report. 
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Appendix: Parties contributing to the EQA

Thank you for the opportunity to serve LACERA and the Internal Audit team. We appreciate the following individuals’ support of the 
project and willingness to spend time providing feedback, documentation and examples:

As provided in Section 1300 of the IIA Standards, this deliverable is prepared for the use of the CAE in support of the quality assurance 
program for IA. The quality assurance program should include periodic internal and external assessments as well as IA's ongoing 
monitoring to assist the CAE in his/her assessment of IA's conformity with the IIA Standards. This deliverable is intended solely for the 
information and use of management, LACERA’s Audit Committee, and governing Board of Retirement and Board of Investments, and 
is not intended to be and should not be used by anyone other than these specified parties.

Company Management

— Santos Kreimann (CEO)

— Steven Rice (Chief Counsel)

— Bernardo Buenaflor (Benefits Division 
Manager)

— Jonathan Grabel (CIO)

— Ted Granger (Interim CFO)

— Dr. Arlene Owens (Interim CQA)

— Kathy Delino (Interim Information 
Systems Manager)

Internal Audit personnel

— Richard Bendall (CAE)

— Leisha Collins (Principal Auditor)

— Christina Logan (Senior Internal 
Auditor)

Audit Committee/Board of Investments

— Gina Sanchez (Audit Committee 
Chair)

— Bonnie Nolley (Executive Board 
Assistant)

— Kimberly Hines (Administrative 
Services Manager)

— JJ Popowich (Assistant Executive 
Officer)

— Beulah Auten (retired CFO)
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Observation ratings

Observation ratings (like audit ratings) are an important aspect of the independence of internal audit. Issues are generally rated at the 
end of fieldwork, after the audit team has had an opportunity to review the totality of findings from interim communications and
associated management responses.

Our issue rating scale is as follows:

The control gap or exceptions noted could have significant financial or operational consequences to the 
Company.High Risk

The control gap or exceptions noted expose the Company to increased risk, but would not have significant 
financial or operational consequences to the Company.

Other items that are isolated and/or minor. Observations to improve financial and/or operational efficiency. Low Risk

Medium Risk
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Conclusion – LACERA IA’s Recommendation Follow-up process partially conforms (middle possible rating) with the IIA Standards promulgated by the Institute of Internal Auditors. The rating takes 
into consideration and heavily weights the new process that was implemented in July 2020. Due to limited sampling available since the implementation, we are unable to determine if documented 
updates to the program would result in a generally conforms rating. 

Conformance with IIA Standards

Rating Number Standard
N/A 1000 Purpose, Authority, and Responsibility
N/A 1010 Recognizing Mandatory Guidance in the Internal Audit Charter

1100 Independence and Objectivity
1110 Organizational Independence
1111 Direct Interaction with the Board

N/A 1112 CAE Roles Beyond Internal Auditing
1120 Individual Objectivity
1130 Impairment to Independence orObjectivity

N/A 1200 Proficiency and Due Professional Care
N/A 1210 Proficiency
N/A 1220 Due Professional Care
N/A 1230 Continuing Professional Development
N/A 1300 Quality Assurance and Improvement Program
N/A 1310 Requirements of the Quality Assurance & Improvement Program
N/A 1311 Internal Assessments
N/A 1312 External Assessments
N/A 1320 Reporting on the Quality Assurance and Improvement Program
N/A 1321 Use of “Conforms with the [Standards]”
N/A 1322 Disclosure of Nonconformance
N/A 2000 Managing the Internal Audit Activity
N/A 2010 Planning
N/A 2020 Communication and Approval
N/A 2030 Resource Management
N/A 2040 Policies and Procedures
N/A 2050 Coordination and Reliance
N/A 2060 Reporting to Senior Management and the Board
N/A 2070 External Service Provider and Organizational Responsibility for IA
N/A 2100 Nature of Work
N/A 2110 Governance

Rating Number Standard
N/A 2120 Risk Management
N/A 2130 Control
N/A 2200 Engagement Planning
N/A 2201 Planning Considerations
N/A 2210 Engagement Objectives
N/A 2220 Engagement Scope
N/A 2230 Engagement Resource Allocation
N/A 2240 Engagement Work Program
N/A 2300 Performing the Engagement
N/A 2310 Identifying Information
N/A 2320 Analysis and Evaluation
N/A 2330 Documenting Information
N/A 2340 Engagement Supervision
N/A 2400 Communicating Results
N/A 2410 Criteria for Communicating
N/A 2420 Quality of Communications
N/A 2421 Errors and Omissions
N/A 2430 Use of “Conducted in Conformance with the [Standards]”
N/A 2431 Engagement Disclosure of Nonconformance
N/A 2440 Disseminating Results
N/A 2450 Overall Opinions

2500 Monitoring Progress
N/A 2600 Communicating the Acceptance of Risks
Key Rating

Generally conforms
Partially conforms
Does not conform

N/A Standard was not applicable to Corporate Audit or instance did not arise.
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Lack of consistency in data examples

Date of 
Audit

Finding Recommendation Evidence Audit Report Close Date TeamMate 
Close Date

6/25/15 Information 
Management

Investments Office Management consider 
implementing a Customer Relationship Management 
(CRM) System to manage and maintain information 
related to LACERA's private equity partnerships. 
This system can potentially be used to manage 
information for other asset class managers also.

No evidence of implementation or 
IA’s validation testing included in 
Teammate

This recommendation 
disappears from Audit 
Report. Last reported as 
"Pending" in 2018-07-18 
agenda

4/30/2019

7/10/15 Retiree Health 
Care Contract 
with AON (And 
associated 3rd 
party vendors) -

Contract with 
RGS

RHC should consider the results of their work in the 
recommendation above as well as refer to 
LACERA’s Purchasing Policy to determine whether 
to establish a contract with RGS (including all 
necessary language for the protection of LACERA 
members data) or whether to initiate an RFP for 
healthcare printing and mailing associated with Aon; 
or alternatively to amend the contract with Aon to 
require them to contract with one of their preferred 
and vetted third party vendors for RHC’s printing and 
mailing needs.

No evidence of implementation or 
IA’s validation testing included in 
Teammate

Disappears from Audit 
Report. Last reported as 
"Pending" in 2016-07-20 
agenda

7/6/2016

7/10/15 Expired 
Contract

The Communications Division should obtain a new 
contract with ZDI. The new contract should be on 
LACERA's form having had prior review by 
LACERA's Legal Office

No evidence of implementation or 
IA’s validation testing included in 
Teammate

Disappears from Audit 
Report. Last reported as 
"Pending" in 2015-12-03 
agenda

12/17/2015

11/24/15 Need for 
Documented 
Procedures

Benefits Management should develop a documented 
process as well as standardized desk procedures 
and/or checklists for staff that process Returned 
Automatic Deposit Receipt (ADR) holds.

No evidence of implementation or 
IA’s validation testing included in 
Teammate

Disappears from Audit 
Report.
Last reported in 2018-03-21 
Report

Not Recorded

10/30/18 Testing 
Documentation

Systems Division management needs to instruct 
programming staff to attach all testing related 
documentation into the lifecycle application utility. 
This would facilitate post implementation review and 
provide greater assurance that changes to 
production have been tested and are functioning as 
intended.

No evidence of implementation or 
IA’s validation testing included in 
Teammate

Not found in 
recommendation follow up 
log to Audit Committee

9/18/2020
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February 3, 2021 
 
TO:   2021 Audit Committee 

Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez 

 
  Audit Committee Consultant 

Robert H. Griffin 
 

FROM:    Richard P. Bendall  
  Chief Audit Executive 
 
    George Lunde GL 
  Senior Internal Auditor 
    
FOR:  February 19, 2021 Audit Committee Meeting  
 
SUBJECT: Social Security Number Verification System Audit 

RECOMMENDATION 

In accordance with your current Audit Committee Charter, staff recommends that 
the Audit Committee review and discuss the following engagement report to take 
the following action(s):  

1. Accept and file report; 
2. Instruct staff to forward report to Boards or Committees; 
3. Make recommendations to the Boards or Committees regarding actions as 

may be required based on audit findings: and/or 
4. Provide further instruction to staff. 

 

ENGAGEMENT REPORTS 

a. Social Security Number Verification System Audit  
George Lunde, Senior Internal Auditor 

 (Report issued: February 3, 2021) 
 

 

RPB:gl 
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SOCIAL SECURITY NUMBER VERIFICATION SYSTEM AUDIT 

 

 
February 3, 2021 

 

 

PERFORMED BY: 

 

George Lunde, CIA, CISA 

Senior Internal Auditor 
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AUDIT REPORT 

Audit Name: Social Security Number Verification System 

Responsible Division: Benefits Division 

Audit Rating*: Opportunities for Improvement 

Prior Audit Rating*: Not Applicable 

Prior Report Date: Not Applicable 

BACKGROUND 

Internal Audit performs an annual Social Security Number (SSN) verification process whereby we 

compare the active retiree payroll data file to the Social Security Administrations records through 

their verification system. This validation test has proven to be an effective tool for identifying 

additional potential member deaths that LACERA’s death verification vendor, PBI Research 

Services (PBI), did not identify. 

OBJECTIVE AND SCOPE 

The objective of our testing was to: 

1. Identify deceased LACERA benefit payee accounts receiving benefit payments.

2. Validate LACERA’s operational processes are functioning in an adequate manner to prevent

benefit payments to deceased member accounts.

We tested 100% of the 68,600 members receiving benefit payments as of July 31, 2020. Testing 

involved:   

 Submission of a file to the Social Security Number Verification Service (SSNVS) to

validate the SSN/first name/last name of a member actively receiving benefit   payments.

 Investigation of negative responses from SSNVS to determine root cause of why the

LACERA member’s name or SSN is not in agreement with the SSA Database.

 Final validation of all identified issues by the Benefits Division’s Benefit Protection Unit

(BPU)

RESULTS 

Approximately 68,000 were verified on the first validation pass with SSNVS.  Subsequent audit 

analysis, investigation, and resubmission to SSNVS, resulted in identifying 13 member accounts 

with issues. Seven accounts were indicated as deceased, and six accounts with invalid member 

SSNs.  The BPU section has initiated resolution of all these account issues in accordance with 

Benefits Division policies and procedures for collection of benefit over payments and correction 

of payee Social Security numbers. 

While this test is ordinarily performed and reported as one of our continuous auditing process 

(CAP) tests, we identified three internal control matters this time which necessitated us reporting 

the results in our standard audit report format. The three matters identified included the need for: 

* See Appendix 1 for Audit Rating
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1. Employing the use of the SSNVS system for members living in certain States whose

privacy laws inhibit the effectiveness of the death verification vendor, PBI.

2. Improving the process of placing payment holds when BPU identifies deceased members

through the death verification vendor, PBI, process.

3. Ensuring the accuracy of members social security numbers.

This review was performed in accordance with the Institute of Internal Auditors’ International 

Standards for the Professional Practice of Internal Auditing.  

AUDIT RATING AND SUMMARY OF FINDINGS 

Overall, we did not perform a broader scope audit of BPU’s death verification process, and 

therefore do not provide an overall assessment of BPU’s death verification process. However, the 

relatively low number of additional deaths identified through this SSNVS audit provides some 

assurance as to the effectiveness of BPUs death verification process. We did find opportunities for 

further improvement in the system of internal controls. 

Summary of Findings 

Ref. Page Findings Risk Rating** 

F1 5 Members Receiving Payments Reported as Deceased by 

SSNVS 

Medium 

F2 7 Decedent Accounts Previously Identified Receiving 

Payments 

Low 

F3 8 Benefit Recipients with Mismatched SSNs  Medium 

We thank the Benefits Division’s, Benefits Protection Unit (BPU) for their cooperation and 

assistance with this audit.  

REVIEWED AND APPROVED 

___________________________ Date:    February 3, 2021 

Richard P. Bendall 

Chief Audit Executive 

* See Appendix 1 for Audit Rating
** See Appendix 2 for Finding’s Risk Rating
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REPORT DISTRIBUTION 

2021 Audit Committee Santos H. Kreimann, CEO 
Carlos Barrios, Benefits 

Division Manager  

2021 Plante Moran Audit Team J.J. Popowich, AEO Internal Audit Group 

Robert H. Griffin, 

Audit Committee Consultant 

Steven Rice,  

Chief Legal Counsel 
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FINDING #1 

Five Members Receiving Payments were Reported as Deceased by 

SSNVS 

Risk Rating** 

Medium 

OBSERVATION 

Through our queries to the Social Security Number Verification System (SSNVS) we identified 

five LACERA members currently receiving a total of $6,900 per month cumulatively in benefit 

payments who are deceased according to the Social Security administration (SSA) records.  The 

total amount of the loss is not readily determinable as LACERA’s Benefits Protection Unit (BPU) 

is in the process of determining the dates of death and obtaining death certificates. They have 

placed stop payments and initiated ACH reversals for any available funds retrievable. 

LACERA is commonly notified of a member’s passing by their spouse or next of kin (related 

parties). LACERA’s death verification vendor, PBI Research Services (PBI) is an important 

control employed by LACERA to identify deaths not otherwise reported to LACERA. PBI reports 

approximately 250 member deaths each month of which approximately 90% are also reported or 

will have been reported by related parties prior to the next benefit payment. For the remaining 10% 

reported by PBI, LACERA’s Benefits Protection Unit (BPU) initiates payment holds to prevent 

further payments while the deaths are investigated further.   

PBI had not identified these five members as deceased because in 2011 the SSA (a primary source 

of death information) curtailed the data available to death verification vendors, because certain 

States have placed restrictions on the sharing of death records with death verification vendors such 

as PBI and they require that the SSA also restrict sharing of any data these States have provided 

to the SSA. This has left the vendors to devise alternate, less comprehensive methods for 

discovering deaths of their client’s members. These alternate methods include State vital-statistic 

agencies and obituary databases. Those States that restrict the SSA from sharing death data, also 

themselves do not share their death data directly with PBI. LACERA does participate in an 

obituary matching service through PBI which helps identify some of these unreported deaths. 

Internal Audit and the BPU perform verification of benefit payees to SSA data on a frequent basis 

and usually identify a small number of unreported and unidentified deaths. For this test, BPU staff 

determined that all five of the deceased members in fact lived in US states that do not allow sharing 

of death records. The previous exercise was performed by BPU in February 2019. 

RISK 

Payment of benefits on a deceased member’s account for an extended period may not be 

recoverable and result in a loss of pension trust funds. The issue is considered a medium risk as 

while the number of unreported or undetected deaths each year through this process has been low, 

there is a potential for losses related to each member identified as deceased as well as headline 

risk. 

** See Appendix 2 for Finding’s Risk Rating 
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RECOMMENDATION 

BPU should validate the SSNVS status of benefit recipients residing in non-death reporting 

states on a quarterly basis to minimize risk of benefit overpayments. 

MANAGEMENT’S RESPONSE 

Benefits Management agrees with the recommendation and will validate the SSNVS status of 

benefit recipients residing in non-death reporting states on a quarterly basis beginning, 4/1/2021, 

and on an on-going quarterly basis. 

TARGET COMPLETION DATE 

April 1, 2021 
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FINDING #2 

Two Payees Reported as Deceased by SSNVS Were Previously 

Identified   

Risk Rating** 

Low 

OBSERVATION 

During our queries of LACERA active payees to the Social Security Number Verification System 

(SSNVS) we identified two additional deceased members (in addition to the five discussed in Issue 

#1) but these two had previously been identified as deceased by BPU. We determined that while 

BPU had sent instructions to Benefits Division staff to place payment holds in Workspace, the 

holds were not placed and BPU did not identify that they had not been placed. There was a total 

of $17,870 in benefit overpayments to these two accounts, all of which was recovered during this 

review through ACH/direct deposit bank reversals.  

Two other Benefits Division business units had requested that BPU investigate the status of these 

two members. BPU determined the members were deceased. However, operating procedure 

required BPU to report the investigation results back to the referring units along with sending 

supporting documentation to document imaging for loading to the members accounts. The 

referring units were responsible for recording the death notification in Workspace, which did not 

occur.  BPU staff indicated that COVID-19 disaster declaration and business interruptions during 

March and April may have contributed to a break down in manual procedures and document flow 

back to the referring business units to update Workspace with a death status.   

RISK 

Payment of benefits on a deceased member’s account for an extended period may not be 

recoverable and may become a loss to the trust fund.    

RECOMMENDATION 

Business processes should be updated to require BPU staff place a payment hold on member’s 

account when they determine that circumstances indicate that a member is deceased. If the date of 

death is unknown, the payment hold should still be placed by BPU rather than relying on another 

business unit or process to place the payment hold. 

MANAGEMENT’S RESPONSE 

Benefits Management agrees with the recommendation and has incorporated the recommendation 

into its process. 

TARGET COMPLETION DATE 

January 1, 2021 

** See Appendix 2 for Finding’s Risk Rating 
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FINDING #3 

Six Members Receiving Benefit Payments Have Mismatched SSNs 
Risk Rating** 

Medium 

OBSERVATION 

During our queries of LACERA active payees to the Social Security Number Verification System 

(SSNVS) six survivor payee member accounts failed SSNVS verification due to problems with 

their social security numbers (SSN). Four SSNs were associated with alive non-member persons 

and one with a deceased non-member person. One was associated with another LACERA member 

with the same name and very similar SSN.  The SSNVS verification process is based upon a correct 

SSN associated with a correct first and last name. Non matches are kicked out as these six did.   

The cause of these SSN discrepancies between LACERA and SSNVS was not conclusively 

determined during this review. However, BPU noted these were survivor payees and was able to 

locate correct SSNs within Workspace documents for five of the six payees. BPU is continuing to 

investigate the one remaining payee. 

RISK 

Payment of benefits on a deceased member’s account for an extended period may not be 

recoverable and may become a loss to the trust fund. There is an exposure to making payments to 

a deceased member’s account because a mismatched SSN is associated with the member. Controls 

such as the PBI death match process and Internal Audit’s SSNVS test rely upon the accuracy of 

members social security numbers. This is considered a medium risk as the potential for resulting 

losses exists as well as negative headline risk. 

RECOMMENDATION 

Benefits management should counsel staff when working with survivor documents to verify that 

the Workspace system SSN should match the SSN on documents being processed.    

MANAGEMENT’S RESPONSE 

Benefits Management agrees with the recommendation and will incorporated the

recommendation into its process. 

TARGET COMPLETION DATE 

April 1, 2021

** See Appendix 2 for Finding’s Risk Rating 
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APPENDIX 1 

AUDIT RATING SCALE 

Internal Audit issues three standard audit report evaluations as defined below: 

Satisfactory 

The control environment is acceptable with minor issues having been identified. The overall 

environment contains sufficient internal controls to address key risks, and business practices 

generally comply with Company policies. Corrective action should be implemented to address any 

weaknesses identified during the audit to maintain or enhance the control environment.  

Opportunities for Improvement 

The control environment has opportunities for improvement with significant issues, individually 

or in the aggregate, having been identified or major noncompliance with Company policies. The 

overall environment contains insufficient internal controls to address key risks. Prompt corrective 

action should be implemented to address the weaknesses and strengthen the control environment. 

Unsatisfactory 

The control environment is unacceptable with critical issues, individually or in the aggregate, 

having been identified or major noncompliance with Company policies. The overall environment 

contains insufficient internal controls to address key risks and the impact may be substantial in 

size or nature or their effect cannot be quantified. Immediate corrective action should be 

implemented to address the weaknesses and strengthen the control environment.  
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APPENDIX 2 

FINDING’S RISK RATING SCALE 

Findings identified during the course of the audit are assigned a risk rating, as outlined in the table 

below. The risk rating is based on the financial, operational, compliance, or reputational impact 

that the issue identified could have on LACERA.   

Rating Financial Internal Controls Compliance Reputational Executive 

Management 

High 

Large financial 

impact to 

LACERA or 

members 

Actions not 

aligned with 

fiduciary 

responsibilities 

Missing or 

inadequate key 

internal controls 

Not adequate to 

identify fraud, 

noncompliance or 

misappropriation  

Noncomplianc

e with 

applicable 

Federal or state 

laws or 

LACERA’s 

policies 

High 

probability for 

external audit 

issues and/or 

negative public 

perception 

Important 

critical business 

process 

identified by 

Exec Office 

Requires 

immediate 

attention 

Medium 

Moderate 

financial risk to 

LACERA or 

members 

Actions could 

be better 

aligned with 

fiduciary 

responsibilities 

Partial key 

internal controls 

Not adequate to 

identify 

noncompliance or 

misappropriation 

in timely manner 

Inconsistent 

compliance 

with applicable 

Federal or state 

laws or 

LACERA’s 

policies 

Potential for 

external audit 

issues and/or 

negative public 

perception 

Relatively 

important 

May or may not 

require 

immediate 

attention 

Low 

Low financial 

impact to 

LACERA or 

members 

Internal controls 

in place but not 

consistently 

efficient/effective 

Implementing / 

enhancing 

controls could 

prevent future 

problems 

General 

compliance 

with applicable 

Federal or state 

laws or 

LACERA’s 

policies, but 

some minor 

discrepancies 

exist 

Low 

probability for 

external audit 

issues and/or 

negative public 

perception 

Lower 

significance 

Does not require 

immediate 

attention 
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AUDIT REPORT 

Audit Name:  Social Security Number Verification System 

Responsible Division:  Benefits Division 

Audit Rating*:  Opportunities for Improvement 

Prior Audit Rating*:  Not Applicable 

Prior Report Date:  Not Applicable 

 
BACKGROUND  

Internal Audit performs an annual Social Security Number (SSN) verification process whereby we 

compare the active retiree payroll data file to the Social Security Administrations records through 

their verification system. This validation test has proven to be an effective tool for identifying 

additional potential member deaths that LACERA’s death verification vendor, PBI Research 

Services (PBI), did not identify. 

 
AC QUESTION: You state that you perform the process annually but does the Social Security 

Administration allow LACERA to conduct it more frequently. If so, how frequently?  What is the 

hard $ cost to conduct this process? 

RESPONSE: 

We do not know if there is a limit. There is no cost for the service from SSA, LACERA staff time is 

the only cost.  

 
AC QUESTION: Is this the only benefit? 

RESPONSE: No, the secondary related benefit is verifying the accuracy of SSNs.  

OBJECTIVE AND SCOPE  

The objective of our testing was to: 

1. Identify deceased LACERA benefit payee accounts receiving benefit payments.  

2. Validate LACERA’s operational processes are functioning in an adequate manner to prevent 

benefit payments to deceased member accounts.   

We tested 100% of the 68,600 members receiving benefit payments as of July 31, 2020. Testing  

involved:   

AC QUESTION: Is this inclusive of survivors?  If so, I would break them out because they are not 

members. 

RESPONSE: Yes, the 68,600 includes survivors. Survivor continuance payees are considered 

members of LACERA.  

 

 Submission of a file to the Social Security Number Verification Service (SSNVS) to 

validate the SSN/first name/last name of a member actively receiving benefit   payments.  

 Investigation of negative responses from SSNVS to determine root cause of why the 

LACERA member’s name or SSN is not in agreement with the SSA Database.  

 Final validation of all identified issues by the Benefits Division’s Benefit Protection Unit 

(BPU) 

                                                        
* See Appendix 1 for Audit Rating 
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RESULTS 

Approximately 68,000 were verified on the first validation pass with SSNVS.  Subsequent audit 

analysis, investigation, and resubmission to SSNVS, resulted in identifying 13 member accounts 

with issues. Seven accounts were indicated as deceased, and six accounts with invalid member  

SSNs.  The BPU section has initiated resolution of all these account issues in accordance with 

Benefits Division policies and procedures for collection of benefit over payments and correction 

of payee Social Security numbers. 

 
AC QUESTION: 68,000 + 13 + 7 + 6=68,026.  What about the remaining (68,600 – 68,026)? 

Response: In the first validation pass, we verified 68,000 of the 68,600. In subsequent audit analysis, 

we verified 587 of the 600. This resulted in 13 member accounts with issues of which seven accounts 

were indicated as deceased and six accounts with invalid member SSNs.  

 
While this test is ordinarily performed and reported as one of our continuous auditing process 

(CAP) tests, we identified three internal control matters this time which necessitated us reporting 

the results in our standard audit report format. The three matters identified included the need for: 

 

1. Employing the use of the SSNVS system for members living in certain States whose 

privacy laws inhibit the effectiveness of the death verification vendor, PBI. 

2. Improving the process of placing payment holds when BPU identifies deceased members 

through the death verification vendor, PBI, process. 

3. Ensuring the accuracy of members social security numbers. 

 

See “Attachment A” for a detailed write up of the issues identified, our recommendations and 

managements responses. 

AC QUESTION: I think this is appropriate for the body of the report, not an Attachment. 

RESPONSE:  Noted. This was an error and we have corrected for the AC materials.  

This review was performed in accordance with the Institute of Internal Auditors’ International 

Standards for the Professional Practice of Internal Auditing.  

AUDIT RATING AND SUMMARY OF FINDINGS  

Overall, we did not perform a broader scope audit of BPU’s death verification process, and 

therefore do not provide an overall assessment of BPU’s death verification process. However, the 

relatively low number of additional deaths identified through this SSNVS audit provides some 

assurance as to the effectiveness of BPUs death verification process. We did find opportunities for 

further improvement in the system of internal controls. 

AC QUESTION:  But BPU’s “death verification process” is that of the vendor it retains, correct? 

RESPONSE: No, BPU’s process includes investigations utilizing reports of the death verification 

vendor, PBI, and additional resources, such as SSNVS and CLEAR search.  

 

Summary of Findings  
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Ref. Page Findings Risk Rating** 

F1 5 Members Receiving Payments Reported as Deceased by 

SSNVS 

Medium 

F2 7 Decedent Accounts Previously Identified Receiving 

Payments 

Low 

F3 8 Benefit Recipients with Mismatched SSNs   Medium 

 

We thank the Benefits Division’s, Benefits Protection Unit (BPU) for their cooperation and 

assistance with this audit.  

                   

REVIEWED AND APPROVED 

 

 

___________________________  Date:    February 3, 2021 

Richard P. Bendall 

Chief Audit Executive 

 

 

 

 

 

 

REPORT DISTRIBUTION 

2021 Audit Committee Santos H. Kreimann, CEO 
Carlos Barrios, Benefits 

Division Manager  

2021 Plante Moran Audit Team J.J. Popowich, AEO Internal Audit Group 

Robert H. Griffin, 

Audit Committee Consultant 

Steven Rice,  

Chief Legal Counsel 
 

 

 

 
 
 
 
 
 
 
 
 
 

                                                        
*  See Appendix 1 for Audit Rating 
** See Appendix 2 for Finding’s Risk Rating 



Social Security Number Verification System Audit 

February 3, 2021  

Page 5 of 11 

   
Attachment A 

FINDING #1 

Five Members Receiving Payments were Reported as Deceased by 

SSNVS 

Risk Rating** 

Medium 

 

OBSERVATION 

Through our queries to the Social Security Number Verification System (SSNVS) we identified 

five LACERA members currently receiving a total of $6,900 per month cumulatively in benefit 

payments who are deceased according to the Social Security administration (SSA) records.  The 

total amount of the loss is not readily determinable as LACERA’s Benefits Protection Unit (BPU) 

is in the process of determining the dates of death and obtaining death certificates. They have 

placed stop payments and initiated ACH reversals for any available funds retrievable. 

 
AC QUESTION: A merchant can reverse an ACH payment under certain circumstances. The 

National Automated Clearing House Association (NACHA) has strict ACH reversal rules. 

Reversals must occur within five business days of the transaction, and only three situations qualify 

for approval. These include; If the payment was for the wrong dollar amount, if the account 

number provided was incorrect, if duplicate transactions occur. Further the bank receiving the 

funds does not need to honor it if the reversal would result in a debit balance to the customer’s 

account. I say this because the sentence suggests there is some hope to retrieving the funds. 

RESPONSE: Benefits has had success with ACH reversals when an account is overpaid due to late 

death notification.  Reversals are frequently successful, but they can be frustrated when the funds in 

the account have been accessed and there are no longer sufficient funds to retrieve the 

overpayment.  We cannot explain our success with reversals despite not coinciding with the strict 

rules described.  

 

LACERA is commonly notified of a member’s passing by their spouse or next of kin (related 

parties). LACERA’s death verification vendor, PBI Research Services (PBI) is an important 

control employed by LACERA to identify deaths not otherwise reported to LACERA. PBI reports 

approximately 250 member deaths each month of which approximately 90% are also reported or 

will have been reported by related parties prior to the next benefit payment. For the remaining 10% 

reported by PBI, LACERA’s Benefits Protection Unit (BPU) initiates payment holds to prevent 

further payments while the deaths are investigated further.   

 
AC QUESTION:  I assume that in order for PBI to do what it does, LACERA gives PBI member 

SSNs.  At some point, perhaps we could have a presentation on the contractual protections LACERA 

has to safeguard the PII it gives to vendors. 

RESPONSE: Request noted. We will work with Legal to provide a presentation on this topic at an 

upcoming AC meeting.  

 

PBI had not identified these five members as deceased because in 2011 the SSA (a primary source 

of death information) curtailed the data available to death verification vendors, because certain 

States have placed restrictions on the sharing of death records with death verification vendors such 

as PBI and they require that the SSA also restrict sharing of any data these States have provided 

                                                        
** See Appendix 2 for Finding’s Risk Rating 
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to the SSA. This has left the vendors to devise alternate, less comprehensive methods for 

discovering deaths of their client’s members. These alternate methods include State vital-statistic 

agencies and obituary databases. Those States that restrict the SSA from sharing death data, also 

themselves do not share their death data directly with PBI. LACERA does participate in an 

obituary matching service through PBI which helps identify some of these unreported deaths. 

 

Internal Audit and the BPU perform verification of benefit payees to SSA data on a frequent basis 

and usually identify a small number of unreported and unidentified deaths. For this test, BPU staff 

determined that all five of the deceased members in fact lived in US states that do not allow sharing 

of death records. The previous exercise was performed by BPU in February 2019. 

 
AC QUESTION: You stated previously Internal Audit’s test was conducted annually.  I do not think 

that is frequent. As well, it is not quite clear what BPU’s “verification of benefits payees to SSA” is? 

RESPONSE:  We determined the verification of benefit payees to SSA data was effective on an 

annual basis for internal audit’s purpose. In the future, we will better consider the use of the term 

“frequent.” Recommendations made in this audit should minimize issues we find in the future. In 

Feb. 2019, BPU performed the same verification of benefit payees to SSA data that IA performed in 

this audit but BPU also, uses the SSNVS tool on an ad hoc basis.  

 

RISK 

Payment of benefits on a deceased member’s account for an extended period may not be 

recoverable and result in a loss of pension trust funds. The issue is considered a medium risk as 

while the number of unreported or undetected deaths each year through this process has been low, 

there is a potential for losses related to each member identified as deceased as well as headline 

risk. 

 

RECOMMENDATION 

BPU should validate the SSNVS status of benefit recipients residing in non-death reporting 

states on a quarterly basis to minimize risk of benefit overpayments. 

 
AC QUESTION: My understanding is that BPU does not currently conduct the SSNVS, that Internal 

Audit conducts the SSNVS exercise annually.  If you want to delegate the responsibility for 

conducting that exercise quarterly to the BPU, I would think you would want to put some control 

mechanisms around the staff who will conduct the test, need for documented review by management 

etc. 

RESPONSE: Agreed. The expectation for all effective controls is that Management has mechanisms 

around the staff who will conduct the test (a written policy and training) and a review by 

Management occurs. When we review if the recommendation has been implemented as part of the 

Recommendation Follow-Up, we will ensure Management has effective control mechanisms.  

 

MANAGEMENT’S RESPONSE 

Benefits Management agrees with the recommendation and will validate the SSNVS status of 

benefit recipients residing in non-death reporting states on a quarterly basis beginning, 4/1/2021, 

and on an on-going quarterly basis. 

 

TARGET COMPLETION DATE 

April 1, 2021 
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FINDING #2 

Two Payees Reported as Deceased by SSNVS Were Previously 

Identified   

Risk Rating** 

Low 

 

OBSERVATION 

During our queries of LACERA active payees to the Social Security Number Verification System 

(SSNVS) we identified two additional deceased members (in addition to the five discussed in Issue 

#1) but these two had previously been identified as deceased by BPU. We determined that while 

BPU had sent instructions to Benefits Division staff to place payment holds in Workspace, the 

holds were not placed and BPU did not identify that they had not been placed. There was a total 

of $17,870 in benefit overpayments to these two accounts, all of which was recovered during this 

review through ACH/direct deposit bank reversals.  

 
AC QUESTION: In essence, there is no automated control mechanism to ensure that pending actions 

are finalized. I don’t know why BPU can’t flag an account as pending an action by the referring BU. 

At least then one could work the pending list on a timely basis. We need something better than hoping 

all the paperwork gets processed. 

RESPONSE: Agreed, we believe the Case Management System will eventually provide the 

functionality you are suggesting. A Case Management System will assist in ensuring the appropriate 

follow up is done to finalize the determination of whether the member is deceased and facilitate 

appropriate collection action by the Benefits Account Services Unit and the Legal Office is necessary. 

 

Both Management and Internal Audit believe the recommendation below is a more efficient and 

elegant solution. BPU is making a time sensitive determination and in order to provide the greatest 

possible risk mitigation, they should be able to take immediate action to place a hold on the account.  

 

Two other Benefits Division business units had requested that BPU investigate the status of these 

two members. BPU determined the members were deceased. However, operating procedure 

required BPU to report the investigation results back to the referring units along with sending 

supporting documentation to document imaging for loading to the members accounts. The 

referring units were responsible for recording the death notification in Workspace, which did not 

occur.  BPU staff indicated that COVID-19 disaster declaration and business interruptions during 

March and April may have contributed to a break down in manual procedures and document flow 

back to the referring business units to update Workspace with a death status.   

 

RISK 

Payment of benefits on a deceased member’s account for an extended period may not be 

recoverable and may become a loss to the trust fund.    

 

RECOMMENDATION 

Business processes should be updated to require BPU staff place a payment hold on member’s 

account when they determine that circumstances indicate that a member is deceased. If the date of 

death is unknown, the payment hold should still be placed by BPU rather than relying on another 

business unit or process to place the payment hold. 

                                                        
** See Appendix 2 for Finding’s Risk Rating 
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MANAGEMENT’S RESPONSE 

Benefits Management agrees with the recommendation and has incorporated the recommendation 

into its process. 

 

TARGET COMPLETION DATE 

January 1, 2021 

 

FINDING #3 

Six Members Receiving Benefit Payments Have Mismatched SSNs  
Risk Rating** 

Medium 

 

OBSERVATION 

During our queries of LACERA active payees to the Social Security Number Verification System 

(SSNVS) six survivor payee member accounts failed SSNVS verification due to problems with 

their social security numbers (SSN). Four SSNs were associated with alive non-member persons 

and one with a deceased non-member person. One was associated with another LACERA member 

with the same name and very similar SSN.  The SSNVS verification process is based upon a correct 

SSN associated with a correct first and last name. Non matches are kicked out as these six did.   

 
AC QUESTION: Was the address of record the survivor’s address or the alive non-member person 

address?   

RESPONSE: The address of record was the member’s correct address.  

  

The cause of these SSN discrepancies between LACERA and SSNVS was not conclusively 

determined during this review. However, BPU noted these were survivor payees and was able to 

locate correct SSNs within Workspace documents for five of the six payees. BPU is continuing to 

investigate the one remaining payee. 

 

AC QUESTION: If you can’t determine the cause, that means you don’t have a very good 
audit trail on changes to the SSN field. From what you stated, LACERA had the correct 
SSNs at one point. So at some point, someone changed the SSN for each of these 
survivors and an audit trail will tell you who that person was. 
RESPONSE: Management determined the member filled in beneficiary designation forms 

incorrectly or there was a staff data entry error. Management issued a reminder to staff to take extra 

care when setting up survivor accounts. 

 

RISK 

Payment of benefits on a deceased member’s account for an extended period may not be 

recoverable and may become a loss to the trust fund. There is an exposure to making payments to 

a deceased member’s account because a mismatched SSN is associated with the member. Controls 

such as the PBI death match process and Internal Audit’s SSNVS test rely upon the accuracy of 

members social security numbers. This is considered a medium risk as the potential for resulting 

losses exists as well as negative headline risk. 

                                                        
** See Appendix 2 for Finding’s Risk Rating 
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AC QUESTION: You don’t speak of the tax implications to the survivor. Four SSNs were 

associated with alive non-member persons, which means LACERA did not file a 1099-R with 

Survivor 1 to 4’s SSN. I assume LACERA sent each survivor a 1099-R, with an incorrect SSN, to 

the survivor’s address of record.  If the survivor reported this 1099-R on his or her tax return, the 

IRS would have flagged it because LACERA did not report a 1099-R for the survivor.  Did the IRS 

notify LACERA at all regarding this?  The IRS should also have inquired with LACERA because it 

reported income for alive non-members and those alive non-members did not report that income.   
 
If one or more of the survivors did not report the 1099-R on their tax returns, then that fact alone 

suggests fraud. 

 

I hope LACERA is going to inform the IRS of these issues, and issue corrected 1099-Rs to the four 

survivors and correct the IRS record for the four alive non-member persons.  Is LACERA doing 

that? 

RESPONSE: The Legal Office will address these issues with LACERA’s tax counsel and will 

report back to the Audit Committee at an upcoming meeting.  

 

RECOMMENDATION 

Benefits management should counsel staff when working with survivor documents to verify that 

the Workspace system SSN should match the SSN on documents being processed.    

 

MANAGEMENT’S RESPONSE 

Benefits Management agrees with the recommendation and has incorporated the recommendation 

into its process. 

 

TARGET COMPLETION DATE 

January 1, 2021 
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APPENDIX 1 

AUDIT RATING SCALE  

 

Internal Audit issues three standard audit report evaluations as defined below:  

 

Satisfactory 

The control environment is acceptable with minor issues having been identified. The overall 

environment contains sufficient internal controls to address key risks, and business practices 

generally comply with Company policies. Corrective action should be implemented to address any 

weaknesses identified during the audit to maintain or enhance the control environment.  

 

Opportunities for Improvement 

The control environment has opportunities for improvement with significant issues, individually 

or in the aggregate, having been identified or major noncompliance with Company policies. The 

overall environment contains insufficient internal controls to address key risks. Prompt corrective 

action should be implemented to address the weaknesses and strengthen the control environment. 

 

Unsatisfactory 

The control environment is unacceptable with critical issues, individually or in the aggregate, 

having been identified or major noncompliance with Company policies. The overall environment 

contains insufficient internal controls to address key risks and the impact may be substantial in 

size or nature or their effect cannot be quantified. Immediate corrective action should be 

implemented to address the weaknesses and strengthen the control environment.  
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APPENDIX 2 

FINDING’S RISK RATING SCALE 

Findings identified during the course of the audit are assigned a risk rating, as outlined in the table 

below. The risk rating is based on the financial, operational, compliance, or reputational impact 

that the issue identified could have on LACERA.   

Rating Financial Internal Controls Compliance Reputational Executive 

Management 

High 

Large financial 

impact to 

LACERA or 

members 

Actions not 

aligned with 

fiduciary 

responsibilities 

Missing or 

inadequate key 

internal controls 

Not adequate to 

identify fraud, 

noncompliance or 

misappropriation  

Noncomplianc

e with 

applicable 

Federal or state 

laws or 

LACERA’s 

policies 

High 

probability for 

external audit 

issues and/or 

negative public 

perception 

Important 

critical business 

process 

identified by 

Exec Office 

Requires 

immediate 

attention 

Medium 

Moderate 

financial risk to 

LACERA or 

members 

Actions could 

be better 

aligned with 

fiduciary 

responsibilities 

Partial key 

internal controls 

Not adequate to 

identify 

noncompliance or 

misappropriation 

in timely manner 

Inconsistent 

compliance 

with applicable 

Federal or state 

laws or 

LACERA’s 

policies 

Potential for 

external audit 

issues and/or 

negative public 

perception 

Relatively 

important 

May or may not 

require 

immediate 

attention 

Low 

Low financial 

impact to 

LACERA or 

members 

Internal controls 

in place but not 

consistently 

efficient/effective 

Implementing / 

enhancing 

controls could 

prevent future 

problems 

General 

compliance 

with applicable 

Federal or state 

laws or 

LACERA’s 

policies, but 

some minor 

discrepancies 

exist 

Low 

probability for 

external audit 

issues and/or 

negative public 

perception 

Lower 

significance 

Does not require 

immediate 

attention 
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AUDIT REPORT 

Audit Name:  Death Legal Unit Audit 
Responsible Division:  Benefits Division 

Audit Rating*:  Opportunities for Improvement 
Prior Audit Rating:  Not Applicable 

Prior Report Date:  Not Applicable 

 

BACKGROUND  

The Death Legal Unit (DLU) within the Benefits division is responsible for reviewing and processing 

member death benefits and legal documents related to members and member benefits.   

 

Member death processing includes, but is not limited to, the determination of survivor continuance 

payments, minor child survivor continuance payments, and burial benefits.  The key objectives in 

processing these benefits are to ensure the validity and eligibility of survivors and other payees as well as 

to ensure the accuracy of survivor benefits and other payments. Errors may result in overpayments or 

underpayments, which in the case of survivor continuances, can grow exponentially over time. 

 

Legal processing includes, but is not limited to, processing divorce documents and calculating legal splits 

at the time of retirement, minor child guardianship documents, power of attorney documents, trust and 

estate documents, and conservatorship documents.  Reviewing and assessing such documents is essential 

as these documents have a direct effect on determining who is an eligible survivor/beneficiary to be paid, 

and the amount of the benefit to be paid. 

AUDIT OBJECTIVE AND SCOPE  

The objectives of this audit were to assess the key controls within the DLU in the following areas: 

 

• Assess the adequacy of documented policy and procedures to ensure staff are completing 

processes/transactions in the prescribed manner.  

• Evaluate the effectiveness for the management of workloads to prevent backlogs, timeliness of 

case processing, case management/tracking, management of aging cases, management of 

unclaimed benefits, and the measurement of staff metrics and productivity. 

• Assess key controls for accuracy of transactions, i.e., benefit calculation, payee eligibility, and 

appropriate supporting documentation (POA docs, Marriage Dissolution documents, Marriage 

Certificates, Claim Forms, etc.…). 

 

The scope of this audit was a high-level review of DLU’s current policies and procedures and related 
controls, queues, and staff metrics to ensure the group is operating effectively and efficiently. This review 
did not include testing of the accuracy of legal split calculations at retirement or the processing of death 
benefits.  

The audit was performed in accordance with the Institute of Internal Auditors’ International Standards for 

the Professional Practice of Internal Auditing.  

 
*  See Appendix 1 for Audit Rating 
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AUDIT RATING AND SUMMARY OF FINDINGS  

Overall, we found that approximately 80 percent of DLU’s workload is supported by well documented 

policies and procedures, specifically as related to death processing and the determination of survivor 

continuance benefit payments, POAs, and Legal Splits.  

However, we did find Opportunities for Improvement related to the need to develop policies and 

procedures, to strengthen controls surrounding unclaimed benefits, to improve the effectiveness for 

managing workloads, and to strengthen the controls for the tracking of death cases.  

Summary of Findings  

Ref. Page Findings Risk Rating** 

F1 4 No Documented Policy or Procedure Low 

F2 5 No Criteria for Determining Unclaimed Accounts Medium 
F3 6 Service Level Expectations Do Not Effectively Manage 

Workloads 
Medium 

F4 7 Workspace Does Not Provide Automate Case Tracking for 
Pending Death Cases 

Medium 

 

The above findings are detailed in the following pages, including our recommendations and management 

action plans.            

 

Additionally, during the performance of our audit we noted areas outside of our audit scope that will be 

evaluated as part of the 2021-22 Audit Plan. See Appendix 3 for the “Risk and Control Matrix for the Death 

Legal Unit” for additional  risk assessment performed.  

We thank the Benefits Division for their cooperation with this audit.  

   

                 

REVIEWED AND APPROVED 

 

___________________________  Date:    February 1, 2021 
Richard P. Bendall 
Chief Audit Executive 
 
REPORT DISTRIBUTION 

2021 Audit Committee Santos H. Kreimann, CEO 
Carlos Barrios, Benefits 
Division Manager  

2021 Plante Moran Audit Team J.J. Popowich, AEO Internal Audit Group 

Robert H. Griffin, 
Audit Committee Consultant 

Steven Rice,  
Chief Legal Counsel 

 

 
** See Appendix 2 for Finding’s Risk Rating 
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FINDING #1 

No Documented Policy or Procedure for Six of the Nine Work Queues Risk Rating** 

Low 

 

OBSERVATION 

DLU staff is responsible for processing transactions that reside in nine different queues within 

WorkSpace.  Our audit disclosed that documented policies and procedures exist for the three work queue 

areas that constitute approximately 80 percent of DLU’s workload (Death Notification, Dissolution, and 

Seamless). There are no documented policies and procedures for the remaining six work queues which 

constitute approximately 20 percent of the DLU’s workload  (POA, Payment Corrections, Conservator, 

Wage Assignments, Active Death Pension Verification, and Death Legal Misc. Correspondence). 

Policies and or procedures are a control element designed to help ensure that management directives are 

carried out as prescribed. They help ensure that necessary actions are taken to address organizational 

objectives. Clearly defined policies and procedures provide the basis to train staff and to ensure consistent 

and accurate processing.  

RISK 

The absence of policy and procedure may result in improper or inconsistent processing of transactions 

causing an overpayment or underpayment, which if not corrected can compound over time. Additionally, 

the absence of policy and procedure increases the risk related to business continuity should DLU 

experience substantial staff turnover.  

Since DLU management has policies and procedures for the work queues that make-up approximately 80 

percent of its workload, we have rated this risk as a low.   

RECOMMENDATION 

For the six queues that have no documented policy or procedure, we recommend management implement 

policies and/or procedures for the related processes.  

MANAGEMENT’S RESPONSE 

The Benefits management agrees with the recommendation and has continued its efforts to develop policies 
and procedures for the remaining queues.  The existing methods are currently under review to identify 
further development of the processes involved with the work queues, and any new methods will be 
incorporated into the policies and procedures.     

TARGET COMPLETION DATE 

January 29, 2022. 

 

 

 

 

 

 

 
** See Appendix 2 for Finding’s Risk Rating 



Death Legal Unit Audit 
February 1, 2021 
Page 5 of 11 
   
FINDING #2 

No Criteria for Determining Unclaimed Accounts Risk Rating** 

Medium 

 

OBSERVATION 

Unclaimed accounts are those accounts that have a balance or benefit to be paid, but LACERA is unable to 

contact or identify the eligible payee. In the past, unclaimed accounts that remained pending/open for 

lengthy periods of time were successfully targeted for fraud resulting in theft of funds. To prevent additional 

fraud, Benefits Management implemented a control to lock unclaimed accounts. Locked unclaimed 

accounts can only be unlocked by the Benefits Division Manager. 

However, there is no criteria to determine and label accounts as unclaimed and then lock them. Currently 

the determination to label an account as unclaimed is arbitrarily determined by DLU staff on a case by case 

basis.  

RISK 

The arbitrary determination of the unclaimed status leaves the potential for such accounts to remain 

pending/open for lengthy periods of time and creates a window of opportunity for fraud to be committed in 

this area, again. 

RECOMMENDATION 

We recommend management implement a procedure, which includes criteria to determine when an 

account is to be labelled as an “unclaimed account” and locked. 

MANAGEMENT’S RESPONSE 

The Benefits management agrees with this recommendation. They will address the resolution of this 
recommendation in three phases: 
 
Phase I: As an immediate remedy, Benefits will work with Systems to identify all unlocked, deceased 
accounts that remain for more than a year and lock the accounts. 
 
Phase II: Benefits will work with PMG to draft business rules for when these accounts should be locked. 
 
Phase III: Benefits will work with Systems to create an automated process to lock the accounts.  
 

 
TARGET COMPLETION DATE 

March 31, 2021: Lock all unlocked accounts 

May 1, 2021: Approved business rule 

July 29, 2021: Automated process in place 

 

 

 
** See Appendix 2 for Finding’s Risk Rating 
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FINDING #3  

Service Level Expectations Do Not Effectively Manage Workloads Risk Rating** 

Medium 

 

OBSERVATION 

During our high-level review of queue maintenance, we observed that the DLU management makes a 

concerted effort to manage its queues using Service Level Expectations (SLE) reports and a weekly 

production report. However, we were informed by management that in the past there was a coordinated 

effort to align the SLE’s in Benefits with the processing times quoted to members by Member Services. 

The two divisions met and developed agreed-upon SLEs they determined to be reasonable based on an 

understanding of member expectations and feedback, as well as the processing capabilities of Benefits. 

Over time, a divergence from these agreed-upon SLEs occurred to where now we noted that the Benefits’ 

SLEs are generally based on the Benefit’s Division Manager’s experience of actual processing time with 

input from the Division’s Section Heads. These efforts identify SLEs by document type as well as 

combinations of document types comprising specific member processes.  During discussions with 

Executive and Division Management, we noted that Benefits’ SLEs no longer necessarily align with 

Member Services or organizationally determined SLEs communicated to members. They are often 

aggregated sub-processes of the Members Services’ SLEs. Some are performed in parallel and others 

sequentially but in aggregate often do not meet the SLEs communicated to members by Member Services 

per their operating instructions (OIs).  

RISK 

The risk of each division independently developing SLEs may result in the misalignment of expectations 

and impact the ability of the organization to deliver the promised service to members. Alignment also, 

impacts the organizations ability to manage backlogs consistently and transparently, as well as staff 

productivity. 

RECOMMENDATION 

We recommend the Benefit’s Division Process Management Group (PMG) coordinate the determination 

of organizationally accepted and agreed-upon service level expectations (SLEs) for death and legal 

processing between Member Services and Benefits. 

MANAGEMENT’S RESPONSE 

The Benefits management agrees with the recommendation. The Benefits management agrees to work 
with PMG and Member Services management to draft a proposal to the Executive Office for adoption that 
includes the following: 
 

1) Agreed upon SLEs for both sub-processes and in aggregate that can be communicated by 
Member Services per the Operating Instructions (OI). 

 
2) A policy and procedure outlining a scheduled review of the SLE to ensure they are relevant and 

appropriate. 
 

TARGET COMPLETION DATE 

July 29, 2021. 
 

 
** See Appendix 2 for Finding’s Risk Rating 
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FINDING #4 

Workspace Does Not Provide Automate Case Tracking for Pending Death 

Cases 

Risk Rating** 

Medium 

 

OBSERVATION 

Workspace does not provide automated case tracking for pending death cases.  Currently, the DLU uses an 

Access database to track pending death cases.  This Access database, was created by the former Benefits 

Division Manager, is not supported, or maintained by the Systems division, and requires considerable 

manual input.  While this database is helpful in maintaining a list of pending cases, it is only marginally 

effective and efficient with regards to processing cases timely. 

The tracking of member cases, not just within the DLU but throughout LACERA, is an essential function 

to ensure accurate and timely processing of member transactions. Automated processes (non-manual) 

enable precise operational capabilities, reducing errors and saving time.  The automation of tasks also assists 

ensuring consistency when these tasks are processed.  

RISK 

The lack of an integrated case management system in Workspace and the use of an independent database 

that relies on manual inputs by staff risks the effectiveness, efficiency, and reliability of timely and complete 

processing of pending death cases.  

RECOMMENDATION 

As of March 2020, the Case Management project is one of the organization’s “top four Strategic Plan 

goals” with a workgroup meeting regularly to move the project forward. The workgroup has identified 23 

processes, one of which is death processing that would address this risk.  

 

We recommend Benefits Management work with the Executive Office and the Systems Division to 

develop a plan and timeline to address the implementation of the death processing through the Case 

Management project.  

MANAGEMENT’S RESPONSE 

The Benefits management agrees with a recommendation to work with the Executive Office and Systems 
Division to develop a plan and timeline by July 29, 2021. 

TARGET COMPLETION DATE 

July 29, 2021. 

 

  

 
** See Appendix 2 for Finding’s Risk Rating 



Death Legal Unit Audit 
February 1, 2021 
Page 8 of 11 
   

APPENDIX 1 

AUDIT RATING SCALE  

Internal Audit issues three standard audit report evaluations as defined below:  
 
Satisfactory 

The control environment is acceptable with minor issues having been identified. The overall environment 
contains sufficient internal controls to address key risks, and business practices generally comply with 
Company policies. Corrective action should be implemented to address any weaknesses identified during 
the audit in order to maintain or enhance the control environment.  
 
Opportunities for Improvement 

The control environment has opportunities for improvement with significant issues, individually or in the 
aggregate, having been identified or major noncompliance with Company policies. The overall environment 
contains insufficient internal controls to address key risks. Prompt corrective action should be implemented 
to address the weaknesses and strengthen the control environment. 
 
Unsatisfactory 

The control environment is unacceptable with critical issues, individually or in the aggregate, having been 
identified or major noncompliance with Company policies. The overall environment contains insufficient 
internal controls to address key risks and the impact may be substantial in size or nature or their effect 
cannot be quantified. Immediate corrective action should be implemented to address the weaknesses and 
strengthen the control environment.  
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APPENDIX 2 

FINDING’S RISK RATING SCALE  

Findings identified during the course of the audit are assigned a risk rating, as outlined in the table below. The risk ratin g is 
based on the financial, operational, compliance, or reputational impact that the issue identified could have on LACERA.   

 
Rating Financial Internal Controls Compliance Reputational Executive 

Management 

High 

Large financial 
impact to 
LACERA or 
members 
 
Actions not 
aligned with 
fiduciary 
responsibilities  

Missing or 
inadequate key 
internal controls 
 
Not adequate to 
identify fraud, 
noncompliance or 
misappropriation  

Noncompliance 
with applicable 
Federal or state 
laws or 
LACERA’s 
policies 

High probability 
for external audit 
issues and/or 
negative public 
perception 

Important critical 
business process 
identified by Exec 
Office 
 
Requires 
immediate 
attention 

Medium 

Moderate 
financial risk to 
LACERA or 
members 
 
Actions could be 
better aligned 
with fiduciary 
responsibilities 

Partial key internal 
controls 
 
Not adequate to 
identify 
noncompliance or 
misappropriation in 
timely manner 

Inconsistent 
compliance with 
applicable 
Federal or state 
laws or 
LACERA’s 
policies 

Potential for 
external audit 
issues and/or 
negative public 
perception 
 

Relatively 
important 
 
May or may not 
require immediate 
attention 

Low  

 

Low financial 
impact to 
LACERA or 
members 
 
 
 
 
 

Internal controls in 
place but not 
consistently 
efficient/effective 
 
Implementing / 
enhancing controls 
could prevent future 
problems 

General 
compliance with 
applicable 
Federal or state 
laws or 
LACERA’s 
policies, but 
some minor 
discrepancies 
exist 

Low probability 
for external audit 
issues and/or 
negative public 
perception 

Lower 
significance 
 
Does not require 
immediate 
attention 
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Appendix 3 

Key Objectives or Key Performance Indicator Risks Related to Objective 
Likelihood

H, M, L

Impact 

H, M, L
Management's controls over risk

Control 

Description 

Type

Automation 

Frequency

Control 

Effectiveness

1 (weak) -

 5 (strong) 

Auditor Comments

Key Controls: Documented policy & 

procedure. Complex matters are 

forwarded to the Legal Office.

Management's Comments: Policy & 

procedure documents are voluminous. 

Directive

Manual 

Transactional

2

Key Controls: Supervisor reviews all 

Legal Split payments prior to completion. 

Complex matters are forwarded to the 

Legal Office.

Management's Comments:  Policy & 

procedure documents are voluminous. 

Preventative

Manual 

Transactional

2

2A. Staff incorrectly process death related payments Low Low

Key Controls: Documented 

policy/procedures, system performs all 

calculations, majority of staff are highly 

experienced.

Management's Comments: Survivor 

payments are very straight forward / not 

complex calculations and are performed 

by the system.

Directive & 

Preventative

Automated

Transactional

4

2B. Delayed/unprocessed claims Medium Medium

Key Control: Service Level 

Expectation (SLE) Criteria and SLE 

Report, Death Log

Management's Comments : SLE 

report identifies pending claims that have 

not been processed within the required 

criteria. Death log track cases through 

completion (outside of the system).

Detective

Manual

Weekly

2

2C. Unclaimed Benefits Medium Low

Key Control: Unclaimed accounts are 

locked and can only be unlocked by Div. 

Manager. Those with unclaimed benefits 

are added to the "Persons of Interest" 

list.                                  

Management's Comments: See 

above control

Preventative

Manual 

Transactional

2

3. Processing LACERA POA form 3. POA granted to ineligible person Low Low

Key Control: LACERA POA is a form 

created by LACERA that if properly 

filled out and witnessed or notarized, 

grants the necessary authority.

Management's Comments: See 

above control

Directive

Manual 

Transactional

4

Based on the risk & control 

analysis, no additional work at 

this time. 

Risk & Control Matrix for the Death Legal Unit

Based on the risk & control 

analysis, IA will be evaluating 

these risks in our upcoming 

Annual Risk Assessment. 

Based on the risk & control 

analysis, IA will be evaluating 

these risks in our upcoming 

Annual Risk Assessment. 

2.Processing death notifications and related payments

LowMedium
1. Staff inappropriately processes Legal Split 

payments. 
1. Processing payments as the result of Legal Splits. 
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Appendix 3 

Key Objectives or Key Performance Indicator Risks Related to Objective 
Likelihood

H, M, L

Impact 

H, M, L
Management's controls over risk

Control 

Description 

Type

Automation 

Frequency

Control 

Effectiveness

1 (weak) -

 5 (strong) 

Auditor Comments

Key Control: 

Outside POAs are processed by the 

most skilled staff members. 

Management's Comments: External 

POAs are often complicated and DLU 

staff does not have the legal background 

to assess the document. Process and 

procedural documentation does not exist.

Preventative

Manual 

Transactional

2

Key Control: 

All outside POAs are reviewed by DLU 

Supervisor.

Management's Comments: Same as 

above. 

Preventative

Manual 

Transactional

2

Key Control: 

Staff can request asstiance from the 

Legal Office if needed.

Management's Comments: Same as 

above. 

Preventative

Manual 

Transactional

2

5.  Queue Level Maintenance & Staff Productivity 5. Excessive back logs & low productivity Medium Medium

Key Control: Service Level 

Expectation (SLE) Criteria, SLE Report, 

Death Log, Weekly Production Report

Management's Comments: Down 

two staff and only one supervisor is 

performing reviews.  It is management's 

assumption that if SLE's are met then 

Queues should remain. Death log assists 

staff in meeting SLEs by providing a 

more efficient tracking process than 

Workspace. Weekly Production Report 

reports Queue levels, including new 

incoming and pending objects, and 

objects recently competed. 

Detective

Manual & 

Automated

Weekly

2

Based on the risk & control 

analysis, IA will be evaluating 

these risks in our upcoming 

Annual Risk Assessment. 

4. Processing External POA document 4. POA granted to ineligible person Medium Low

Based on the risk & control 

analysis, IA will be evaluating 

these risks in our upcoming 

Annual Risk Assessment. 

Risk & Control Matrix for the Death Legal Unit (continued)
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AUDIT REPORT 
Audit Name: Death Legal Unit Audit 
Responsible Division: Benefits Division 
Audit Rating*: Opportunities for Improvement 
Prior Audit Rating: Not Applicable 
Prior Report Date: Not Applicable 

BACKGROUND 
The Death Legal Unit (DLU) within the Benefits division is responsible for reviewing and processing 
member death benefits and legal documents related to members and member benefits.   

Member death processing includes, but is not limited to, the determination of survivor continuance 
payments, minor child survivor continuance payments, and burial benefits.  The key objectives in 
processing these benefits are to ensure the validity and eligibility of survivors and other payees as well as 
to ensure the accuracy of survivor benefits and other payments. Errors may result in overpayments or 
underpayments, which in the case of survivor continuances, can grow exponentially over time. 

AC QUESTION: Does the Benefits Division confirm the death prior to vetting the associated 
benefits? If so, how? 
RESPONSE: Generally, Benefits confirms the death prior to vetting the associated benefits through 
the use of death certificates. There are exceptions, such as for the seamless survivor process, where 
the associated benefit is paid prior to the receipt of the death certificate. 

Legal processing includes, but is not limited to, processing divorce documents and calculating legal splits 
at the time of retirement, minor child guardianship documents, power of attorney documents, trust and 
estate documents, and conservatorship documents.  Reviewing and assessing such documents is essential 
as these documents have a direct effect on determining who is an eligible survivor/beneficiary to be paid, 
and the amount of the benefit to be paid. 

AC QUESTION: Is all of this under the DLU? If so, the Unit name doesn’t really reflect its scope of 
responsibilities. 
RESPONSE: Yes, the above are all under the DLU. The name is appropriate in that the DLU 
handles all aspects of death benefits as well as other legal matters including carrying out 
instructions from the Legal Office regarding legal split payments, processing certain subpoenas, 
and validation and acceptance of POA documents. 

AUDIT OBJECTIVE AND SCOPE 
The objectives of this audit were to assess the key controls within the DLU in the following areas: 

• Assess the adequacy of documented policy and procedures to ensure staff are completing
processes/transactions in the prescribed manner.

• Evaluate the effectiveness for the management of workloads to prevent backlogs, timeliness of
case processing, case management/tracking, management of aging cases, management of
unclaimed benefits, and the measurement of staff metrics and productivity.

* See Appendix 1 for Audit Rating
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• Assess key controls for accuracy of transactions, i.e., benefit calculation, payee eligibility, and
appropriate supporting documentation (POA docs, Marriage Dissolution documents, Marriage
Certificates, Claim Forms, etc.…). 

AC QUESTION: A listing of the processes with a descriptive narrative, perhaps as an 
attachment would have been informative to the reader.  
RESPONSE: Noted 

The scope of this audit was a high-level review of DLU’s current policies and procedures and related 
controls, queues, and staff metrics to ensure the group is operating effectively and efficiently. This review 
did not include testing of the accuracy of legal split calculations at retirement or the processing of death 
benefits.  
AC QUESTION: Can you achieve objectives through a “high-level review”? 
RESPONSE: As noted in the Risk & Control Matrix (Appendix 3), we found that there were areas 
we need to come back to perform specific process in-depth audits. 

The audit was performed in accordance with the Institute of Internal Auditors’ International Standards for 
the Professional Practice of Internal Auditing.  

AC QUESTION: It would be helpful if you included a hyperlink to the Standards in case the reader 
wanted to refer to them. 
RESPONSE: Noted. We will explore how to best provide the AC with the IIA Standards. 

AUDIT RATING AND SUMMARY OF FINDINGS 
Overall, we found that approximately 80 percent of DLU’s workload is supported by well documented 
policies and procedures, specifically as related to death processing and the determination of survivor 
continuance benefit payments, POAs, and Legal Splits.  

However, we did find Opportunities for Improvement related to the need to develop policies and 
procedures, to strengthen controls surrounding unclaimed benefits, to improve the effectiveness for 
managing workloads, and to strengthen the controls for the tracking of death cases.  

Summary of Findings 
Ref. Page Findings Risk Rating** 
F1 4 No Documented Policy or Procedure Low 
F2 5 No Criteria for Determining Unclaimed Accounts Medium 
F3 6 Service Level Expectations Do Not Effectively Manage 

Workloads 
Medium 

F4 7 Workspace Does Not Provide Automate Case Tracking for 
Pending Death Cases 

Medium 

AC QUESTION: F1 - No Documented Policy or Procedure, I do not support your justification for 
risk classification. See body of report. 
RESPONSE: We applied the matrix per “Appendix 2” and use of our best assessment given our 
understanding of this risk vs. the unit's priorities vs. the organization's risk level. 

** See Appendix 2 for Finding’s Risk Rating 
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AC QUESTION: F2 - No Criteria for Determining Unclaimed Accounts, I would recommend re-
classifying this to high. You noted that there had been fraud in this area, and you can improve 
system of internal controls in this area. As well, as I noted in the report body, it appears the Agency 
may not be in compliance with escheatment laws regarding unclaimed funds. See body of report. 
RESPONSE: We applied the matrix per “Appendix 2” and use of our best assessment given our 
understanding of this risk vs. the unit's priorities vs. the organization's risk level. 

The above findings are detailed in the following pages, including our recommendations and management 
action plans.          

Additionally, during the performance of our audit we noted areas outside of our audit scope that will be 
evaluated as part of the 2021-22 Audit Plan. See Appendix 3 for the “Additional Risk Assessment” 
performed.  

AC QUESTION: Appendix 3 is entitled “Risk & Control Matrix for Legal Death Unit” not 
“Additional Risk Assessment.” If it is “Additional” then I would ask “Additional to what” 
RESPONSE: Thank you. We have corrected it. 

We thank the Benefits Division for their cooperation with this audit. 

REVIEWED AND APPROVED 

___________________________ Date:    February 1, 2021 
Richard P. Bendall 
Chief Audit Executive 

REPORT DISTRIBUTION 

2021 Audit Committee Santos H. Kreimann, CEO Carlos Barrios, Benefits 
Division Manager  

2021 Plante Moran Audit Team J.J. Popowich, AEO Internal Audit Group 

Robert H. Griffin, 
Audit Committee Consultant 

Steven Rice,  
Chief Legal Counsel 



Death Legal Unit 
Audit February 1, 2021 
Page 5 of 14 

FINDING #1 

No Documented Policy or Procedure for Six of the Nine Work Queues Risk Rating** 

Low 

OBSERVATION 
DLU staff is responsible for processing transactions that reside in nine different queues within 
WorkSpace.  Our audit disclosed that documented policies and procedures exist for the three work queue 
areas that constitute approximately 80 percent of DLU’s workload (Death Notification, Dissolution, and 
Seamless). There are no documented policies and procedures for the remaining six work queues which 
constitute approximately 20 percent of the DLU’s workload (POA, Payment Corrections, Conservator, 
Wage Assignments, Active Death Pension Verification, and Death Legal Misc. Correspondence). 

AC QUESTION: How did you determine the relative percentage of workload? 
RESPONSE: Per our observations and discussion with Benefits Management. 

AC QUESTION: It would have been informative to include somewhere the total member deaths in 
a recent period, delineated by active and retired. Actually, information on staff levels as well. I have 
no idea if this is a 100-person unit or a 2 person unit. 
RESPONSE: Noted for future consideration in upcoming audit reports. In this case, the DLU is 
made up of six budgeted position, currently only five positions are filled. The DLU receives 
approximately 400 death notifications per month on average. 

Policies and or procedures are a control element designed to help ensure that management directives are 
carried out as prescribed. They help ensure that necessary actions are taken to address organizational 
objectives. Clearly defined policies and procedures provide the basis to train staff and to ensure consistent 
and accurate processing.  

RISK 
The absence of policy and procedure may result in improper or inconsistent processing of transactions 
causing an overpayment or underpayment, which if not corrected can compound over time. Additionally, 
the absence of policy and procedure increases the risk related to business continuity should DLU 
experience substantial staff turnover.  

Since DLU management has policies and procedures for the work queues that make-up approximately 80 
percent of its workload, we have rated this risk as a low.   

AC QUESTION: I do not think it is reasonable to say that undocumented processes present 
a “low” risk because many other processes are documented. Each member deserves timely 
and accurate service irrespective of whether his or her inquiry is a frequent or a non-
frequent inquiry, or takes staff five hours or five minutes to complete. One could argue that 
non-frequent inquiries, because staff does not handle them often, are prone to process 
inconsistencies and errors. A seasoned staff could produce a very good first draft of each of 
these policies in several days. I do not support the classification of undocumented procedures 
as low risk, and I would expect the Division to finalize these three processes prior to an entire 
year. 

In addition, staff comments included in Appendix 3 regarding POA, as an example of one 
workflow process, substantiate consideration of a higher risk level than what you applied. 

** See Appendix 2 for Finding’s Risk Rating 
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RESPONSE: Although there are 6 queues that do not have documented procedures, these queues 
have other mitigating internal controls to ensure consistent and accurate processing - knowledgeable 
staff, 100% review of each document. We believe that having documented procedures would 
strengthen these internal controls but would rate the risk as low since they make up 20% of the unit's 
work. Also, noted that we should include this supporting information/justification for risk rankings 
on future audits. 

RECOMMENDATION 
For the six queues that have no documented policy or procedure, we recommend management implement 
policies and/or procedures for the related processes.  

MANAGEMENT’S RESPONSE 
The Benefits management agrees with the recommendation and has continued its efforts to develop policies 
and procedures for the remaining queues.  The existing methods are currently under review to identify 
further development of the processes involved with the work queues, and any new methods will be 
incorporated into the policies and procedures.     

TARGET COMPLETION DATE 

January 29, 2022. 

FINDING #2 

No Criteria for Determining Unclaimed Accounts Risk Rating** 

Medium 

OBSERVATION 
Unclaimed accounts are those accounts that have a balance or benefit to be paid, but LACERA is unable to 
contact or identify the eligible payee. In the past, unclaimed accounts that remained pending/open for 
lengthy periods of time were successfully targeted for fraud resulting in theft of funds. To prevent additional 
fraud, Benefits Management implemented a control to lock unclaimed accounts. Locked unclaimed 
accounts can only be unlocked by the Benefits Division Manager. 

However, there is no criteria to determine and label accounts as unclaimed and then lock them. Currently 
the determination to label an account as unclaimed is arbitrarily determined by DLU staff on a case by case 
basis.  

AC QUESTION: Fraud? How much? Over what period of time? How was the requestor aware of 
the unclaimed funds by decedent? Did LACERA file a police report in each instance? 
RESPONSE: This statement should have been written as a more general explanation of the risk. 
There are no recent issues of fraud that we are aware of. 

AC QUESTION: It would be helpful to provide a formal definition. Previously you stated “lengthy 
period” and there was no limitation by dollar amount. 
RESPONSE: Agreed 

** See Appendix 2 for Finding’s Risk Rating 
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RISK 
The arbitrary determination of the unclaimed status leaves the potential for such accounts to remain 
pending/open for lengthy periods of time and creates a window of opportunity for fraud to be committed in 
this area, again. 

RECOMMENDATION 
We recommend management implement a procedure, which includes criteria to determine when an 
account is to be labelled as an “unclaimed account” and locked. 

AC QUESTION: We need more than a procedure, particularly since there was fraud in this area. 
We need a policy.  
RESPONSE: Noted and we will discuss with Management. 

MANAGEMENT’S RESPONSE 
The Benefits management agrees with this recommendation. They will address the resolution of this 
recommendation in three phases: 

Phase I: As an immediate remedy, Benefits will work with Systems to identify all unlocked, deceased 
accounts that remain for more than a year and lock the accounts. 

AC QUESTION: But there should not be any unlocked accounts at this point, because you 
previously informed us that “Benefits Management implemented a control to lock unclaimed 
accounts.” 
RESPONSE: Although there is a way to lock accounts, there was no defined criteria of when to lock 
them. In Phase I, Benefits Management’s response includes the initial criteria for when to lock all 
accounts. 

Phase II: Benefits will work with PMG to draft business rules for when these accounts should be locked. 

AC QUESTION: One would think that Phase II (establish criteria that constitute an account to 
be locked) would come before Phase I (locked the accounts that should be locked). 
RESPONSE: We understand that Phase II is to refine the criteria established in Phase I. 

Phase III: Benefits will work with Systems to create an automated process to lock the accounts. 

AC QUESTION: This discussion missed something very important which is that LACERA likely 
has money on deposit with it, that it holds in trust that it cannot distribute to an heir, if one exists. 
Is LACERA not required to remit these funds to the State Controller, Office of Unclaimed 
Property, pursuant to the Probate Code or Code of Civil Procedure? You should make that 
determination first, because if you are required, you would also want Systems to develop a 
mechanism through which you accumulate these accounts annually at least, note them as “locked to 
SCO” and remit the list with the money to the SCO. Any heirs after that point need to claim money 
from the SCO, not LACERA. In general, this process is referred to as “escheatment.” 

As well, staff refer accounts that had an overpayment to the Treasurer-Tax Collector for collection, 
after a certain period of inactivity. I did not see this noted. 
RESPONSE: CERL exempts LACERA from having to escheat to the State. Five years after the last 
attempt to find a claimant, unclaimed funds are moved to the Pension Reserves Fund. If claims are 
later made, the funds are returned from the Pension Reserves Fund to the members account for 
payment.  
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TARGET COMPLETION DATE 
March 31, 2021: Lock all unlocked accounts 

May 1, 2021: Approved business rule 

July 29, 2021: Automated process in place 

 FINDING #3 
Service Level Expectations Do Not Effectively Manage Workloads Risk Rating** 

Medium 

OBSERVATION 
During our high-level review of queue maintenance, we observed that the DLU management makes a 
concerted effort to manage its queues using Service Level Expectations (SLE) reports and a weekly 
production report. However, we were informed by management that in the past there was a coordinated 
effort to align the SLE’s in Benefits with the processing times quoted to members by Member Services. 
The two divisions met and developed agreed-upon SLEs they determined to be reasonable based on an 
understanding of member expectations and feedback, as well as the processing capabilities of Benefits. 

Over time, a divergence from these agreed-upon SLEs occurred to where now we noted that the Benefits’ 
SLEs are generally based on the Benefit’s Division Manager’s experience of actual processing time with 
input from the Division’s Section Heads. These efforts identify SLEs by document type as well as 
combinations of document types comprising specific member processes.  During discussions with 
Executive and Division Management, we noted that Benefits’ SLEs no longer necessarily align with 
Member Services or organizationally determined SLEs communicated to members. They are often 
aggregated sub-processes of the Members Services’ SLEs. Some are performed in parallel and others 
sequentially but in aggregate often do not meet the SLEs communicated to members by Member Services 
per their operating instructions (OIs).  

RISK 
The risk of each division independently developing SLEs may result in the misalignment of expectations 
and impact the ability of the organization to deliver the promised service to members. Alignment also, 
impacts the organizations ability to manage backlogs consistently and transparently, as well as staff 
productivity. 

RECOMMENDATION 
We recommend the Benefit’s Division Process Management Group (PMG) coordinate the determination 
of organizationally accepted and agreed-upon service level expectations (SLEs) for death and legal 
processing between Member Services and Benefits. 

AC QUESTION: Shouldn’t this be done after notification to HR to ensure compliance with MOUs? 
RESPONSE: Noted. This will be considered in management's implementation. 

MANAGEMENT’S RESPONSE 
The Benefits management agrees with the recommendation. The Benefits management agrees to work 
with PMG and Member Services management to draft a proposal to the Executive Office for adoption that 
includes the following: 

1) Agreed upon SLEs for both sub-processes and in aggregate that can be communicated by
Member Services per the Operating Instructions (OI).

** See Appendix 2 for Finding’s Risk Rating 
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2) A policy and procedure outlining a scheduled review of the SLE to ensure they are relevant and
appropriate.

TARGET COMPLETION DATE 
July 29, 2021. 

FINDING #4 

Workspace Does Not Provide Automate Case Tracking for Pending Death 
Cases 

Risk Rating** 
Medium 

OBSERVATION 

Workspace does not provide automated case tracking for pending death cases.  Currently, the DLU uses an 
Access database to track pending death cases.  This Access database, was created by the former Benefits 
Division Manager, is not supported, or maintained by the Systems division, and requires considerable 
manual input.  While this database is helpful in maintaining a list of pending cases, it is only marginally 
effective and efficient with regards to processing cases timely. 

AC QUESTION: I know what you mean, but in reality, you are dead or alive. 
RESPONSE: Noted 

AC QUESTION: You also have no idea if it (the database) is correct. 
RESPONSE: Agreed 

The tracking of member cases, not just within the DLU but throughout LACERA, is an essential function 
to ensure accurate and timely processing of member transactions. Automated processes (non-manual) 
enable precise operational capabilities, reducing errors and saving time.  The automation of tasks also assists 
ensuring consistency when these tasks are processed.  

RISK 

The lack of an integrated case management system in Workspace and the use of an independent database 
that relies on manual inputs by staff risks the effectiveness, efficiency, and reliability of timely and complete 
processing of pending death cases.  

AC QUESTION: To be clear, you have concluded that Workspace is not an integrated case 
management system because of this single standalone database, or were there others? 

RESPONSE: There are a number of other databases used throughout LACERA to address case 
tracking needs. The organization has recognized the need for an integrated case 
management system to supplement Workspace.  

** See Appendix 2 for Finding’s Risk Rating 
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RECOMMENDATION 
As of March 2020, the Case Management project is one of the organization’s “top four Strategic Plan 
goals” with a workgroup meeting regularly to move the project forward. The workgroup has identified 23 
processes, one of which is death processing that would address this risk.  

AC QUESTION: Was the issue of locked accounts or unclaimed funds anywhere in the strategic 
plan? 
RESPONSE: Not specifically 

We recommend Benefits Management work with the Executive Office and the Systems Division to 
develop a plan and timeline to address the implementation of the death processing through the Case 
Management project.  

MANAGEMENT’S RESPONSE 
The Benefits management agrees with a recommendation to work with the Executive Office and Systems 
Division to develop a plan and timeline by July 29, 2021. 

AC QUESTION: Six months just to develop a plan? It is one of the “top four” strategic plan goals 
with a workgroup that meets regularly and it is still going to take six months just to develop the 
plan? Not implement the plan, just develop the plan? Really? 

RESPONSE: The Case Management Systems is a significant organizational project. The DLU 
component is just one portion of it. 

TARGET COMPLETION DATE 
July 29, 2021. 
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APPENDIX 1 
AUDIT RATING SCALE  

Internal Audit issues three standard audit report evaluations as defined below: 

Satisfactory 
The control environment is acceptable with minor issues having been identified. The overall environment 
contains sufficient internal controls to address key risks, and business practices generally comply with 
Company policies. Corrective action should be implemented to address any weaknesses identified during 
the audit in order to maintain or enhance the control environment.  

Opportunities for Improvement 
The control environment has opportunities for improvement with significant issues, individually or in the 
aggregate, having been identified or major noncompliance with Company policies. The overall environment 
contains insufficient internal controls to address key risks. Prompt corrective action should be implemented 
to address the weaknesses and strengthen the control environment. 

Unsatisfactory 
The control environment is unacceptable with critical issues, individually or in the aggregate, having been 
identified or major noncompliance with Company policies. The overall environment contains insufficient 
internal controls to address key risks and the impact may be substantial in size or nature or their effect 
cannot be quantified. Immediate corrective action should be implemented to address the weaknesses and 
strengthen the control environment.  
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APPENDIX 2 
FINDING’S RISK RATING SCALE 

Findings identified during the course of the audit are assigned a risk rating, as outlined in the table below. The risk rating is 
based on the financial, operational, compliance, or reputational impact that the issue identified could have on LACERA.   

Rating Financial Internal Controls Compliance Reputational Executive 
Management 

High 

Large financial 
impact to 
LACERA or 
members 

Actions not 
aligned with 
fiduciary 
responsibilities 

Missing or 
inadequate key 
internal controls 

Not adequate to 
identify fraud, 
noncompliance or 
misappropriation  

Noncompliance 
with applicable 
Federal or state 
laws or 
LACERA’s 
policies 

High probability 
for external audit 
issues and/or 
negative public 
perception 

Important critical 
business process 
identified by Exec 
Office 
AC QUESTION: I 
believe the 
unclaimed/locked 
accounts are high 
risk. 
Response: 
addressed above 

Requires 
immediate 
attention 

Medium 

Moderate 
financial risk to 
LACERA or 
members 

Actions could be 
better aligned 
with fiduciary 
responsibilities 

Partial key internal 
controls 

Not adequate to 
identify 
noncompliance or 
misappropriation in 
timely manner 

Inconsistent 
compliance with 
applicable 
Federal or state 
laws or 
LACERA’s 
policies 

Potential for 
external audit 
issues and/or 
negative public 
perception 

Relatively 
important 

May or may not 
require immediate 
attention 

Low 

Low financial 
impact to 
LACERA or 
members 

Internal controls in 
place but not 
consistently 
efficient/effective 

Implementing / 
enhancing controls 
could prevent future 
problems 

General 
compliance with 
applicable 
Federal or state 
laws or 
LACERA’s 
policies, but 
some minor 
discrepancies 
exist 

Low probability 
for external audit 
issues and/or 
negative public 
perception 

Lower 
significance 

Does not require 
immediate 
attention 
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Appendix 3 

Key Objectives or Key Performance Indicator Risks Related to Objective Likelihood
H, M, L

Impact 
H, M, L

Management's controls over risk

Control 
Description 

Type
Automation 
Frequency

Control 
Effectiveness

1 (weak) -
 5 (strong) 

Auditor Comments

Key Controls: Documented policy & 
procedure. Complex matters are 
forwarded to the Legal Office.

Management's Comments: Policy & 
procedure documents are voluminous. 

Directive
Manual 

Transactional
2

Key Controls: Supervisor reviews all 
Legal Split payments prior to completion. 
Complex matters are forwarded to the 
Legal Office.

Management's Comments:  Policy & 
procedure documents are voluminous. 

Preventative
Manual 

Transactional
2

2A. Staff incorrectly process death related payments Low Low

Key Controls: Documented 
policy/procedures, system performs all 
calculations, majority of staff are highly 
experienced.

Management's Comments: Survivor 
payments are very straight forward / not 
complex calculations and are performed 
by the system.

Directive & 
Preventative
Automated

Transactional

4

2B. Delayed/unprocessed claims Medium Medium

Key Control: Service Level 
Expectation (SLE) Criteria and SLE 
Report, Death Log

Management's Comments: SLE 
report identifies pending claims that have 
not been processed within the required 
criteria. Death log track cases through 
completion (outside of the system).

Detective
Manual
Weekly

2

2C. Unclaimed Benefits Medium Low

Key Control: Unclaimed accounts are 
locked and can only be unlocked by Div. 
Manager. Those with unclaimed benefits 
are added to the "Persons of Interest" 
list.
Management's Comments: See 
above control

Preventative
Manual 

Transactional
2

3. Processing LACERA POA form 3. POA granted to ineligible person Low Low

Key Control: LACERA POA is a form 
created by LACERA that if properly 
filled out and witnessed or notarized, 
grants the necessary authority.

Management's Comments: See 
above control

Directive
Manual 

Transactional
4

Based on the risk & control 
analysis, no additional work at 
this time. 

Risk & Control Matrix for the Death Legal Unit

Based on the risk & control 
analysis, IA will be evaluating 
these risks in our upcoming 
Annual Risk Assessment. 

Based on the risk & control 
analysis, IA will be evaluating 

these risks in our upcoming 
Annual Risk Assessment. 

2.Processing death notifications and related payments

LowMedium
1. Staff inappropriately processes Legal Split 
payments. 

1. Processing payments as the result of Legal Splits.
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AC QUESTION: With regards to “Key Objective” #1 (above), who is the manager under “Mangement’s Comments?” The manager over the Unit 
or some other manager? I ask because he/she stated the P&Ps are voluminous without framing that comment. Complex operations can have related 
P&Ps that are voluminous. Does she or he think the P&Ps present an obstacle to training? Or operational success? 
RESPONSE: The comment was made by unit management and speaks to the complexity of the processes and related documents. 

AC QUESTION: With regards to “Key Objective” #4 (below), it would be interesting to know the relative percentage of times that the unit refers 
matters to the legal office. I say this because these legal documents are complex. Do the volumes warrant a paralegal within the unit itself? 
RESPONSE: Noted. Will consider in future audit. 

Appendix 3 

Key Objectives or Key Performance Indicator Risks Related to Objective Likelihood
H, M, L

Impact 
H, M, L

Management's controls over risk

Control 
Description 

Type
Automation 
Frequency

Control 
Effectiveness

1 (weak) -
 5 (strong) 

Auditor Comments

Key Control: 
Outside POAs are processed by the 
most skilled staff members. 

Management's Comments: External 
POAs are often complicated and DLU 
staff does not have the legal background 
to assess the document. Process and 
procedural documentation does not exist.

Preventative
Manual 

Transactional
2

Key Control: 
All outside POAs are reviewed by DLU 
Supervisor.

Management's Comments: Same as 
above. 

Preventative
Manual 

Transactional
2

Key Control: 
Staff can request asstiance from the 
Legal Office if needed.

Management's Comments: Same as 
above. 

Preventative
Manual 

Transactional
2

5. Queue Level Maintenance & Staff Productivity 5. Excessive back logs & low productivity Medium Medium

Key Control: Service Level 
Expectation (SLE) Criteria, SLE Report, 
Death Log, Weekly Production Report

Management's Comments: Down 
two staff and only one supervisor is 
performing reviews.  It is management's 
assumption that if SLE's are met then 
Queues should remain. Death log assists 
staff in meeting SLEs by providing a 
more efficient tracking process than 
Workspace. Weekly Production Report 
reports Queue levels, including new 
incoming and pending objects, and 
objects recently competed. 

Detective
Manual & 
Automated

Weekly

2

Based on the risk & control 
analysis, IA will be evaluating 
these risks in our upcoming 
Annual Risk Assessment. 

4. Processing External POA document 4. POA granted to ineligible person Medium Low

Based on the risk & control 
analysis, IA will be evaluating 

these risks in our upcoming 
Annual Risk Assessment. 

Risk & Control Matrix for the Death Legal Unit (continued)
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TO:  2021 Audit Committee
Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez 

Audit Committee Consultant 

Robert H. Griffin 

FROM: Richard P. Bendall  

Chief Audit Executive 

Christina Logan 

Principal Internal Auditor 

FOR: February 2021 Audit Committee Meeting 

SUBJECT: Information Security Update 

In December 2020, mainstream news organizations reported that SolarWinds, a major 

U.S. information technology (IT) firm, was the subject of a cyberattack that spread to its 

clients and had gone undetected for months. The hackers used the attack to spy on both 

private companies and governmental agencies, including FireEye, a major cybersecurity 

firm, the Department of Homeland Security, and the Treasury Department.  

Due to the significant impact of the attack on SolarWinds to companies and 
governmental organizations, the Information Security Office is presenting a set of 
five standard questions typically asked by Executives and Board Members after such 
an event with the answers tailored to LACERA.  

RPB:cl 
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Audit Committee 

Information Security Update
February 19, 2021

Bob Schlotfelt, CISSP
Interim Chief Information Security Officer
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Executive Summary
All organizations - public and private - even top cybersecurity firms and highly developed 
government agencies — can and are vulnerable to sophisticated threat actors. Cybercriminals and 
nation states, are working 24 hours a day on their craft.  

In the latest attack to draw major headlines, a highly skilled threat actor introduced malicious 
software (malware) into the routine systems updates to broadly used network monitoring and 
management software (SolarWinds).  This software integrates with a vast array of software and 
platforms in an organization who subscribes to their services.

For this update to the Audit Committee, the Information Security Office will address a set of 5 
questions typically asked by Executive/Board Leaders – While the questions are universal, the 
answers are specific to LACERA in a public forum.

Please follow along the next 5 slides.
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Are we affected? 

How vulnerable is LACERA to this campaign?

Where is it in our environment?

• If LACERA were a SolarWinds customer, we would be affected. 

The full magnitude of this event has yet to be fully publicized 

and may never be – It has raised the level of scrutiny and 

awareness across the Cyber Security community. 

• To that end - We ARE NOT a SolarWinds Customer. 
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If we were affected, how can we respond to and contain the 

attack?

• The malicious code that infected SolarWinds was included in a 

routine software update.  These type of updates or patches 

are sent out on a regular basis by most all software vendors.  

• The recommendation of SolarWinds was to “back out” the 

previous update and scan the systems for vulnerabilities.
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How can we limit the impact of the attack on LACERA?

• LACERA has instituted a process where updates and patches 

are received but install in testing or staging environments 

before released to the Production.

• This is a common practices and allows testing to ensure the 

update is not malicious, but also has not adversely affected 

any other systems or applications.
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LACERA may not be directly affected. What steps should 

you take anyway? Or steps already taken.

• We perform a 100% code review before any new release to 

our Production Environments

• We have fully deployed the Microsoft ATP (Advanced Threat 

Protection) to secure all endpoints and servers.

• We have reviewed all 3rd party vendors for their response and 

exposure to the SolarWinds incident.

• Move forward to expand the protection of accounts/users 

with Multi-Factor Authentication – to all Users – currently only 

the Systems Division. 



7

What are the larger issues at play here?

What else should we be thinking about?

• The larger issue here is that anyone is vulnerable to attack. The idea 

that it could never happen to us must be taken out of our 

vocabulary. 

• Enhanced monitoring and protection of privileged and administrator 

accounts.

• Minimum annual security reviews of all 3rd party vendors.

• Enhance our Security Awareness and Training Program.

• Develop, enhance and practice our Security Incident Response plan. 

• Require Mobile Device Management solution for all non-LACERA 

issued devices (Phones, Laptops, Tablets) – Block all unauthorized 

devices.
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Questions



5 key questions when you’re 
facing a potential breach

Leading companies — even top cybersecurity firms 
and government agencies — can be vulnerable to 
sophisticated threat actors. It’s a 24/7 workday for 
cybercriminals and nation states, after all.

In the latest attack to draw major headlines, a 
highly skilled threat actor inserted malware into 
updates to widely used network monitoring and 
management software that integrates with a wide 
range of enterprise software and platforms in an 
organization. A major cybersecurity firm was among 
those compromised and conducted an investigation 
that identified a broader campaign that had been 
underway for several months. This discovery led 
to the identification of affected organizations in the 
government, professional services, technology and 
telecommunication sectors in North America, Europe, 
Asia and the Middle East. 

This hack-via-software-update, which may have 
been underway since Spring 2020, draws attention to 
the security of software supply chains, as technical 
practitioners call it. Software supply chains seem 
simpler than the physical supply chains — no 
warehousing, no sourcing of materials, no shipping. 
Fewer things to disrupt, right? Wrong. 

Every step in the physical supply chains we’re familiar 
with has an analog in the software supply chain. The 
biggest difference is that a disruption or attack on 
the software supply chain can have an exponential 
impact on the entire supply chain. 

These are questions that CEOs and 
boards should be discussing with 
their CISOs and CIOs

Work closely with your CIO, CTO, and CISO, who 
will know if your organization relies on the software 
and service providers that were attacked. Ask them: 
Do we have the affected software in our network? 
Do we have a complete inventory of the affected 
software? What are we doing to hunt for signs that 
the threat actor may have actively targeted or moved 
within our environment?

The action will depend on whether your organization 
is a high-risk target or not. Your CISO is likely 
coordinating with the software and service providers 
that are issuing advisories. The security and IT 
teams will make this a priority as the events play out 
and more information becomes available about the 
nature of the attacks.

Ask them: What are we doing to investigate and 
remediate the affected software (turning off the 
affected systems, applying new patches)? Have 
we assessed the impact on our sensitive and 
confidential data? Do we need to activate our  
crisis management plan?

Are you affected? How vulnerable 
is your company to this 
campaign? Where is it in your 
environment?

If you’re affected, how can 
you respond to and contain 
the attack? 

1

2

Cyber attacks: 
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Learn more:  

• Cloud-based software supply chain security

• Build resilience for every scenario

• Stress test your resilience plans

• How boards can keep up with cyber risks

You need to assume that the sophisticated attacker 
has planned for a persistent threat. Ask your CISO: 
How do we make it harder for the attacker to 
succeed? Are there ways to make it costlier for the 
attacker to target us? How can we reduce the risks 
of a successful attack?

Organizations have a range of mitigation measures 
to limit the risks to their environment. 

• Segment network architecture to limit inbound 
and outbound connectivity.

• Apply additional network access controls. 

• Harden the server, e.g. audit, identify, close and 
control potential security vulnerabilities. 

• Limit account privileges. 

• Protect enterprise-wide credentials and enforce 
strong authentication and password settings.

The full extent of the campaign is not yet fully 
understood. The first manifestations — the 
theft of a cybersecurity firm’s hacking tools, the 
technique to gain access to victims’ networks via 
the software updates and releases, and the first 
related hacks into multiple government agencies 
— are just the beginning. As investigations 
continue, more details will emerge about the threat 
actor’s intent and objectives. 

Use the sharp, anxious curiosity you felt in the 
moment you first learned about this global attack. 
Even if your organization is not directly affected, this 
is a good time to check on three things with your 
CISO, CIO and CRO. 

• How is security built into the organization’s 
software supply chain lifecycle? A multi-layered 
protection model is necessary to defend against 
real-world attack trends and threat vectors. 

• Have you tested resilience plans for a wide 
range of threats? Forty percent of 3,249 
executives in our Global Digital Trust Insights 2021 
survey plan to increase resilience testing to help 
ensure that, if a disruptive cyber event occurs, their 
critical business functions will stay up and running. 

• Do you face concentration risks with your 
software and security providers? Weigh the cost-
and-scale advantages of consolidating services in 
one or few providers against concentration risks.

How can you limit the 
impact of the attack on 
your organization?

You may not be directly 
affected. What steps should 
you take anyway?

What are the larger issues at 
play here? What else should 
you be thinking about?

3

4

5

Even if you are not directly affected, you need to do 
two things:  

• Monitor activity around your critical assets, 
including data and business services. Visibility 
into these is what separates the prepared from the 
disrupted. Ninety-one percent of high-resilience 
companies maintain an accurate inventory of 
assets and refresh the list as needed, compared to 
only 47% of the rest.

• Find out who may be affected among your 
suppliers, business partners and third parties, 
particularly those whose systems connect to your 
networks. Assess any concentration of software 
risks in your ecosystem.

Contacts

https://www.pwc.com/us/en/services/alliances/microsoft-business-applications/supply-chain-security.html
https://www.pwc.com/gx/en/issues/cybersecurity/digital-trust-insights/cyber-resilience.html
https://www.pwc.com/us/en/library/risk-management-leader.html
https://www.pwc.com/us/en/governance-insights-center/publications/assets/pwc-covid-19-how-boards-can-keep-up-with-cyber-risks.pdf
https://www.pwc.com/us/en/services/alliances/microsoft-business-applications/supply-chain-security.html
https://www.pwc.com/us/en/services/alliances/microsoft-business-applications/supply-chain-security.html
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/global-digital-trust-insights/cyber-resilience.html
https://www.pwc.com/us/en/services/consulting/cybersecurity/raising-resiliency-quotient.html
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TO:    2021 Audit Committee 

Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez 

      

    Audit Committee Consultant  

Robert H. Griffin  

   

FROM: Richard P.  Bendall   

  Chief Audit Executive 

Christina Logan  

Principal Internal Auditor 

 

Kristina Sun  

   Senior Internal Auditor   

 

 

FOR: February 19, 2021 Audit Committee Meeting   

  

SUBJECT:  Audit Planning for Fiscal Year 2021-2022 

 

According to the Institute of Internal Auditor’s International Standards for the 
Professional Practice of Internal Auditing (Standards), the Chief Audit Executive 
(CAE), must establish risk-based plans to determine the priorities of the internal audit 
activity and ensure audit resources are appropriately allocated to address top priorities 
and key risk areas for the organization. Generally, audit plans are developed in three 
phases: define / refine the audit universe, assess the risks, and develop the plan.  
 
This year because of the 2020 changes to the Audit Committee’s Charter, we broke 
the first phase into two sections – 1) propose a draft audit plan and budget, and 2) 
define/refine the audit universe. The first section is addressed in more detail in the 
Internal Audit Proposed FYE 2022 Budget memo.  
 
We will be presenting the Audit Committee a summary of the Audit Planning Process, 
and then delve into Defining / Refining the Audit Universe by understanding current 
risks and risk environment as reported by the IIA.  

Attachments  

RPB:cl:ks 
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Today’s Agenda

Internal Audit February 12, 2021 2

Audit Planning

OnRisk 2021

• IIA’s Methodology

• Understanding Risk 

• Aligning Risk

• Optimizing Risk 



Audit 
Planning
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Overview of Internal Audit Process
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RISK 

ASSESSMENT 
AUDIT PLAN PLANNING

FIELDWORK & 

DOCUMENTATION

REPORT TO 

AUDIT 

COMMITTEE

ASSESS DEVELOP & REVIEW PLAN REPORT & TRACKEXECUTE

 Perform risk 

assessment.

 Measure the risk of 

each areas identified in 

the audit universe and 

assign a risk rating 

(High, Medium, Low)

 Establish a schedule 

of audits by 

process/area based 

on annual risk 

assessment and 

previous year’s audit 

results.

 Determine staffing 

needs.

 Audit engagement 

memo sent to all 

divisions being 

audited.

 Internal Audit meets 

with division/area 

management to 

review risks areas 

and determine audit 

scope.

 Internal Audit 

performs audit.

 Findings reviewed 

with division/area 

management.

 Exit meeting held to 

finalize audit findings 

and review 

management’s plan 

for remediation.

 Complete audits 

reported to Audit 

Committee.

 Outstanding audit 

finding tracking report 

shared with Audit 

Committee.

 Status of annual audit 

plan presented to Audit 

Committee.

AUDIT UNIVERSE

DEFINE

 Evaluate current audit 

universe by utilizing 

multiple sources of 

information.

 Update audit universe 

to include added or 

removed audit ideas.

Audit Plan ExecutionAudit Planning



Annual Audit Planning Timeline for FYE 2022
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• Reviewed AC & IA Charters

• Reviewed recent audits & 

recommendations

• Evaluate current risks in industry 

• Evaluate recent organizational changes 

• Evaluate if needed to update universe

• Evaluate current risks in industry 

• Understand the organization’s strategic 

plan & risk areas

• Input from Audit Committee 

• Review proposed Budgets & Highlights

• Send risk surveys to Division Managers

• Interview Division Managers and staff

• Measure the risk of each area identified 

in the audit universe
• Establish an Audit Plan 

• Determine staffing needs

• Obtain Executive Office & Audit 

Committee approval 

Propose Audit Plan & Budget

Define/Refine Audit Universe 

Develop Audit Plan 

Assess Risk 

February 

Meeting

April 

Meeting

June

Meeting



Audit Universe by Organization Structure
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Administration

Investments

Members 

Operations 

Group

Executive 

Member 

Services

Benefits 

Services

Communi

cations 

Quality 

Assurance

Disability 

Retirement

Retiree 

Healthcare

Information 

Systems 

Human 

Resources

Finance & 

Accounting 

Services 

Administrative 

Services

Legal 



Sample Risk Assessment Survey
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Sample Audit Universe + Risk Assessment Matrix 
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Division Key Objective 

BCP 

CRITICAL  

(Per DM)

AUDIT 

CYCLE

PRIOR 

AUDIT 

YEAR  

PRIOR 

AUDIT 

RATING

FINANCIAL 

IMPACT
OPERATIONAL COMPLIANCE REPUTATIONAL

EXECUTIVE

/AC 

CONCERN

PANDEMIC

IMPACT

OVERALL 

RISK 

RATING

EFFECTIVENESS 

OF KEY 

CONTROLS

RESIDUAL 

RISK

Admin Services Objective #1

Admin Services Objective #2

Admin Services Objective #3

Admin Services Objective #4

Admin Services Objective #5

FASD Objective #1

FASD Objective #2

FASD Objective #3

FASD Objective #4

FASD Objective #5

HR Objective #1

HR Objective #2

HR Objective #3

HR Objective #4

HR Objective #5

A
d

m
in

is
tr

a
ti

o
n

Low Medium High

Risk Areas 

Y 

or 

N

Annual 

3Yr

5Yr

7Yr



Prior Year Audit Plan 
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Current Risks 
In Industry
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OnRisk 2021 Report

Published by the Institute of Internal Auditors (IIA) in December 2020
• Identified 11 key risks organizations face for 2021 and beyond

• Brought together key risk management players: Board, Management/C-Suite, and 
Chief Audit Executives (CAEs)

• Focused on personal knowledge, organizational capability, and organizational risk 
relevance

February 12, 2021Internal Audit 11



IIA’s Methodology
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Surveys and 
Interviews

Unique approach 
bringing together 

views from various 
perspectives

90 in-depth interviews 
divided equally among

- 30 Board members

- 30 Executive management

- 30 CAEs/internal audit 
functions

Nearly 350 survey 
responses

*Data and survey results discussed in this presentation were obtained from IIA’s OnRisk 2021 Report



Understanding 
Risk
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Top Risks for 2021

 Cybersecurity

 Third party

 Board information

 Economic and Political
Volatility

 Disruptive innovation

 Business continuity and 
crisis management

 Data governance

 Culture

 Organizational 
governance

 Talent management

 Sustainability

February 12, 2021Internal Audit 14



COVID-19 Impact on Risk Management
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"COVID-19 has been an unexpected, unwelcomed, and unstoppable 
test of risk management" - IIA

• Exposes the strengths and weaknesses of risk management and governance

• Tests management's agility and flexibility to manage through crisis

Disruptive Innovation has transformed business processes, culture, and 
customer experiences to meet the demands of a post-COVID-19 world.



Aligning 
Risk
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Risk Management Ratings 
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Key Take-Aways:

Strong alignment among all three risk management players on Organizational Capability and Personal Knowledge.

Management/C-Suite is not aligned on Organizational Relevance. 
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Key Take-Aways: 

Board and CAE are more closely aligned on organizational relevance ratings for each risk.

Board and CAE assign more relevance to each risk than management/C-suite does. 
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INTRODUCTION

Risk  

The possibility of an event occurring that will have  
an impact on the achievement of objectives. 

— IIA International Professional Practices Framework (IPPF)

Risk is part and parcel to modern economic theory. Indeed, nearly from the beginning of organized society, the 
push to recognize, leverage, and manage risk has driven humankind to excel. As social, business, and government 
institutions have become more complex, global, and entwined, mastering the art and science of risk management 
has become ever-more imperative — and elusive.

Last year, The Institute of Internal Auditors published OnRisk 2020: A Guide to Understanding, Aligning, and 
Optimizing Risk, which for the first time brought together essential perspectives of boards, management, and chief 
audit executives (CAEs) — the three key players in risk management. Through a series of interviews with members 
of all three groups, along with a survey of CAEs, OnRisk 2020 offered a unique and insightful examination of the 
interactions and views of those who most directly affect risk management. The inaugural guide was designed to 
improve alignment among these three risk management players by measuring their views on top risks, based on 
personal knowledge and organizational capability to manage those risks. OnRisk 2021 adds key players’ views  
on organizational risk relevance as a factor in measuring alignment. 

Observations gleaned this year show improved alignment on key risk knowledge and capability, but potential 
misalignment on how relevant some risks are viewed. The report also examines where organizations turn for 
assurance over risk management. 

No examination of risk in 2020 would be complete without addressing the influence of COVID-19. Beyond the  
obvious fallout from shuttering the global economy for extended periods, response to the pandemic contributed  
to generally improved alignment among risk management players on business continuity, risk management, 
and communications. The pandemic also exposed the strengths and weaknesses of how organizations manage 
disruption. However, COVID-19’s most influential long-term impact may be the marked acceleration of technology’s 
positive and negative effects on cybersecurity, talent management, economic and political volatility, and  
disruptive innovation.
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THE ONRISK APPROACH

The OnRisk approach uses an innovative methodology that uniquely brings together the perspectives of major 
contributors to organizational risk management. Alignment of these players’ views on risk knowledge, capability,  
and relevance is a significant step toward achieving strong risk management in support of effective governance.

The methodology employed qualitative interviews of 30 board members, 30 C-suite executives, and 30 CAEs from 
90 different organizations. Further support came from a quantitative survey of CAEs, which drew 348 responses.

The combination of qualitative and quantitative research provides robust data sets to examine top risks facing  
organizations and allows for both objective data analysis and subjective insights based on responses from risk  
management leaders. Further detail regarding the OnRisk methodology and how to use and leverage this report,  
as well as details explaining the Risk Stages Model developed in conjunction with OnRisk can be found in the  
appendices of this report.
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TOP RISKS, 2021

The 11 risks were selected from a wide assortment that are likely to affect organizations in 2021 and vetted  
through in-depth interviews with board members, management, and CAEs. Some of the risks are unchanged from 
the inaugural OnRisk report, some descriptions have been updated, and other risks are new to the list. These risks 
should be relevant universally, regardless of an organization’s size, industry, complexity, or type. However, this list 
does not cover all the significant risks in every organization; risks excluded from this analysis may have particular 
relevance — even significant relevance — to organizations, depending on their specific circumstances. 

CYBERSECURITY: The growing sophistication and variety of cyberattacks continue to wreak havoc on 
organizations’ brands and reputations, often resulting in disastrous financial impacts. This risk examines whether 
organizations are sufficiently prepared to manage cyber threats that could cause disruption and reputational harm.

THIRD PARTY: For an organization to be successful, it has to maintain healthy and fruitful relationships with 
its external business partnerships and vendors. This risk examines organizations’ abilities to select and monitor 
third-party relationships.

BOARD INFORMATION: As regulators, investors, and the public demand stronger board oversight, boards 
place greater reliance on the information they are provided for decision-making. This risk examines whether 
boards feel confident that they are receiving complete, timely, transparent, accurate, and relevant information.

SUSTAINABILITY: The growth of environmental, social, and governance (ESG) awareness increasingly influences 
organizational decision-making. This risk examines organizations’ abilities to establish strategies to address 
long-term sustainability issues.

DISRUPTIVE INNOVATION: We are in an era of innovative business models, fueled by disruptive technologies. 
This risk examines whether organizations are prepared to adapt to and/or capitalize on disruption.

ECONOMIC AND POLITICAL VOLATILITY: National elections, multinational trade agreements, new or 
extended protectionary tariffs, and uncertainty around timing of routine macroeconomic cycles all create 
volatility in the markets in which organizations operate. This risk examines the challenges and uncertainties 
organizations face in a dynamic and potentially volatile economic and political environment.

ORGANIZATIONAL GOVERNANCE: Governance encompasses all aspects of how an organization is directed 
and managed: the system of rules, practices, processes, and controls by which it operates. This risk examines 
whether organizations’ governance assists or hinders achievement of objectives.

DATA GOVERNANCE: Organizations’ reliance on data is expanding exponentially, complicated by advances in 
technology and changes in regulations. This risk examines organizations’ overall strategic management of data: 
its collection, use, storage, security, and disposition.

TALENT MANAGEMENT: A growing gig economy, dynamic labor conditions, and the continuing impact of 
digitalization are redefining how work gets done. This risk examines challenges organizations face in identifying, 
acquiring, upskilling, and retaining the right talent to achieve their objectives.

CULTURE: “The way things get done around here” has been at the core of a number of corporate scandals. 
This risk examines whether organizations understand, monitor, and manage the tone, incentives, and actions 
that drive the desired behavior.

BUSINESS CONTINUITY AND CRISIS MANAGEMENT: Organizations face significant existential challenges, 
from cyber breaches and pandemics to reputational scandals and succession planning. This risk examines 
organizations’ abilities to prepare, react, respond, and recover.

05< BACK TO TOC



KEY 
OBSERVATIONS
The research for OnRisk 2021 provides a snapshot of how the principal drivers of risk management interact and 
which risks pose the greatest challenges to their organizations. Analyses of the data led to the identification of five 
key observations that shed light on how risks are understood and how an organization’s ability to manage risk is 
perceived. In-depth examinations of these observations are found later in this report.

•  Business continuity and crisis management and cybersecurity are the top-rated risks for 2021.  
    Unprecedented challenges brought on by the COVID-19 pandemic as well as expanding reliance on technology
    and data drove these two risks to the top of the list. They often were paired as some cyber threats were  
    heightened by the sudden relocation of employees to less secure work-from-home environments as well as 
    an intense shift to e-commerce brought on by the pandemic response. 

•  Two risks offer priorities for organizational improvement. All respondents rated disruptive innovation and 
    talent management among the most relevant risks. Yet, C-suite respondents ranked their personal knowledge 
    and the organization’s capabilities related to these risks among the lowest. 

•  Management perceptions on risk relevance are generally not aligned with boards and CAEs. 
    Board members and CAEs were largely aligned on their perception of the relevance of risks included in 
    OnRisk 2021. However, management relevance rankings were lower overall, with an especially large gap in the 
    perception of governance and economic and political volatility. Indeed, the C-suite assigned higher relevance 
    to operational risks such as talent management, culture, and business continuity. 

•  Perceptions on capability to manage risks are more aligned. This year, responses were more tightly clustered
    in ranking organizational ability to manage risk. The board overconfidence noted in last year’s report appears to
    have eased. Responses to COVID-19, which focused in part on renewed risk assessments and more frequent 
    communication and collaboration among risk management players, likely drove stronger alignment on 
    organizational strengths and weaknesses.

•  Management sees organizational governance as a less relevant risk than do boards and internal audit. 
    The disparity in relevance rankings for organizational governance as a risk is significant and telling. Management’s
    lower relevance ranking on this risk, combined with its higher rankings on personal knowledge and organizational
    capability, signal management overconfidence in this area and a disconnect from boards and CAEs. 
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KEY 
OBSERVATIONS EXPLAINED
The five key observations are examined in-depth in the following pages. As noted previously, the qualitative and 
quantitative surveys for OnRisk 2021 were intended to elicit candid perspectives on the nature and understanding of 
risk management through the eyes of its three principal drivers. The analyses of the data reveal essential insights into 
interactions and alignment among respondents, leading to enlightening conclusions about how those interactions 
and alignments impact risk management.

07< BACK TO TOC



PANDEMIC RESPONSE DRIVES  
RELEVANCE RATINGS ON RISKS

Source:  
OnRisk 2021  
qualitative survey.  
n = 90.

Based on both qualitative and quantitative surveys,  business continuity 
and crisis management and cybersecurity were the two most relevant risks 
among OnRisk respondents, which reflects 2020’s unique context. The clear 
and present risk associated with keeping the doors open was rated right 
alongside the ever-expanding risk related to cyber threats (Figure 1).

Close to 9 in 10 (87%) board members ranked business continuity and crisis 
management as highly or extremely relevant, while more than 9 in 10 (93%) 
CAEs rated it as highly or extremely relevant. However, far fewer members of 
the C-suite identified it as such, with just more than 6 in 10 (63%) describing 
it as highly or extremely relevant. Generally, C-suite respondents assigned 
lower relevance rankings for all risks examined.

CAE rankings skewed the overall cybersecurity rating higher, with 90%  
rating it as highly or extremely relevant. However, board members put other 
risks ahead of cybersecurity, rating culture, talent management, board  
information, and organizational governance as more relevant. The C-suite 
gave cybersecurity its second highest rating overall, but a lower percentage 
rated it as highly or extremely relevant (73%).

Board and C-suite respondents rate their level of personal knowledge lowest when it comes to cybersecurity. This may 
reflect continued uncertainty about a risk that is constantly evolving via technological advancement and related disruptive 
innovation. CAEs continue to be outliers in rating themselves significantly higher in knowledge about this risk. The three 
respondent groups were aligned and not particularly confident about organizational capability to manage cyber risks. On 
average, fewer than half of respondents (46%) rated their organizations as very or extremely capable.

COVID-19’s influence on the relevance of these two risks is not surprising. The pandemic’s existential threat to organizations, 
combined with the extreme measures taken to cope with the deadly virus, created new cyber vulnerabilities. For example, 
the newly ubiquitous work-from-home environment introduced the monumental task of enforcing cyber-safety protocols for 
entire offsite workforces. The perceived relevance and urgency of cyber-related risks was heightened further by changes to 
operations, mitigating the vulnerabilities of popular communications software, managing customer and vendor relationships 
strictly online, and internal audit’s inability to perform on-site visits.

 “COVID definitely 
   heightens the risk... 
   showing financial 
   documents on 
   Zoom calls.”

  –Board
     Manufacturing/Utilities

Figure 1: ONRISK 2021 RISK RATINGS – ALL  RESPONDENTS
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PRIORITIES FOR ORGANIZATIONAL 
IMPROVEMENT

Among all respondents, talent management and disruptive innovation emerged among the most relevant risks. Yet,  
C-suite respondents gave their lowest ratings to personal knowledge and organizational capabilities related to those risks.  
This discrepancy reveals two areas ripe for organizational improvement. The following comparison offers a simple but powerful 
insight into areas of potential risk management weakness. The X-axes in the graphics below (Figures 2 and 3) reflect relevance 
assigned by C-suite respondents to each of the 11 identified key risks. The corresponding Y-axes reflect management’s rankings 
on either their personal knowledge or the organization’s capabilities to manage each risk. The lower right quadrants of each 
graph represent areas of high significance but low knowledge or capability. The appearance of talent management and disruptive 
innovation in the lower right quadrants of both graphs (highlighted) visually depicts that these risk areas offer the greatest 
opportunities for improvement.

Talent management, disruptive innovation emerge as clear areas for improvement. 

AREAS FOR IMPROVEMENT: C-SUITE

Source:  
OnRisk 2021  
qualitative survey.  
n = 30.

Source:  
OnRisk 2021  
qualitative survey.  
n = 30.

LEARNING OPPORTUNITIES: C-SUITE

Figure 2: 

Figure 3: 

09< BACK TO TOC



PRIORITIES FOR ORGANIZATIONAL IMPROVEMENT 
continued

The timing of the surveys for the OnRisk 2021 report likely influenced the relevancy ratings for both talent  
management and disruptive innovation. COVID-19 pressed management into making difficult decisions on talent 
management. Similarly, management recognized and reacted to the potential impacts of continued disruptive 
innovation at a time when many organizations were particularly vulnerable to competition and felt pressure to 
quickly adopt new technology to support recovery. However, management’s acknowledged lack of confidence 
in personal knowledge and organizational capabilities related to both areas cannot be dismissed.

TALENT MANAGEMENT
Identifying, hiring, and retaining top talent is a perennial and global challenge. Responding to COVID-19 added 
significant complexity to this risk category as organizations scrambled to react to lockdowns, related supply-chain 
and cash-flow disruptions, and an exodus of employees from traditional work sites. Pay cuts, furloughs, and workforce 
reductions followed as the pandemic’s effects stretched from days to weeks to months.

This significant disruption to talent management, as well as its impact on morale, productivity, and workplace culture, 
will have both short- and long-term implications for organizations. Three areas offer evidence of its potential disruption.

1. As organizations have quickly adopted new technologies to adapt to the pandemic, finding talent with new or 
    modified skills has been critical. Organizations that responded most nimbly and effectively to this challenge may be 
    more likely to emerge from the pandemic in a position of strength.

2. The work-from-home phenomenon has fundamentally changed how organizations recruit and manage talent. 
    This accelerated evolution in the employment contract has positive and negative implications. While having a 
    majority of the workforce operating in home settings posed significant immediate challenges in technology, 
    cybersecurity, and logistics, it all but eliminated the limitation of geographic considerations when identifying 
    and hiring the right talent. What’s more, generous work-from-home options may become standard if organizations
    hope to compete for top talent in the future.

3. The “new normal” for employment has complicated the work-life balance equation, yielding multiple talent 
    management implications related to paid time off, productivity, morale, and workplace culture.

DISRUPTIVE INNOVATION
As organizations felt pressure to find new ways to operate effectively under pandemic-related restrictions, they accelerated 
the adoption of new technologies and abandoned cautious “wait-and-see” approaches to innovation, at least in the short 
term. This response bodes well for organizations that can make the leap successfully. However, the pandemic response  
exposed a potentially significant weakness: practically nothing will slow the pace of technological innovation and its  
related disruptions; yet, organizations appear ill-prepared to leverage or manage this risk.

Technology-driven assaults have dismantled legacy business models and built some of the 21st century’s most recogniz-
able brands — Uber, Amazon, Apple, Netflix. What’s more, the greatest acceleration of disruption will likely come from 
combining powerful technological advances, such as SpaceX’s Starlink project, which promises to bring low-cost internet 
services to remote areas of the world through a fleet of orbiting communication satellites. Organizations that embrace 
new technology and become leading-edge trailblazers will be best positioned to succeed. This will require 21st century 
management that not only understands and leverages disruptive innovation, but also nurtures it.  
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MANAGEMENT NOT ALIGNED  
ON RISK RELEVANCE
The introduction of relevance in OnRisk 2021 as a measure of overall risk management provides important 
insights into governance. Overall, there is strong alignment among all three risk management players on personal 
knowledge and organizational capabilities relative to the 11 key risks examined in the report. However, the average 
ratings for how relevant the risks are to organizations were better aligned between boards and CAEs (75% and 74%, 
respectively), than management’s rating (57%) (Figure 4).

A detailed breakdown of relevance ratings further evidences that the board assigns more relevance to each risk than 
management does. A closer look also reveals which risks were most relevant to each group (Figure 5). For example, 
while talent management and culture appeared to be highly relevant to both the C-suite and the board, the board’s 
relevance score exceeded that of management by about 20 points for each. Also, both groups rated business  
continuity and crisis management with high relevance, but boards rated the risk about 25 points higher than  
management did. The two groups were most closely aligned on the relevance of cybersecurity risk. However, the risk 
clearly topped the relevance list for C-suite respondents, while it was the sixth most relevant risk for board members.

AVERAGE RATINGS BY 
RESPONDENT GROUP

Figure 4: 

ORGANIZATIONAL RELEVANCE
Figure 5: 

Source:  
OnRisk 2021  
qualitative survey.  
n = 90.

Source: OnRisk 2021 qualitative survey. n = 90.
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GREATER OVERALL ALIGNMENT  
ON CAPABILITY

Perceptions on organizational capability to manage risks are more aligned compared to 2019, primarily due to lower 
rankings by boards this year in several risk areas (Figure 6), including talent management, board information, and data 
governance (previously data ethics, data protection, and data and new technology). This does not necessarily signal loss 
of confidence, but more likely a more realistic understanding of these risk areas. It is likely the pandemic prompted greater 
communication and fresh assessment of risks and capabilities. This is supported by board members rating their personal 
knowledge of risks on average higher this year compared to 2019.

Boards no longer outliers on ability to manage risks.

ORGANIZATIONAL CAPABILITY
Figure 6: 

Source: OnRisk 2021 qualitative survey. n = 60.
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MISALIGNMENT  
ON ORGANIZATIONAL  
GOVERNANCE RISK

Management sees organizational governance risk substantially differently than do boards. C-suite respondents 
ranked their personal knowledge of the risk and the organization’s ability to manage it slightly higher than boards did but 
ranked the risk much less relevant (Figure 7). This ranking pattern is illuminating.

Governance encompasses all aspects of how an organization is directed and managed, and it is commonly viewed as a 
useful barometer of management performance. Indeed, the strength of an organization’s overall governance drives its 
ability to achieve its objectives.

The gap between the relevance rankings by management and the board should not be easily dismissed. Slightly more 
than 5 in 10 C-suite respondents ranked the relevance of organizational governance risk as highly or extremely relevant.  
In contrast, about 8 in 10 board respondents ranked it at those levels. This gap, about 25 points, signals a disconnect.  
This gap combined with management’s higher ranking on personal knowledge and organizational capabilities reflect that 
management is either overconfident when it comes to organizational governance risk or simply unaware of the level of 
concern from board members in this area. 

C-suite respondents rated their personal knowledge and organizational capabilities to manage organizational
governance risk higher than the board and internal audit. They also rated the relevance lower than both risk 
management partners.

Management ranks knowledge and capability higher, relevance lower than do boards.

ORGANIZATIONAL GOVERNANCE
Figure 7: 

Source: OnRisk 2021 qualitative survey. n = 60.
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COVID-19’S IMPACT ON   
RISK MANAGEMENT
COVID-19 has been an unexpected, unwelcomed, and unstoppable  
test of risk management. Like no other event in recent memory, the  
pandemic is compelling organizations to examine risk management  
practices and performance in the struggle to excel, remain competitive,  
or simply keep the doors open. 

What’s more, no organization is being spared, and no two organizations 
are impacted in the same way. COVID-19 creates unique risk management 
challenges and opportunities for organizations large and small, public and 
private, established and start-up. It exposes the strengths and weaknesses of 
each organization’s risk management and governance, as well as their agility 
and flexibility to manage through crisis. It stimulates leaders to imagine 
what success and competition will look like in a post-COVID-19 business 
environment that promises to be dramatically different.

Indeed, the pandemic’s impact is evident in all aspects of our existence, from 
how it blurs the line between work and home to how it continues to redefine 
social interaction. Video chat platforms are the new boardroom and happy 
hour bistro. Face masks are killing lipstick sales but booming as fashion 
accessories. Amazon, UPS, and FedEx trucks invade neighborhoods as the 
2020 version of ice cream trucks.

Data from the OnRisk 2021 surveys affirms some anticipated pandemic 
impacts, such as organizations focusing more on short-term, operational 
risks. It also tells of improved risk awareness and alignment among risk 
management players. But the most impactful revelation may be emerging 
signs of accelerating adoption of new technologies, a movement that 
promises to fundamentally change how work gets done. One C-suite 
respondent described this acceleration as “advancing the technology  
scale a few years in just a few months.”

The short- and long-term impacts of this race to embrace disruptive 
innovation will be diverse and difficult to predict as implementation of 
technology can be fickle and frustrating even under the best circumstances. 
Transforming business processes, culture, and customer experiences at warp 
speed to meet the demands of a post-COVID-19 world will invariably lead  
to as many disastrous mistakes as happy accidents. It will almost certainly 
lead to new, as yet unforeseen risks, which organizations must be  
prepared to manage.

OnRisk 2021 data and additional research by The IIA bear out another moral 
from the pandemic. Organizations that invested in building strong internal 
relationships and technology pre-COVID-19 were best able to withstand 
the pandemic’s challenges and uncertainties. This lesson is critical to 
organizations as they emerge from COVID-19’s long shadow. Those that can 
successfully build and nurture alignment while advancing a clearly defined 
digital agenda will be best positioned to thrive in the pandemic’s aftermath.

“It’s amazing how [disruptive
  innovation] is driven by this
  virus. We’re advancing the
  technology scale a few years
  in just a few months. Fueled
  disruptive innovation will  
  impact virtually every 

  business.”

 – C-suite, Insurance 
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RISK ASSURANCE AND THE  
THREE LINES MODEL
The Three Lines Model (Figure 8) is designed to help organizations identify structures and processes that facilitate 
strong governance and risk management. The new model, an update of the Three Lines of Defense, published by 
The IIA in July 2020, provides particular clarity to questions of assurance. The principles-based model identifies 
appropriate structures, processes, and roles that enable accountability from the governing body, actions (including 
managing risk) from management to achieve organizational objectives, and assurance from an independent and 
objective internal audit function.

In clearly delineating roles to accomplish accountability, actions, and assurance, the model offers important  
guidance on assurance and the value of “improvement through rigorous inquiry and insightful communication”  
that an independent internal audit function provides.

Yet data from both qualitative and quantitative OnRisk 2021 surveys suggest that truly independent assurance is 
often lacking, and the sources of assurance are typically inconsistent. Leaders generally feel the level of assurance 
they are getting is satisfactory, regardless of where it comes from. However, this laissez-faire approach fails to 
address the value of an independent assurance assessment.

KEY:

Accountability, reporting

Delegation, direction,
resources, oversight

Alignment, communication
coordination, collaboration

Governing body roles: integrity, leadership and transparency

The IIA’s Three Lines Model
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First line roles:  
Provision of 

products/services
to clients;

managing risk

Second line roles:  
Expertise, support, 

monitoring and
challenge on

risk-related matters

Third line roles:  
Independent and

objective assurance
and advice on all
matters related to
the achievement

of objectives

GOVERNING BODY
Accountability to stakeholders for organizational oversight

MANAGEMENT
Actions (including managing risk) to achieve 

organizational objectives

INTERNAL AUDIT
Independent assurance

Copyright © 2020 by The Institute 
of Internal Auditors, Inc. All rights 
reserved.

Figure 8: 
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Internal audit coverage of key risks is considerable, but far from complete. CAEs report 
they provide assurance for each key risk examined in OnRisk 2021, but the percentage of 
those that do drops dramatically beyond cybersecurity, third party, business continuity and 
crisis management, and data governance (Figure 9). CAEs also report minimal assurance  
services in the areas of economic and political volatility and disruptive innovation, both of 
which were rated as higher in relevance by the group.

What’s more, when compared to risk relevance rankings by the C-suite, internal audit  
provides minimal assurance on two of the C-suite’s top three risks (see Figure 5 on page 11). 
This incomplete coverage may be due to limitations on resources, skills, or scope of work.

Yet another factor influencing assurance is the use of internal audit as a consulting service. Organizations rely increasingly 
on internal audit’s enterprisewide knowledge and perspectives on risk to provide advisory services. Unless sufficiently 
resourced, this practice can shift assets away from traditional assurance services. OnRisk 2021 respondents offered a variety of 
perspectives on internal audit’s role within the organization. Some board and management respondents retain archaic views of 
internal auditors as accountants who provide little more than “tick-the-box” services or “police” who cannot be trusted as true 
business partners. Others point to organizational culture and weak internal audit leadership as contributing factors.

• Ensure internal audit’s scope of work reflects the organization’s assurance needs. 
   Internal auditors must do more than just check boxes. 

• Ensure internal audit reports directly to the board to create more transparency 
   and improve information sharing.

• Ensure the audit team is well rounded and staffed with knowledgeable, confident, 
   and assertive practitioners. 

• Focus on obtaining high-quality assurance services from internal audit, 
   not just consulting services.

• Clarify roles for internal and external auditors.

“Generally speaking,  
  I’d say it’s enough.  
  We haven’t had  
  any major issues  
  with it…so far,  
  so good.”

 – C-suite, Finance 

ASSURANCE INSIGHTS
Q7. Which of the following risks do you provide or anticipate  

providing assurance on in 2020 and/or 2021?

C-suite respondents rated talent
management and culture among

their top 3 risks.

Figure 9: 

TIPS ON ASSURANCE 
OnRisk 2021 respondents offered a number of recommendations to improve assurance services and processes.

Figure 10: 

“ I’ve seen a big difference
   in companies in terms of
   the role of IA. In some
   cases, they’re a policeman,
   people don’t really like
   them. In other cases they’re
   a real business partner to
   improve controls and seen
   as a resource for  
   well-trained employees.”

   – Board, Retail/Grocery

Source: OnRisk 2021 quantitative, n = 348., OnRisk 2021 qualitative, n = 30.

Source: OnRisk 2021 qualitative survey. n = 90.
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RISKS
THE

Managing risk is the art of building value by understanding what can be gained or lost 
from action or inaction, the foreseen or the unforeseen, the planned or the unplanned. 
Those who know what they don’t know can ask questions. Those who don’t know what 

they don’t know are paralyzed. This section examines key observations related to individual 
risks; recommends actions to be taken by the board, management, and CAE to enhance risk 
management efforts; and identifies the developmental stage of each risk. More information 

about the methodology that supports these observations and the definitions that determine 
the stages of risk can be found in the appendices.
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THE RISKS

CYBERSECURITY 

Analysis: 
More members of management see cybersecurity 
as being highly relevant to their organizations than 
any other key risk. However, knowledge of this 
highly impactful risk remains particularly low among 
members of both the board and management.  
This low level of knowledge likely stems from the 
ever-evolving nature of cyber threats. All parties align 
in perceiving organizational capability to be quite low, 
especially when compared to the relevance of the risk.  

Actions: 
C-suite: Dedicate necessary internal and/or external resources to consistently evaluate emerging 
cyber threats, get complete perspectives on current status, and provide transparent and thorough 
updates to the board.

Board: Ensure that appropriate time is allocated in meeting agendas for management, internal  
audit, and potentially outside subject matter experts to educate members of the board with a  
realistic perspective on emerging cyber threats, organizational efforts, and existing vulnerabilities.

CAE: Identify opportunities to educate management and the board on emerging cyber risks and 
perform routine evaluations of all risk management functions related to cybersecurity.  

R E L E VA N C E

C-SUITE

BOARD

CAE

Moved from Recognize to Develop

RISK STAGE
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THIRD PARTY

Analysis: 
CAEs and members of the C-suite are in agreement 
about organizational capability to manage third-party 
risk. However, board members are more confident. 
Surprisingly, fewer C-suite respondents than board 
members or CAEs consider third-party risks to be 
highly relevant.   

Actions: 
C-suite: Management should ensure that a comprehensive list of third-party arrangements is  
maintained and that a risk-based approach is developed and followed to procure and monitor 
third-party relationships.

Board: Evaluate internal audit plans to ensure that adequate resources are allocated to  
third-party risks. Set expectations that management periodically communicates the status of key 
third-party relationships.

CAE: Periodically and regularly evaluate management processes related to establishing and  
monitoring third-party relationships. Consider including engagements to review third-party  
relationships that are operationally or strategically important to the organization.  

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

Remained in Explore
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BOARD 
INFORMATION

Analysis: 
All parties are aligned regarding organizational  
capability to manage risks related to the quality of  
information provided to boards. Not surprisingly, 
board members rate themselves as more  
knowledgeable about this risk category.

Actions: 
C-suite: Enhance communication to ensure transparent, complete, and timely information is  
provided to the board, particularly regarding key risks.

Board: Set expectations with management and CAEs about the level of information to be provided. 
Be willing to communicate if excessive amounts of information overwhelm clear messaging. Seek 
independent assurance related to the quality of information provided.

CAE: Evaluate information provided to the board, noting inconsistencies or omissions. Inquire  
with board members about the quality of information being provided, and be willing to contribute  
an objective assessment.

RISK STAGE

R E L E VA N C E

C-SUITE

BOARD

CAE

Moved from Develop to Maintain

THE RISKS
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SUSTAINABILITY

Analysis: 
All parties are reasonably well aligned with regard 
to organizations’ capability to manage environmental, 
social, and governance risks, which collectively 
comprise sustainability. However, confidence is fairly 
low. CAEs rate their personal knowledge about this 
increasingly relevant risk category as very low.

Actions: 
C-suite: Recognize sustainability’s growing importance to organizational stakeholders, including  
customers, employees, and investors. Identify opportunities to enhance long-term shareholder  
value by embracing sustainability leadership as a strategic opportunity.

Board: Pressure management to build sustainability into strategic plans. Set expectations of  
internal auditors to provide assurance related to voluntary or required sustainability reporting.

CAE: Educate internal audit teams about emerging risks related to sustainability and how  
sustainability fits into organizations’ operational and strategic priorities.  

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

Moved from Explore to Develop

THE RISKS
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DISRUPTIVE 
INNOVATION

Analysis: 
All risk management roles believe that disruptive 
innovation is one of the most relevant risks, likely 
owing to changes in the global economy, exacerbated 
by the global pandemic. However significant  
misalignment exists regarding personal knowledge 
and organizational capability. Boards and CAEs are 
significantly more confident than management in 
organizations’ capabilities to be appropriately 
proactive and/or reactive to disruptive innovation. 
Board members also perceive themselves to be  
significantly more knowledgeable about risks related 
to disruptive innovation.

Actions: 
C-suite: Leverage the knowledge of board members to identify ways to innovate and identify  
competitors’ attempts to disrupt business as usual.

Board: Share with the organization any guidance and wisdom accumulated through outside  
and diverse experiences. Set expectations for management to provide proactive strategies that  
leverage innovation for competitive advantage and to be prepared to react timely to disruption.

CAE: Ensure a thorough understanding of strategic risks and opportunities to leverage innovation  
to be disruptive and identify potential risks that could inhibit organizations’ strategies to innovate 
and disrupt.

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

New to OnRisk
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ECONOMIC AND POLITICAL 
VOLATILITY

Analysis: 
All parties are aligned regarding the capability  
of organizations to manage economic and political  
volatility, but they diverge on levels of personal  
knowledge about managing external volatility.  
Further, board members and CAEs are aligned on  
how relevant this risk is to organizations, but far  
fewer in management see this as a highly  
relevant risk.

Actions: 
C-suite: Build contingencies and scenario plans for dealing with potential outcomes.  
Communicate with the board about the potential upsides and downsides of political changes  
and economic swings.

Board: Engage management and internal auditors in discussions regarding potential economic  
and political outcomes and inquire about the readiness of organizations to be flexible.

CAE: In order to properly assess organizational capabilities to manage this risk, internal auditors  
must better educate themselves on how economic and political uncertainties may affect the  
likelihood of achieving organizational objectives.

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

New to OnRisk

THE RISKS
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ORGANIZATIONAL 
GOVERNANCE

Analysis: 
For this mature risk, there is very strong alignment 
among all stakeholders regarding individual 
knowledge and organizational capability. However, 
while board members and CAEs are well aligned 
on the relevance of this risk, fewer members of the 
C-suite see it as highly relevant to organizational 
ability to achieve objectives. 

Actions: 
C-suite: Align with the board on the relevance of organizational governance and continue  
to maintain healthy dialogue around risk management and all three key governance roles.

Board: Ensure that senior management understands and agrees upon organizational  
governance as a priority for achieving organizational objectives.

CAE: Maintain a consistent line of communication with board members to ensure their  
needs are being met.

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

New to OnRisk
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DATA
GOVERNANCE

Analysis: 
There is very strong alignment among all 
stakeholders regarding organizational capability and 
reasonable alignment regarding the relevance of this 
risk to achieving organizational objectives. However, 
board members view their personal knowledge about 
the governance over data significantly lower than do 
either management or CAEs, perhaps because they 
perceive this governance to be related to the  
technical aspects of data. 

Actions: 
C-suite: Drive leading practices in data governance that ensure compliance with laws and  
regulations as well as progress toward meeting strategic objectives.

Board: Expect education on key aspects of data governance and request briefings from  
management and internal audit on how the organization strategically manages data.

CAE: Provide training to board members on the key aspects of data governance and provide  
assurance that management practices are leading edge.

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

New to OnRisk

THE RISKS
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TALENT
MANAGEMENT

Analysis: 
Management and the board agree on organizational 
capability to address risks related to talent management. 
However, board members perceive themselves as having 
greater knowledge and view this risk as having more 
relevance than do members of management.

Actions: 
C-suite: Focus on evolving the competencies that are most in demand, and develop strategies for 
ensuring that the organization has and will continue to have the talent to fill those competencies 
through effective succession planning, upskilling strategies, and recruitment.

Board: Continue to ensure that management is committed to managing talent at all levels  
of the organization, and set expectations for consistent briefings on talent-related processes  
and initiatives.

CAE: Consider engagements focused on providing assurance to stakeholders around talent  
management processes, and maintain open lines of communication with the board regarding  
its perspectives of key areas of talent focus.

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

Moved from Develop to Explore

THE RISKS
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CULTURE

Analysis: 
Most of the key players in risk management  
see culture as highly relevant to organizational 
success and are relatively confident in their personal 
knowledge of the topic. However, a significant 
gap exists with regard to how many feel that their 
organizations are highly capable of managing this 
critical risk. Board members, who are inherently more 
removed from the working culture of the organization, 
have higher confidence overall than do management  
respondents and CAEs.

Actions: 
C-suite: Act in a manner that promotes an effective culture. Establish consistent processes to  
gauge the culture and communicate those perceptions to the board timely.

Board: Review assessments of organizational culture with the internal audit function and  
management. Ensure that executive goals and incentives are aligned with the promotion of  
an effective organizational culture.

CAE: Consider performing engagements that provide an objective assessment of organizational 
culture. Provide assurance that management’s actions are aligned with leading practices related  
to organizational culture.

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

Moved from Maintain to Develop

THE RISKS
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BUSINESS CONTINUITY AND
CRISIS MANAGEMENT

Analysis: 
Not surprisingly given the events of 2020,  
nearly all board members and CAEs see this risk as 
highly relevant to organizations. Ironically, a lower 
percentage of management respondents see this  
risk as highly relevant and a significantly lower 
percentage of management respondents are 
confident in their organizations’ capabilities to 
manage this key risk.

Actions: 
All: Leverage experiences of the global pandemic to identify organizational strengths  
and opportunities for improvement, and work collaboratively to implement improvements  
where necessary.

R E L E VA N C E

C-SUITE

BOARD

CAE

RISK STAGE

Moved from Explore to Develop

THE RISKS
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METHODOLOGY 
Qualitative and quantitative surveys

The OnRisk 2021 report continues The IIA’s 
groundbreaking approach of collecting stakeholder 
perspectives  on risk and risk management in support of 
good governance and achieving organizational success. The 
combination of quantitative and qualitative research provides 
a robust look at the top risks facing organizations in 2021. It 
allows for both objective data analysis and subjective insights 
based on responses from risk management leaders.

The addition of relevance ratings for each of the 11 key risks 
provides additional comparative information about how 
risks are leveraged and managed. While the qualitative and 
quantitative surveys were limited to organizations based in 
North America, many of them have global footprints. 

The quantitative survey covers top risks as viewed by 348 
North American internal audit leaders, primarily CAEs. 
The comprehensive survey also addressed organizational 
approaches to risk management, including where internal 
audit provides assurance and focuses its efforts.

The qualitative survey is based on a total of 90 in-depth interviews with professionals in North American boardrooms, 
C-suites, and internal audit functions. The respondents came from 90 different organizations. As part of the interviews, 
respondents were asked to evaluate 11 key risks on three scales: their personal awareness and knowledge of each risk, 
their perception of their organization’s capability to address each risk, and their views of the relevance of each risk to 
their organization. The ratings were based on a seven-point Likert Scale, with “Not at all knowledgeable,” “Extremely 
incapable,” and “Not at all relevant” being the lowest ratings (1) and “Extremely knowledgeable,” “Extremely capable,” 
and “Extremely relevant” being the highest ratings (7).

The combined responses for the knowledge and capability ratings were then used to plot the position of each respondent 
group for each risk, where the X axis delineates perceived organizational capability, and the Y axis delineates personal 
knowledge of the risk (Figure 11). The plot points were determined by the percentage of respondents who answered a 6 
or 7 on the 7-point scale, representing high confidence in personal knowledge and/or organizational capability relating to 
the risk under consideration. The triangle created by connecting each plot point graphically depicts the alignment among 
the three respondent groups for each risk. 

New this year are the relevance ratings from each respondent group, which are delineated on a single horizontal  
axis for each risk.

Figure 11: Personal Knowledge/Organizational Capability Graph
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HOW TO USE THIS 
REPORT
Explanation of graphics
Based on in-depth interviews with 90 professionals, the  
knowledge and capabilities of each of the three respondent  
groups were measured and plotted for each risk. Simple  
quadrant mapping provides an effective and consistent tool  
to reflect those views. 

The four quadrants of the graph correspond to the magnitude 
of each of the two measures. For example, responses with high 
averages for knowledge and capability would be plotted in the top 
right quadrant. Conversely, responses averaging low for knowledge 
and capability would be plotted in the lower left quadrant. As 
described in the previous section, the averages are determined 
based on the percentage of respondents who provided a top-two 
rating for the knowledge or capability characteristics.

Position plotting
Positions for each of the three respondent groups are plotted 
on the quadrant map not only to identify the relative knowledge 
and capability on each risk, but also to graphically illustrate any 
misalignment among the groups that may exist. The resulting 
triangles — referred to simply as alignment triangles in this report 
— provide a strong indicator of how well a risk is understood and 
managed collectively. The size, shape, and location of each  
triangle also provides insights on what is driving any misalign-
ment (SEE RELATED SIDEBAR).

New relevance graphic
Each respondent group’s rating on relevance is plotted along 
a single axis, providing a clear depiction of variations in the  
relevance rankings by board members, management, and CAEs.

Alignment Triangles:
What do they mean?
The alignment triangles created by plotting each 
respondent group’s perspectives on each risk 
offer insights into how the risk is currently being 
managed. The shape of each triangle can provide 
valuable information, as well.

SHORT AND NARROW
Triangles with this basic shape suggest strong alignment 
on what each group knows about a risk, but significant 
disagreement by one respondent group about the  
organization’s capability for addressing the risk.

TALL AND NARROW
Conversely, triangles with this basic shape 
suggest significant range of knowledge among 
respondent groups, but strong alignment on 
their views on organizational capability.  

SHORT AND BROAD
This basic shape suggests disagreement by more  
than one respondent group, with the most significant 
disagreement relating to the organization’s capability  
to address the risk.

TALL AND BROAD
This basic shape suggests 
misalignment by more than one 
respondent group, with significant 
disagreement on both knowledge  
and capability.

SMALL AND SYMMETRICAL
This shape suggests strong alignment of all three 
respondent groups on knowledge and capability. 
Depending on the location of the triangle, this could 
reflect a risk that is well understood and managed 
(top right quadrant) or one that is not well  
understood or managed (lower left quadrant).

C-SUITE

BOARD

CAEs

Figure 13: RELEVANCE GRAPH

Figure 12: 
QUADRANT GRAPH
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LEVERAGING THE  
METHODOLOGY
Readers of OnRisk 2021 should review and analyze the data for each of the 11 key 
risks addressed in this report and are encouraged to conduct a similar analysis among 
their own organizations’ boards, management, and internal audit functions. 

Comments from qualitative interview participants are interspersed throughout  
OnRisk 2021 to offer a glimpse into not just what they think of each risk, but how they 
think about them. While these comments provide some insights, it is vital for every 
organization to have similar discussions about how each player in the risk management 
process understands risk, the organization’s capability to manage risk, and the 
relevance of individual risks to the organization’s efforts to set and achieve goals.

A critical step in such an analysis is to undertake a clear-eyed examination of how 
those charged with risk management understand and execute their roles. The IIA’s 
recently published Three Lines Model provides additional guidance for understanding 
the essentials of governance and the roles that support those essentials:

• Accountability — by the governing body (board) to stakeholders for oversight.

• Actions (including managing risk) — by management to achieve 
  organizational objectives.

• Assurance and advice — by an independent internal audit function to provide  
  insight, confidence, and encouragement for continuous improvement.

As noted earlier in this report, the COVID-19 pandemic has impelled organizations 
toward improved communications, ongoing risk assessments, and closer alignment on 
key risks. When combined with a strong understanding of roles, this new collaboration 
and communication create ideal conditions for successful risk management  
and governance.
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THE STAGES OF 
RISK
The risks discussed in this report fall into one of four stages as they relate  
to the potential impact on organizations and what actions organizations should 
be taking to address them — recognize, explore, develop, and maintain.  
The Risk Stages Model (Figure 14) reflects how risk management evolves on 
the same scale as two of the risk rankings — knowledge and capability.

Additionally, the relevance of each risk should be understood as unique  
to each organization. Where each risk ranks in relevance depends on 
various factors including the organization’s size, industry, and type as well 
as competition, maturity, supply chain, liquidity, and other factors. As noted 
earlier, there are likely risks not included in this analysis that have particular 
relevance to some organizations, depending on their specific circumstances. 
Because of this unique aspect, relevance is not depicted in the Risk  
Stages Model.

Stages of Risk Explanation
RECOGNIZE
A risk is perceived  
as emerging and 
knowledge of the risk 
among stakeholders is low. 
Risk response strategies 
are not implemented or 
are not assumed to be 
effectively designed given 
the low understanding 
of the underlying risk. 
Monitoring processes have 
not been contemplated. 
Inherent risk levels are not 
well understood.

Knowledge – Low
Capability – Low

EXPLORE
Knowledge of the risk 
is growing among some 
stakeholders but not all. 
The risk may be perceived 
as emerging or dynamic. 
Risk response strategies 
have been contemplated 
but not fully implemented. 
Monitoring processes have 
not been contemplated 
or are not implemented. 
Inherent risk levels are 
generally understood.

Knowledge – Mid to High
Capability – Low

DEVELOP
Risk knowledge is high, 
at least with management 
teams. Risk response 
strategies may be 
developed or in process 
of being implemented. 
Monitoring processes 
may be in contemplation 
but are not likely to have 
been fully implemented. 
Residual risk is generally 
understood.

Knowledge – Low to High
Capability – Mid to High

MAINTAIN
Risk is well understood by 
all relevant stakeholders 
and is not perceived to 
be changing significantly. 
Risk response strategies 
have been developed and 
implemented, consistent 
with the perceived 
relevance of the risk. 
Monitoring processes 
are utilized to ensure risk 
response strategies are 
operating effectively as 
designed. Residual risk 
levels are understood 
and believed to be at an 
acceptable level for the 
organization.

Knowledge – High
Capability – High

Figure 14: 
RISK STAGES MODEL

Risk stages are Recognize (r), Explore (e), Develop (d), Maintain (m).

< BACK TO TOC



Figure 1 – OnRisk 2021 Risk Ratings – All Respondents
Source: OnRisk 2021 qualitative survey. Questions: How knowledgeable are you about each of the 
following risks? How capable is your organization when it comes to handling each of the following 
risks? How relevant are each of the following risks to your organization? Combined percentage for 
scores of 6 or 7, with 7 being the highest level. n = 90

Figure 2 – Areas For Improvement: C-suite
Source: OnRisk 2021 qualitative survey: Questions: How capable is your organization when it 
comes to handling each of the following risks? How relevant are each of the following risks to your 
organization? Combined percentage for scores of 6 or 7, with 7 being the highest level. n = 30

Figure 3 – Learning Opportunities: C-suite
Source: OnRisk 2021 qualitative survey: How knowledgeable are you about each of the following 
risks? How relevant are each of the following risks to your organization? Combined percentage for 
scores of 6 or 7, with 7 being the highest level. n = 30

Figure 4 – Average Rating By Respondent Group
Source: OnRisk 2021 qualitative survey: Questions: How knowledgeable are you about each of the 
following risks? How capable is your organization when it comes to handling each of the following 
risks? How relevant are each of the following risks to your organization? Combined percentage for 
scores of 6 or 7, with 7 being the highest level. n = 90

Figure 5 – Organizational Relevance
Source: OnRisk 2021 qualitative survey: Question: How relevant are each of the following risks to 
your organization? Combined percentage for scores of 6 or 7, with 7 being the highest level. n = 90

Figure 6 – Organizational Capability
Source: OnRisk 2021 qualitative survey: Question: How capable is your organization when it comes 
to handling each of the following risks? Combined percentage for scores of 6 or 7, with 7 being the 
highest level.  n = 60

Figure 7 – Organizational Governance
Source: OnRisk 2021 qualitative survey. Questions: How knowledgeable are you about each of the 
following risks? How capable is your organization when it comes to handling each of the following 
risks? How relevant are each of the following risks to your organization? Combined percentage for 
scores of 6 or 7, with 7 being the highest level. n = 60

Figure 8 – The IIA’s Three Lines Model
Source: The Institute of Internal Auditors

Figure 9 – Assurance Insights
Source: OnRisk 2021 quantitative survey: Q7. Which of the following risks do you provide or 
anticipate providing assurance on in 2020 and/or 2021? n = 348. OnRisk 2021 qualitative survey 
C-suite respondents: How relevant are each of the following risks to your organization? Combined 
percentage for scores of 6 or 7, with 7 being the highest level. n = 30. 

Figure 10 – Tips On Assurance
Source: OnRisk 2021 qualitative survey. Q 11. Where do you get your assurance on the 
effectiveness of risk management? n = 90

Figure 11 – Personal Knowledge/Organizational Capability Graph
Source: The Institute of Internal Auditors

Figure 12: Quadrant Graph
Source: The Institute of Internal Auditors

Figure 13: Relevance Graph
Source: The Institute of Internal Auditors

Figure 14: Risk Stages Model
Source: The Institute of Internal Auditors

FIGURES  
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SUBJECT:    FYE 2021 Audit Plan Status Report 
 

BACKGROUND 
According to the Institute of Internal Auditor’s International Standards for the Professional 
Practice of Internal Auditing (Standards), the Chief Audit Executive, must establish risk- 
based plans to determine the priorities of the internal audit activity and ensure audit 
resources are appropriately allocated to address top priorities and key risk areas for the 
organization. 

 
To remain in compliance with the Standards, as well as the Audit Committee Charter, 
Internal Audit developed the FYE 2021 Audit Plan (Audit Plan) which was approved by the 
Committee in July 2020 (Attachment A). The Audit Plan currently consists of 47 projects in 
the areas of assurance, consulting, advisory and other Internal Audit activities. As of 
January 31, 2021, there are 28 projects that have been completed or are in progress 
towards completion. A brief description of each project is included in Attachment B. 

 

Staff have made significant progress in completing the Audit Plan. The following highlights 
audit activities since the last Committee meeting. 
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Audits 
Of the six audits in progress as of the December 2020 meeting, two were completed and 
four audits are in various stages of completion as noted in the table below. Deliberate efforts 
to enhance and refine, the audit process, our audit workpapers and the audit reporting 
process have required a significant amount of staff resources. When these processes are 
fully developed and our metrics further refined, we expect to have a much more efficient 
and consistent audit process. 

 
Audit Description of Project Status 

Death Legal 
Process Audit 

Audit of the Benefits, Member Services, and Legal divisions’ 
processes for tracking and processing member death and legal 
split cases. 

Report issued 2/1/2021 

SSN Verification 
Systems Audit 

The scope of this audit was expanded from a Continuance Audit 

Program (CAP) Test, to a full audit. The objective of the audit was to 

1.) Identify deceased benefit payee accounts receiving benefit 

payments and 2) Validate operational processes are functioning in 

an adequate manner to prevent benefit payments to deceased 

member accounts. 

Report issued 2/3/2021 

Quality 
Assurance Audit 

Review of Quality Assurance and Metrics operations, audit 

processes, and reporting to assess effectiveness and efficiency. 

Drafting Audit Report. 
Estimated completion 
2/28/21 

Accounts 
Payable Audit 

Audit of accounts payables, payment vouchers, and ACH 

transactions for accuracy. 

Drafting Audit Report. 
Estimated completion 
2/28/21 

Rehired Retiree Audit of LA County’s rehired retirees to ensure compliance with 
PEPRA 

Audit work In Progress. 
Estimated completion 
3/31/21 

Real Estate 
Check Review 

Incident follow-up review which includes verification of check 
deposits and review of internal controls of related processes. 

Audit work In Progress. 
Estimated completion 
3/31/21 

Continuous 
Audit Program 
(CAP) 

CAP is continuous audit testing for fraud and compliance 
incorporating data analytics as the primary auditing tool. Five CAP 
testing have been completed thus far and twelve are in various 
stages of completion or planned to begin during the third and fourth 
quarters of this fiscal year. 

Continuous 

 

Other Projects 
A significant amount of Internal Audit resources has been deployed for ongoing and 
unplanned projects. The following reflects the work performed since the December 2020 
meeting and anticipated upcoming work: 

 
Recommendation Follow-Up 
Internal Audit completed an extensive review of the past three years of recommendations. 
This included reviewing all recommendations, transferring documents from TeamMate 
Desktop to TeamMate AM (cloud version), and having recommendations re-approved by the 
CAE. Furthermore, we revised Internal Audit’s procedures for updating open 
recommendations to include monthly updates from the Division Manager, and bi-monthly 
meetings with the Executive Office to discuss and review open recommendations. 
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To add consistency to the process, we created and successfully tested Extension of Open 
Recommendation and Acceptance of Risk forms with Systems, Benefits, Administrative 
Services, and the Executive Office. We will be creating a Monthly Update form as well. In 
March, we plan to provide an introductory session to the Management team on our new 
process. 

 
Internal Audit also worked with the Systems and Information Security divisions to consolidate 
IT recommendations that overlapped or were repetitive. We were able to consolidate 19 
recommendations into four and can now manage these recommendations more efficiently. 

 

Teammate Systems Upgrade 
Internal Audit is also transitioning to Teammate (TM) Plus, an upgraded version of current TM 
systems used for audit workpapers and reporting. This is an extensive project requiring staff 
resources for the migration of legacy audit projects, configuration of the new system, and will 
encompass approximately 12 hours of training for each staff member. Implementation will occur 
over a four-month period. 

 
RFP for External Audit Services 
Internal Audit issued a Request For Proposal (RFP) to hire a pool of external audit firms to 
perform auditing and consulting services. This has been a very extensive project requiring staff 
resources in the development and administration of the RFP and responses. Additional time 
will be necessary for the review of proposals, selection of firms and establishment of contracts. 
We anticipate having the pool of external firms to begin on audits in the 4th quarter of the fiscal 
year. 

 

Systems & Organizational Controls (SOC-1) Engagement 
In mid-January 2021, Plante Moran provided their data requests for LACERA’s first SOC-1 
engagement. Internal Audit has reviewed the data requests, worked with the key stakeholders 
to ensure delivery of data, coordinated the upcoming interviews, and other logistics to ensure 
the project goes smoothly. 

 
LA County Audit Follow-Up 
In January 2021, Internal Audit reviewed the status of the LA County Audit open and recently 
closed recommendations with the key stakeholders responsible for implementing the 
recommendations. We provided the Executive Office a summary of the status and a 
proposed timeline to complete the open recommendations. After receiving approval from the 
Executive Office, we set up upcoming meetings with the stakeholders to review the items 
needed to close out the open recommendations. 
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Vendor Evaluation 
In December 2020, Internal Audit developed a Vendor Evaluation template for LACERA’s 
financial auditor and actuaries which was distributed to key stakeholders to complete. We 
met with stakeholders in January 2021 to discuss the results of the vendor evaluation. 

 
Audit Committee Calendar and Timing of Work 
In December 2020, Internal Audit began to map out the Audit Committee’s and Internal 
Audit’s responsibilities as outlined in the respective charters. The goal of the project is to 
provide the Audit Committee a calendar which aligns responsibilities and timing of work with 
the Audit Committee meetings. We anticipate providing the Audit Committee a calendar at 
the April meeting. 

 
Quality Assurance Improvement Program (QAIP) 
The QAIP includes ongoing improvement of IA performance through periodic and ongoing 
internal self-assessments, focused discussions on quality and improvement, client surveys, 
and communication of results to key stakeholders. Improvements resulting from the QAIP, 
thus far include enhancements to our audit report structure, the establishment of risk 
rankings for findings, and preliminary risk assessment to develop audit scope 

 

I would like to thank, the team for all their hard work and the Audit Committee for your 
continued support of Internal Audit. 
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AUDIT PLAN STATUS REPORT        ATTACHMENT A 
As of 01/31/2021 

 
Audit Projects 

   
Project Type 

  
Hours 

YTD 

Hours 

Est. 

Hours 

Hrs. 

Remaining 

 
Stat
us         

 EXECUTIVE / LEGAL / ORGANIZATION        
1 Audit Committee Composition  Advisory  10 58 150 92 Completed 

2 LA County Audit – Oversight  Consulting  12 26 100 74 In Progress 

3 Form 700 Compliance Audit  Assurance   17 200 183 Q3 Assignment 

4 Fiduciary Review Planning  Advisory   0 250 250 Q3 Assignment 

5 Business Continuity / Disaster Recovery Assurance  23 30 300 270 Ongoing 

6 Ethical Cultural Assessment  Consulting   2 300 298 Q4 Assignment 

7 SOC 1 Type 2 Engagement (External) Assurance  12 23 400 377 In Progress 

8 Governance, Risk, Ethics, Fraud, Compl. Consulting   14 500 486 Ongoing 

9 Ethics Hotline & Investigations  Consulting  56 99 200 101 Ongoing 

ADMINISTRATION       
10 IT End-User Manual   Advisory   90 150 60 Completed 

11 Penetration Tests (External)  Assurance   0 150 150 TBD 

12 Contract Compliance   Assurance  6 6 300 294 Q3 Assignment 

13 Security Incident Management Review Assurance   3 100 97 Q4 Assignment 

14 Privilege Access Review  Assurance   0 100 100 Q3 Assignment 

15 Updated Inventory Process Consulting   7 150 143 Q3 Assignment 

16 Employee Salary Bonuses Assurance   0 200 200 Q4 Assignment 

17 Continuous Auditing Program Assurance  6 51 400 349 In Progress 

 INVESTMENTS & FASD        
18 Accounts Payables   Assurance  16 145 150 5 In Progress 

19 Corporate Credit Cards   Assurance  18 431 300 (131) Report issued 
10/5/20 20 Investments Due Diligence  Assurance   0 400 400 Q3 Assignment 

21 Oversight of Actuarial Services (External) Advisory  15 91 150 59 Ongoing 

22 Oversight of Financial Audit (External) Advisory  5 356 450 94 Ongoing 

23 Oversight of THC RE Financial Audits Advisory   75 150 75 Ongoing 

24 Real Estate Manager Reviews  Assurance  115 274 200 (74) In Progress 

25 Custodial Bank Services  Advisory   0 100 100 Q3 Assignment 

26 Updated Wire Transfer Process  Advisory   0 150 150 Q4 Assignment 

 OPERATIONS        
27 Death Legal Process Audit  Assurance  114 141 200 59 Report issued 2/2/21 

28 LA County Rehired Retirees  Assurance  101 235 200 (35) Ongoing 

29 Member Benefits Calculation Audit  Assurance   0 300 300 Q3 Assignment 

30 Quality Assurance Operations Review Consulting  191 497 450 (47) In Progress 

31 Foreign Payee Audit   Assurance   0 150 150 Q3 Assignment 

32 Governance, Risk, and Controls - Benefits Consulting   2 400 398 Q3 Assignment 

33 Governance, Risk, and Controls - RHC Consulting   0 250 250 Q3 Assignment 

34 Account Settlement Collections (ASC) Advisory   0 150 150 Q3 Assignment 

35 Continuous Audit Program - Operations Assurance  109 289 500 211 In Progress 

 IA ADMINISTRATION PROJECTS        
36 Audit Pool – RFP   Assurance  90 285 400 115 In Progress 

37 TeamMate Optimization   Admin  52 270 500 230 In Progress 

38 Annual Risk Assessment & Audit Plan Assurance   147 300 153 Q3 Assignment 

39 External Quality Assessment Review Admin   7 100 93 Q4 Assignment 

40 Audit Committee Support  Admin  126 314 300 (14) Ongoing 

41 Professional Development  Admin  55 177 250 73 Ongoing 

42 Quality Assurance & Improvement Program Admin  54 223 300 77 Ongoing 

43 Recommendation Follow-Up  Assurance  198 617 250 (367) Ongoing 

 UNPLANNED PROJECTS        
44 KPMG Reco Follow-up   Admin  24 205 0 (205) Report Issued 

12/31/20 45 Real Estate THC Deposit Review  Assurance  51 238 0 (238) In Progress 

46 THC Operations Review  Advisory  2 11 0 (11) In Progress 

47 SSNV Audit   Assurance  81 224 0 (224) Report issued 2/2/21 

 TOTALS  1461 5456 11000 5544  
Completed In Progress 
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ATTACHMENT B 
 

The following table provides a description of each audit area included in the FYE 
2021 Audit Plan. 

 

 Audit Projects Description of Project 

EXECUTIVE / LEGAL / ORGANIZATION 

1 
Audit Committee 
Composition 

Review AC best practices and industry trends. Suggest and facilitate changes. 

2 
LAC Audit – 
Recommendation Oversight 

Internal Audit provided oversight of the LA County audit and currently tracks and 
reports to the Exec Office the status of recommendations. 

3 Form 700 Compliance Audit Audit of Form 700s to assess Board and Staff compliance. 

4 
Fiduciary Review Planning 
(Year 1 of 2) 

Planning of the review. The purpose of thereview is to assess the effectiveness of 
LACERA governance and operations. 

5 Business Continuity / DRP 
Audit of BC plans to ensure they are complete, reviewed and approved, and staff 
has been trained on them. Participation in DR testing. 

 
6 

 
Ethical Cultural Assessment 

External vendor will assess LACERA’s ethical culture. Benefits include the early 
prevention and detection of problems, improved management of workforce and 
processes, and enhanced communication. 

 
7 

Systems & Organization 
Change -1 (SOC 1) - Type 2 

Plante Moran (PM) will perform a SOC audit over the controls related to OPEB 
data. Due to the complexity of this project and coordination among several 
divisions, IA has taken on the role of project manager. 

8 
Governance, Risk, Ethics, 
Fraud, Compliance 

Working with Exec. Management to assess and guide LACERA’s development of 
formalized governance, risks, ethics, fraud, and compliance programs. 

9 
Ethics Hotline & 
Investigations 

Monitor and administer the Ethics Hotline. Provide AC summary of incidents. 

 ADMINISTRATION  

10 IT End-User Manual 
Facilitate group meetings/discussion in the development of the IT End-User 
Manual. 

 
11 

 
Penetration Tests 

The objective of the engagement is to evaluate the information security of the 
network from an external perspective to determine any risks posed from an 
uncredentialed attacker. 

12 
Contract Compliance / Third 
Party Data Security 

Follow-up on CMS audit from FY 2019-2020, perform compliance testing of a 
broad sample of contracts, including a review of third-party data security. 

 

13 
Security Incident Event 
Management Review 
(External) 

Review SIEM processes to ensure good practices exist for analyzing log-event 
data used to monitor threats and facilitate timely incident response. 

14 
Privilege Access Review / 
Segregation of Duties 

Review the creation, monitoring, and maintenance of privileged access 
credentials for compliance with best practice guidelines. 

15 Updated Inventory Process Review the updated inventory control process for completeness and efficiency. 

16 Employee Salary Bonuses 
Audit of employee bonuses since management recently revised its process based 
on recommendations from the LA County’s audit. 

 

17 
Continuous Automated 
Process (CAP) - 
Administration 

CAP consists of testing transactions and information systems, provides 
continuous assurance in key areas of compliance, and includes fraud detection 
audits. 

 INVESTMENTS & FASD  

18 Accounts Payables 
Audit of accounts payables, payment vouchers, and ACH transactions for 
accuracy. 

19 Corporate Credit Cards 
Audit credit card usage to verify compliance with LACERA's Corporate Credit 
Card Policy. 

20 Investments Due Diligence 
Review due diligence practices relating to all asset classes for efficiency and 
effectiveness. 

21 Oversight of Actuarial 
Services 

Internal Audit manages the relationship with the Actuarial Consultant and 
Auditor for services relating to actuarial projects. 

AUDIT PLAN FYE 2021 
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 Audit Projects Description of Project 

 INVESTMENTS & FASD  

22 Oversight of Financial Audit 
Internal Audit manages the relationship with LACERA’s external financial auditors 
for the annual financial statement audit. 

23 
Oversight of THC RE 
Financial Audits 

Internal Audit manages the relationship with the real estate external auditors who 
perform the real estate THC financial audits. 

24 
Real Estate Manager 
Reviews 

External audit firms conduct real estate manager contract compliance and 
operational reviews on an as-needed basis. 

25 Custodial Bank Services 
Participating on a consulting basis with the Investments Office and FASD in 
operational improvements of custodial bank services. 

26 
Updated Wire Transfer 
Process 

Participating on a consulting basis with the Investments Office and FASD in 
operational updates and improvements to the wire transfer process. 

 OPERATIONS  

27 Death Legal Process Audit 
Benefits: Review Benefits, Member Services, and Legal divisions’ processes for 
tracking and processing member death and legal split cases. 

28 LA County Rehired Retirees Benefits: Audit of LA County’s rehired retirees to ensure compliance with PEPRA. 

29 
Member Benefits Calculation 
Audit / Database 

Benefits: Audit member benefit calculations (on a risk basis) for accuracy and 
completeness. 

30 
Quality Assurance 
Operations Review 

Review QA operations for auditing benefit transactions and reporting audit results. 

31 Foreign Payee Audit Benefits: Periodic audit that confirms the living status of retirees living abroad. 

32 
Governance, Risk, and 
Controls Benefits Division 

Benefits: Working with division to gain a deeper understanding of its governance, 
risks, and controls. 

33 
Governance, Risk, and 
Controls RHC 

RHC: Working with division to gain a deeper understanding of its governance, 
risks, and controls. 

 

34 
Account Settlement 
Collections 

Benefits: The review will serve as a follow-up of management’s progress in 
addressing areas of concern and deficiencies from the FY 2019 review and IA will 
consult with Benefits on their development of new policies and procedures. 

 

35 
 

CAP - Operations 
Continuous Automated Program (CAP) is automated testing of LACERA’s 
transactions and information systems. CAP provides continuous assurance in key 
areas of compliance and includes fraud detection audits. 

 IA ADMINISTRATION PROJECTS  

36 Audit Pool – RFP RFP for audit firms to assist with specialized audit work. 

37 TeamMate Optimization 
Working and training to re-configure TeamMate for improved efficiency and 
effectiveness. 

38 
Annual Risk Assessment & 
Audit Plan 

Updating Audit Universe, Risk Assessments, and develop Audit Plan. 

39 
External Quality Assessment 
Review 

Working with an external independent reviewer for the required Quality 
Assessment Review. 

40 Audit Committee Support Preparation of Audit Committee materials and attendance at meetings. 

41 Professional Development 
Annual self-assessment, developing self-development program, and allocating for 
30 hours of annual training per staff. 

 

42 
Quality Assurance & 
Improvement Program 
(QAIP) 

The QAIP includes ongoing improvement of IA performance through periodic and 
ongoing internal self-assessments, client surveys, and communication of results 
to key stakeholders. 

43 Recommendation Follow-Up Quarterly review of outstanding recommendations. 

 UNPLANNED PROJECTS  

44 KPMG Reco Follow-up Audit Committee engagement to review IA Recommendation Follow-Up Process. 

45 
Real Estate THC Deposit 
Review 

Incident follow-up to review internal controls. 

46 THC Operations Review 
Review of real estate bank operations and advise key divisions on controls, and 
procedures to improve processes. 

47 SSN SSN Verification 
Systems Audit 

The scope of this audit was expanded from a Continuance Audit Program 
(CAP) Test, to a full audit.  The objective was to Identify deceased benefit 
payee accounts receiving benefit payments and validate operational processes 
are functioning in an adequate manner to prevent benefit payments to 
deceased member accounts. 
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February 2, 2021 

  

TO:    2021 Audit Committee  

Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez 

      

    Audit Committee Consultant  

Robert H. Griffin  

   

FROM: Richard P.  Bendall   

  Chief Audit Executive 

Christina Logan  

Principal Internal Auditor 

 

Gabriel Tafoya  

   Senior Internal Auditor   

 

 

FOR: February 19, 2021 Audit Committee Meeting   

  

SUBJECT:  Recommendation Follow-Up for Sensitive Information Technology 

  Areas  

 

BACKGROUND 

As of August 2020, Internal Audit began to report to the Audit Committee a summary of 

recommendations being monitored related to system and network security audits and 

assessments. There are currently seven sensitive information technology (IT) 

engagements, detailed on Table1, that Internal Audit has been monitoring.  

 

CONSOLIDATION  

During our monthly reviews with the Systems Division and Information Security Office 

(ISO), we noted that several recommendations overlapped or were repetitive. To manage 

these outstanding recommendations more efficiently, in January 2021, Internal Audit, 

Systems Division, and the Information Security Office worked together to consolidate 

overlapping and/or repetitive recommendations into a singular recommendation. We were 

able to consolidate 19 recommendations into four recommendations, see Table 1.  

 



Recommendation Follow-Up for Sensitive Information Technology Areas  

February 2, 2021 

Page 2 of 4 

 

 
 

Table 1: Recommendations Status – By Audit Engagement  

 

Engagement Name     Report Date  

Total Recos 

In Progress  
 

October 
2020 

Implemented  
 

Nov - Jan 
2021 

Consolidated  

In Progress  
 

January 
2021 

Recommendation Status by Risk Level 

PM SOC Readiness Assessment     February 2020         

High — — — — — 

Medium 10 6 — 1 5 

Low — — — — — 

            

Clear Skies Penetration Test and VeraCode Report     March 2020 

High 1 1 1 — — 

Medium 25 25 2 — 23 

Low 17 17 — — 17 

            

Net Force Engagement     May 2019 

No Risk Levels 12 8 1 7 — 

            

Tevora 2019 Penetration Test     June 2019 

High — — — — — 

Medium — — — — — 

Low 5 3 — 1 2 

            

Tevora 2019 Social Engineering Test     May 2019 

No Risk Levels  1 1 — 1 — 

            

Tevora 2018 Security Risk Assessment     July 2018 

High — — — — — 

Medium 3 3 — 3 — 

Low 6 6 — 2 4 

            

Alston & Bird Privacy Audit (attorney-client privileged)     October 2016 

No Risk Levels  7 5   4 1 

            

Consolidated Recos     January 2021 

High 2 — — — 2 

Medium 2 — — — 2 

Low — — — — — 

            

Totals  91 75 4 19 56 
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Recommendations which are listed as In Progress, Systems Management provided a 

summary of work to be performed and a timeline.  Key milestones related to multiple 

recommendations are:  

 The Information Security Office has added two additional staff members to help 

create, review, and monitor policies and processes.  

 The Information Security Office is working with Human Resources to formalize 

its Security Awareness Training by February 2021.  

 Systems management has begun to address many of the Tevora and Clear 

Skies Penetration Tests recommendations through a re-design of 

LACERA.com and the development life cycle for the member portal. They 

expect to address most of the remaining medium and low-level 

recommendations by June 2021.  

Recommendations which are listed as Implemented During Period, during the current 

period, Systems Management provided supporting documentation to substantiate their 

position, which Internal Audit reviewed and approved. 

Recommendations which are listed as Completed During Prior Periods, were 

implemented during a prior period.  

 

RECOMMENDATIONS CATEGORIZED  

IT General Controls (ITGC) are the basic controls that can be applied to IT systems such 

as applications, operating systems, databases, and supporting IT infrastructure. The 

general objective for ITGC is to ensure the integrity of the data and processes that 

systems support.  To provide additional insight into these sensitive recommendations, we 

categorized the recommendations from sensitive IT engagements into the following ITGC 

areas: 

 
ITGC Description of control 

Data Backup and Recovery 
Controls provide reasonable assurance that data and systems are backed up 

successfully, completely, stored offsite, and validated periodically. 

Environmental 
Controls provide reasonable assurance that systems equipment and data is 

adequately protected from environmental factors.  

Information Security 
Controls provide reasonable assurance that policies and procedures are in place to 

ensure effective communication of information security practices. 

Logical Access 
Controls provide reasonable assurance that logical access to applications and data 

is limited to authorized individuals. 

Physical Security 
Controls provide reasonable assurance that physical access to systems equipment 

and data is restricted to authorized personnel. 
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System Development & 

Change Management 

Controls provide reasonable assurance that changes to or development of 

applications is authorized, tested, and approved. Controls also, provide reasonable 

assurance that segregation of duties exist.  

System Monitoring & 

Maintenance  

Controls provide reasonable assurance that systems are monitored for security 

issues, and that patches and antivirus definition file updates are applied in a timely 

manner.  

 
Table 2: Recommendations Status – By IT General Control Areas (description on page 4) 

 

  Total Recos 
Completed 
During Prior 
Periods 

Implemented 
During 
Period  

Consolidated 
January 2021 

In Progress 
January 
2021 

Data Back Up & Recovery  1 — — — 1 

Environmental  — — — — — 

Information Security 22 6 1 — 15 

Logical Access 46 4 2 16 24 

Physical Security  — — — — — 

System Development & Change 
Management 

3 — — — 3 

System Monitoring & Maintenance 19 2 1 3 13 

Total # Recos by Implementation 
Status 

91 12 4 19 56 

  

Staff will be available to address questions at the January 2021 Audit Committee meeting, 

but please remember that due to the sensitive nature of these IT recommendations we 

cannot provide additional details.  
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February 10, 2021 

TO:  2021 Audit Committee 
Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez 

Audit Committee Consultant 
Robert H. Griffin 

FROM: Richard P. Bendall 
Chief Audit Executive 

Gabriel Tafoya 
Senior Internal Auditor 

FOR:   February 19, 2021 Audit Committee Meeting 

SUBJECT: Recommendation Follow-Up Report 

During the audit process, Internal Audit may identify findings or make recommendations 
to address risks or improve a process. The responsible division manager and Assistant 
Executive Officer review the findings and recommendations, and then the division 
manager provides management responses indicating how and when planned 
improvements will be made. These findings, recommendations, and Management’s 
responses are documented in our Findings Disposition Report (FDR) and included in the 
audit report. 

The Institute of Internal Auditors' (IIA) Performance Standard 2500 requires the Chief 
Audit Executive (CAE) establish and maintain a follow-up process to monitor and ensure 
recommendations have been effectively implemented or executive management has 
accepted the risk of not addressing the finding. 

Internal Audit tracks all recommendations through TeamMate, our audit management 
software, and follows up with Management to ensure recommendations are being 
addressed. Internal Audit is responsible for ensuring that Management’s action plans 
have been effectively implemented, or in the case of action plans that have yet to be 
implemented, ensures that Management remains aware of the risks it has accepted by 
not taking action. On a quarterly basis, Internal Audit reports the status of all outstanding 
audit recommendations to the Audit Committee (Attachment A). 
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A breakdown of outstanding recommendations by Division is represented in the following 
matrix with activity since the October 2020 report to the Audit Committee. 

 

  
Admin 

Services 
Benefits FASD HR Systems Total 

Beginning 3 6 13 1 10 33 

New 0 7 0 0 0 7 

Accepts Risk -1 0 0 0 0 -1 

Implemented -2 -1 -9 -1 -2 -15 

Ending 0 12 4 0 8 24 

 
 

The current aging of recommendations is reflected in the following color-coded chart: 

Internal 

Audit 
Issues 

Tracking 

Status of Open Findings Implemented 
Since Last 

AC Meeting 
< 1 
Year 

> 1 
Year 

> 2 
Years 

> 3 
Years 

Total 
Open 

 13 9 1 1 24 15 

 

 

The chart below presents this same aging of current outstanding recommendations by 
division: 

 

 
 
Staff from the respective divisions will be present at the February 19, 2021 Audit Committee 
meeting to address any questions. 
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Project Name 

Project Code

Date Issued

Finding
Risk 

Levels
Recommendation Response

Estimated 

Implementation 

Date(s)

Status

Last Status Update

Contract 

Monitoring 

Program

2018 33

June 19, 2018

One area that can be improved is the database 

management system used to track invoice 

payments, which is separate from the CMS. The 

Administrative Services Division uses a Microsoft 

Access database to monitor the cumulative 

balances paid to a vendor. These balances are 

tracked outside of Microsoft Great Plains, 

LACERA’s accounts payables system. Using 

Microsoft Access creates additional work, because 

Administrative Services staff must re-enter 

information from the invoices into an Access 

database after the information was already entered 

by Financial and Accounting Services Division 

(“FASD”) staff. FASD staff enters invoice 

information into Microsoft Great Plains in order to 

pay invoices.

N/A The Systems Division work with Administrative 

Services to integrate Microsoft Great Plains with 

CMS where practical to minimize redundant work.

Systems Division agrees with the recommendation 

and will work with Admin Services to integrate 

Microsoft Great Plains with CMS where practical to 

minimize redundant work.  

10/31/2018

6/30/2020

Management Accepts Risk

The request to include payments for a contract in 

the Contract Management System was completed 

by Systems on 9/11/2020 and released for the RIM 

Unit to test in October 2020.  Admin Services has 

since concluded after further discussions with 

Systems that the current CMS system did not meet 

their needs and would like to explore a third-party 

solution. Systems management is in support of this 

alternative and included a budgeted line item for a 

third-party solution that will be presented for 

approval to the Executive Office on 2/18/2021 as 

part of the Fiscal Year 2021-2022 Budget.

Contract 

Management

2020 76

June 15, 2020

Strengthen controls in the administration of the 

current CMS application.

Medium 1a.  Ensure that contract managers perform 

periodic reviews, at least quarterly, of data in the 

CMS for which they are responsible and confirm 

the accuracy of the data.

1b. Complete the intended implementation of the 

current CMS system’s functionality by activating 

the direct email function of reminders/prompts from 

the CMS to contract managers. 

1c. Provide comprehensive training to all division 

managers and their delegated contract managers.

Systems Division agrees with the recommendation 

and will work with Admin Services to integrate 

Microsoft Great Plains with CMS where practical to 

minimize redundant work. The estimated date for 

implementing this recommendation is October 31, 

2018.

12/31/2020 Implemented

Per Admin Services, CMS training was conducted 

on 12/17/2020 with a list of contract data for each 

division to review and update. Contract data will be 

provided to each division to review on a quarterly 

basis. The notification feature was also turned on 

after the training was completed on 12/17/2020. 

Divisions are now receiving automatic notifications. 

These recommendations are complete.

Contract 

Management

2020 76

June 15, 2020

Our survey of contract managers also identified a 

desire to enhance the current CMS application. 

Beyond the additional functionality that is planned 

for the existing system, a number of contract 

managers expressed interest in a more 

comprehensive system which includes features 

such as automated workflows to facilitate contract 

development and approvals, facilitation of contract 

compliance monitoring, and a system which 

connects contracts to LACERA’s budgeting and 

payment systems for tracking and monitoring of 

contracts.

Low 2. Administrative Services should evaluate the 

needs of the contract managers and the 

organization, and provide a written report to the 

Executive Office with recommendations to 

enhance the current CMS application or a 

recommendation to seek another product that will

meet LACERA’s needs.

Administrative Services will evaluate the needs of 

the contract managers and the organization. A 

written report with recommendations will be 

provided to the Executive Office with 

recommendations to either enhance the current 

CMS application or to seek another product that 

will meet LACERA’s needs.

Recommendation planned for completion by 

11/30/2020

11/30/2020 Implemented

Per email dated 2/3/2021, the Executive Office has 

reviewed and agrees with the general CMS plan 

outline. This recommendation is complete because 

Admin Services has provided and confirmed 

receipt of the report from the Executive Office. In 

addition, Admin Services will be meeting with the 

CEO to discuss the project and implementation in 

more detail on 2/11/2021.

AUDIT RECOMMENDATION FOLLOW-UP REPORT as of 2/10/2021

Administrative Services Division
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Project Name 

Project Code

Date Issued

Finding
Risk 

Levels
Recommendation Response

Estimated 

Implementation 

Date(s)

Status

Last Status Update

Duplicate Special 

Payments

2017 40

Jan 19, 2017

To enhance the efficiency and effectiveness of the 

special payment approval process, we recommend 

that the Benefits Division work with the Systems 

Division to automate the remaining special 

payments processes that are currently approved 

manually. We also recommend that the Benefits 

and Systems Divisions work with Internal Audit 

during its development to help ensure that proper 

internal controls are designed into the automation 

process and that necessary data points are 

captured that will assist with post-transaction 

analytics and reporting.

N/A 1.  Benefits Division work with the Systems 

Division to automate the approval of those special 

payments processes where approvals are currently 

performed manually.   

2.  Benefits and Systems Divisions work with 

Internal Audit during its development to help 

ensure proper controls are designed into the 

automation process and that proper data points are 

captured that will assist with post-transaction 

analytics and reporting.

Automating the approval process for special 

payments is feasible; however, special payments 

are initiated from multiple sources in Workspace. 

Each source will need to be analyzed and then 

specifications developed and tailored to each 

individual source.  As such, the approval process 

would need to be implemented in a phased 

approach. Internal Audit will be included in the 

implementation process to ensure proper controls 

and reporting. There are some significant 

organizational goals that need to be completed 

before this modification can be addressed. It is 

estimated that determining the requirements and 

the level of effort can begin in the next fiscal year, 

July, 2017. The results of the requirement 

gathering will be reported to management by 

December 31, 2017, so that the project can be 

prioritized.

12/31/2017

10/31/2017

10/7/2019

6/30/2020

9/30/2020

11/30/2020

Approved 

Extension Date

4/30/2021

Pending

Extension Approved by Executive Office

Due to organizational changes in Systems Division 

management in mid-year 2020 and competing 

priorities, we are requesting an extension of the 

implementation date. Systems has completed the 

development for an automated special payments 

approval process into Workspace however has not 

performed user acceptance testing (UAT) with 

Benefits staff participation. 

Benefits 

Exception Reports

2020 57

Nov 22, 2019

During our discussions with staff regarding their 

exception reports review procedures and as part of 

our report testing, we noted several instances 

where data on the exception reports lacked 

completeness, accuracy, and usefulness.  Internal 

Audit performed a detailed review of records for at 

least one exception report in five of the six Account 

Integrity Services (AIS) and Special Benefits 

Services (SBS) teams, as the Benefits Protection 

Unit currently does not receive exception reports.  

Based on our analysis, we identified errors in each 

of the reports ranging from false positives, 

inaccurately classified records, missing time 

periods or unknown error types.  Due to the 

completeness and accuracy issues as noted, in 

addition to the unknown error types printed on the 

reports, staff in AIS and SBS have determined that 

all records in an exception report would require 

validation, however time, resource constraints and 

competing priorities limited staffs’ ability to 

consistently perform this function.

N/A Benefits and Systems management should 

collaboratively implement a consistent process to 

evaluate exception reports data for completeness, 

accuracy, and usefulness.  The process should 

include steps to maintain an inventory of current 

reports and error types and identify reports that 

have inaccurate or irrelevant data.  This will 

enhance staff’s understanding of the content in the 

exception reports and ensure information that 

management and staff rely upon to make 

judgments regarding member accounts are 

meaningful and does not negatively impact 

LACERA’s fiduciary duty to maintain the fund.

Management agrees with the recommendation and 

will establish a system for routinely reviewing and, 

as needed, modifying systems-generated 

exception reports used by the Benefits Division.  

The Benefits Process Management Group will 

work in conjunction with LACERA’s Compliance 

Office and Systems to address this challenge 

within the framework of LACERA’s Compliance 

Program and LACERA’s strategic vision.  

Management anticipates completing an evaluation 

of the key exception reports by June 30, 2020.  

Management also anticipates performing an 

ongoing analysis of exception reports as part of a 

future project to reengineer the application that 

produces the exception reports.  The project is 

currently in the planning stage and is part of 

LACERA’s long-term strategic plan. 

6/30/2020

12/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension Approved by Executive Office

Due to organizational changes in both Systems 

and Benefits Division management in the second 

half of 2020, we are requesting an extension of the 

implementation date. Systems and Process 

Management have completed some development 

changes in the batch process to replace exception 

reports with work objects. However, Systems, 

Advanced Payroll, and PMG will need to further 

collaborate on this project to develop appropriate 

Standard Operation Procedures (SOPs) that 

documents the appropriate periodic reviews to 

ensure reports remain accurate, relevant, and 

effective.  

Benefits Division
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Project Name 

Project Code

Date Issued

Finding
Risk 

Levels
Recommendation Response

Estimated 

Implementation 

Date(s)

Status

Last Status Update

Benefits 

Exception Reports

2020 57

Nov 22, 2019

In addition to the exception reports that alert staff 

to errors in the automated batch jobs, other reports 

are routinely generated that identify certain 

instances where a member’s account may need 

further staff review such as the “Missing 

Contributions,” “Outlawed Checks” and 

“Deferred/Inactive Member” files.  The “Missing 

Contributions” file contains members who could be 

underpaying their required contributions, while the 

“Outlawed Checks” file contains a listing of 

outstanding stale dated checks and the 

“Deferred/Inactive Member” file contains members 

who could potentially be required to take a 

minimum distribution for federal tax purposes.  Per 

inquiry with staff in Account Settlement Unit, 

Internal Audit noted that due to competing 

priorities, false positive records as previously 

identified, time constraints, and limited staff 

resources, staff would often prioritize reviewing 

reports and processes that affect the on-time 

benefit payment for retired members over these 

reports.  By doing so, there is an increased risk 

that significant errors are missed and not corrected 

which eventually become financially detrimental to 

our members.  

Benefits management should continue working 

with the PMG group to evaluate and refine the 

exceptions reports review process however, 

management should also consider developing a 

process that includes:

a. Identifying a complete population of key reports 

and documenting the purpose of each report.

b. Documenting LACERA’s exposure to additional 

risks and liabilities associated with the information 

in those key reports.

c. Defining procedures to consistently validate the 

completeness and accuracy for those reports when 

changes occur to business rules or the law.

Management agrees with the recommendation and 

will consider these factors as it establishes a 

system for managing the exception reports.  

Management anticipates completing this 

recommendation by June 30, 2020. Original 

Implementation date: 6/30/2020.

6/30/2020

12/31/2020

Approved 

Extension Date

5/31/2021

Pending 

Extension Approved by Executive Office

Due to organizational changes in both Systems 

and Benefits Division management in the second 

half of 2020, we are requesting an extension of the 

implementation date. Systems and Process 

Management have completed some development 

changes in the batch process to replace exception 

reports with work objects. However, Systems, 

Advanced Payroll, and PMG will need to further 

collaborate on this project to develop appropriate 

Standard Operation Procedures (SOPs) that 

documents the appropriate periodic reviews to 

ensure reports remain accurate, relevant, and 

effective.  

Benefits 

Exception Reports

2020 57

Nov 22, 2019

The Report Control Center (RCC) is the Benefits 

process for managing the large volume of reports 

that automatically print throughout the month.  Staff 

assigned to the RCC are responsible only for 

collecting and sorting the printed reports, 

distributing them to the appropriate staff for review, 

and filing the reports that staff signed off.  During 

our walkthrough of the RCC process, we observed 

that hard copies of the reports for the current and 

prior fiscal years are stored in locked cabinets in 

the Benefits Division suite due to the sensitive 

member data contained in each report.  We 

confirmed that staff generally keep the cabinets 

locked at   all times, including during normal 

business hours, and only a select number of staff 

have access to the cabinet keys.  While this 

practice ensures that visitors and other employees 

who are not authorized do not inadvertently access 

sensitive information, we noted however that older 

RCC reports were exposed to such risks during the 

archiving process.  RCC reports when archived to 

the basement of the building or off-site to Iron 

Mountain are placed into boxes that are not further 

secured and removed by staff in Administrative 

Services or the vendor.

N/A Benefits management should review and establish 

retention cut-off dates in the Report Control Center 

(RCC) to ensure that reports are destroyed after a 

certain time period to mitigate any potential 

information security risks.  Benefits should also 

perform an inventory of currently stored reports 

and destroy reports no longer needed.

Management agrees with the recommendation and 

will enforce LACERA’s document retention policies 

in the Report Control Center (RCC).  Management 

has instructed staff to work with the Records and 

Information Management (RIM) Unit to compile an 

inventory of all stored reports by December 31, 

2019 and destroy reports no longer needed by 

March 31, 2020. 

3/31/2020

12/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension approved by Executive Office

Due to organizational changes in Benefits Division 

management in the second half of 2020, we are 

requesting an extension of the implementation 

date. The current management team will evaluate 

the archive workflow process of the Report Control 

Center (RCC) and develop a Standard Operation 

Procedure (SOP) that documents the inventory and 

disposal process that aligns to LACERA’s records 

retention policies.  
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Benefits 

Exception Reports

2020 57

Nov 22, 2019

To determine timely deletion of obsolete or invalid 

exception reports, Internal Audit requested a listing 

of all current, retired, and transferred staff in both 

the Account Integrity Services and Special Benefit 

Services groups and a list of all reports sent those 

individuals.  We noted two employees, who retired 

from LACERA during the first quarter of 2019, were 

still listed as active recipients. We noted a 

contributing factor for the error was the lack of 

documented policies and procedures for 

consistently reviewing exception report content, 

report recipients and notifying Systems when a 

report was obsolete or a user should stop receiving 

a report.  Prior to our audit, the Benefits Division 

had recognized the need to develop procedures for 

cleaning up the high volume of exception reports 

sent to the Division and currently has plans to work 

with Systems to define an appropriate process 

going forward.  We should also note that the two 

retired staff members Internal Audit identified have 

since been removed from the active recipient lists 

for those reports.

N/A Benefits and Systems management should 

implement a formal periodic review process to 

evaluate exception reports data and recipients and 

establish policies and procedures to delete 

obsolete exception reports and recipients.  A 

formalized review process, policies and 

procedures would help ensure that reports 

continue to assist the business unit achieve its 

operational objectives, obsolete reports are 

deleted timely and recipients only receive reports 

commensurate with their job responsibilities.

Management agrees with the recommendation and 

will consider these factors as it establishes a 

system for managing the exception reports.  

Management anticipates defining the review 

process, policy and procedures, as well as 

implementing this recommendation by June 30, 

2020.  Current Status: As described under 1) 

above, reports will be vetted and updated before 

input into the new EMS, and will be reviewed 

periodically thereafter.  Planned for completion by 

12/31/2020.

6/30/2020

12/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension approved by Executive Office

Due to organizational changes in both Systems 

and Benefits Division management in the second 

half of 2020, we are requesting an extension of the 

implementation date. Systems and Process 

Management have completed some development 

changes in the batch process to replace exception 

reports with work objects. However, Systems, 

Advanced Payroll, and PMG will need to further 

collaborate on this project to develop appropriate 

Standard Operation Procedures (SOPs) that 

documents the appropriate periodic reviews to 

ensure reports remain accurate, relevant, and 

effective.  

Benefits 

Exception Reports

2020 57

Nov 22, 2019

Internal Audit noted during our discussions as well 

as during our sample report testing, several 

instances where exception reports containing 

hundreds of pages of data as well as numerous 

cover pages automatically print.  One report in 

particular contained over 450+ pages and was 

configured to print twice a month while another 

report that printed daily had a total of 69 pages of 

which 38 contained cover page type information 

such as report name, recipient and database 

name.  Per inquiry with staff in the Report Control 

Center as well as other areas that receive 

automatically printed reports, we noted that 

Benefit’s staff have dedicated portions of their day 

to ensure the printers had paper at all times and 

that all exception reports pages were collected and 

sorted.  Furthermore, Systems helpdesk staff 

would often automatically replace the ink and toner 

for those printers on a set schedule.

N/A Benefits and Systems management should 

collaboratively work to determine if all hard copy 

reports can be limited to electronic copy and allow 

staff to print only the reports and/or pages of the 

report that are needed.

Management agrees with the recommendation and 

will consider these factors as it establishes a 

system for managing the exception reports.  

Benefits management anticipates completing an 

evaluation of the hard copy exception reports and 

Systems management has confirmed it is ready to 

convert those reports to electronic copies at the 

direction of Benefits by June 30, 2020.

6/30/2020

12/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension approved by Executive Office

Due to organizational changes in both Systems 

and Benefits Division management in the second 

half of 2020, we are requesting an extension of the 

implementation date. Systems and Process 

Management have completed some development 

changes in the batch process to replace exception 

reports with work objects. However, Systems, 

Advanced Payroll, and PMG will need to further 

collaborate on this project to develop appropriate 

Standard Operation Procedures (SOPs) that 

documents the appropriate periodic reviews to 

ensure reports remain accurate, relevant, and 

effective.  

CAP - SSN to 

SSNVS

2021 10

Feb 3, 2021

Five Members Receiving Payments were Reported 

as Deceased by SSNVS

Medium BPU should validate the SSNVS status of benefit 

recipients residing in non-death reporting states on 

a quarterly basis to minimize risk of benefit 

overpayments.

Benefits Management agrees with the 

recommendation and will validate the SSNVS 

status of benefit recipients residing in non-death 

reporting states on a quarterly basis beginning, 

4/1/2021, and on an on-going quarterly basis.

4/1/2021 Pending

CAP - SSN to 

SSNVS

2021 10

Feb 3, 2021

Two Payees Reported as Deceased by SSNVS 

Were Previously Identified  

Low Business processes should be updated to require 

BPU staff place a payment hold on member’s 

account when they determine that circumstances 

indicate that a member is deceased. If the data of 

death is unknown, the payment hold should still be 

placed by BPU rather than relying on another 

business unit or process to place the payment 

hold.

Benefits Management agrees with the

recommendation and has incorporated the

recommendation into its process.

1/1/2021 Implemented

Benefits management updated its BPU procedures 

to require staff to place a hold on a payee account 

when the investigation concludes the payee has 

deceased. 
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CAP - SSN to 

SSNVS

2021 10

Feb 3, 2021

Six Members Receiving Benefit Payments Have 

Mismatched SSNs 

Medium Benefits management should counsel staff when 

working with survivor documents to verify that the 

Workspace system SSN should match the SSN on 

documents being processed

Benefits Management agrees with the 

recommendation and will incorporate the 

recommendation into its process.

2/26/2021 Pending

Death Legal Unit

2020 51

Feb 1, 2021

#1 No Documented Policy or Procedure for Six of 

the Nine Work Queues

Low For the six queues that have no documented policy 

or procedure, we recommend management 

implement policies and/or procedures for the 

related processes.

The Benefits management agrees with the 

recommendation and has continued its efforts to 

develop policies and procedures for the remaining 

queues.  The existing methods are currently under 

review to identify further development of the 

processes involved with the work queues, and any 

new methods will be incorporated into the policies 

and procedures.    

1/29/2022 Pending

Death Legal Unit

2020 51

Feb 1, 2021

#2 No Criteria for Determining Unclaimed 

Accounts

Medium We recommend management implement a 

procedure, which includes criteria to determine 

when an account is to be label as an “unclaimed 

account.”

The Benefits management agrees with this 

recommendation. They will address the resolution 

of this recommendation in three phases:

Phase I: As an immediate remedy, Benefits will 

work with Systems to identify all unlocked, 

deceased accounts that remain for more than a 

year and lock the accounts. March 31, 2021

Phase II: Benefits will work with PMG to draft 

business rules for when these accounts should be 

locked. May 1, 2021

Phase III: Benefits will work with Systems to create 

an automated process to lock the accounts.  July 

29, 2021

7/29/2021 Pending

Death Legal Unit

2020 51

Feb 1, 2021

#3 Service Level Expectations Do Not Effectively 

Manage Workloads 

Medium We recommend the Benefit’s Division Process 

Management Group coordinate the determination 

of organizationally accepted and agreed-upon 

service level expectations (SLEs) for death and 

legal processing between Member Services and 

Benefits.

The Benefits management agrees with a 

recommendation to work with the Executive Office 

and Systems Division to develop a plan and 

timeline by July 29, 2021.

7/29/2021 Pending

Death Legal Unit

2020 51

Feb 1, 2021

#4 Workspace Does Not Provide Automate Case 

Tracking for Pending Death Cases

Medium As of March 2020, the Case Management project 

is one of the organization’s “top four Strategic Plan 

goals” with a workgroup meeting regularly to move 

the project forward. The workgroup has identified 

23 processes, one of which is death processing 

that would address this risk.  We recommend 

Benefits Management work with the Executive 

Office and the Systems Division to develop a plan 

and timeline to address the implementation of the 

death processing through the Case Management 

project

The Benefits management agrees with a 

recommendation to work with the Executive Office 

and Systems Division to develop a plan and 

timeline by July 29, 2021.

7/29/2021 Pending
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Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

Audit test work identified  areas where travelers 

did not follow Policy and related payment 

processes: pre-approval of educational 

conference, lodging upgrades, reimbursement of 

meal per diems, and ground transportation.

N/A Management should periodically provide training to 

the Boards and staff on the Policy to ensure 

travelers and approvers are aware and compliant 

with the Policy requirements.

Management concurs with the recommendation. 

FASD will work with the Executive and Legal 

Offices to schedule Travel Policy training for the 

Boards and staff at least annually or when the 

Policy is revised. This recommendation is 

expected to be completed by June 30, 2020.

6/30/2020

12/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension Approved by Executive Office

In November and December 2020, the Joint 

Committee and the Boards provided direction with 

respect to the Mosaic Travel consulting report. 

Based on this information, staff updated the 

existing Travel Policy and the Boards jointly 

approved a 2020 Trustee Travel Policy. The 

Trustee Travel Policy is included as a topic within 

the Board Orientation materials for new and 

returning Trustees. The legacy Travel Policy 

applies to staff travel and FASD will offer annual 

training. 

Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

Audit test work identified  areas where travelers 

did not follow Policy and related payment 

processes: pre-approval of educational 

conference, lodging upgrades, reimbursement of 

meal per diems, and ground transportation.

N/A To be consistent with the section “Authorized 

Expenses” (705.02) of the Policy, that expenses 

should be “reasonable and necessary,” Boards and 

management should:

a. Revise the Policy to reflect current economical 

transportation services, like public transportation, 

taxis, or ride- share services. The Policy should 

still require the traveler to provide written 

justification for using an upgraded ground 

transportation service if used.

b. Update the Policy to address if and when the 

use of an executive car service is acceptable.

Management concurs with this recommendation. 

Management will bring the issue to the JOGC for 

further discussion.

1/31/2020

9/30/2020

12/31/2020

Implemented

On December 16, 2020, the Joint Boards approved 

two new Board Policies - a Trustee Education 

Policy and a Trustee Travel Policy. 

These revised policies considered the risks and 

recommendations identified in IA's June 2019 

report, LA County's November 2019 Administrative 

Review, and the Mosaic 2020 report. The revised 

Trustee Travel Policy addresses on pg. 6 J. 

Ground Transportation this risk and 

recommendation. Domestic travel only allows for 

public transportation, taxis, and ride sharing. 

International travel allows for executive car 

services. 

Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

FASD does not have a complete physical or 

electronic file for each travel event but instead 

maintains several platforms of information; a 

binder with all approved conferences and related 

agendas, a corporate credit card database, and 

Great Plains, a financial and accounting software 

system.  Not having a complete file for each travel 

event decreases the effectiveness of the review 

process, an operational risk.  Furthermore, 

incomplete travel files makes it more difficult for 

FASD to provide accurate numbers on the Travel 

Reports.

N/A To improve the effectiveness and efficiency of 

FASD’s review process, FASD should provide 

instructions for the Travel Expense Voucher 

(payment request), so travelers can provide a 

complete travel file.

Management concurs with the recommendation. 

FASD will update the Travel Expense Voucher to 

include clear written instructions for completing the 

document.

6/30/2020

9/30/2020

12/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension Approved by Executive Office

In November and December 2020, the Joint 

Committee and the Boards provided direction with 

respect to the Mosaic Travel consulting report. 

Based on this information, staff updated the 

existing Travel Policy and the Boards jointly 

approved a 2020 Trustee Travel Policy. FASD will 

update the expense voucher to include written 

instructions. 

Financial Accounting Services Division (FASD)
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Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

FASD does not have a complete physical or 

electronic file for each travel event but instead 

maintains several platforms of information; a 

binder with all approved conferences and related 

agendas, a corporate credit card database, and 

Great Plains, a financial and accounting software 

system.  Not having a complete file for each travel 

event decreases the effectiveness of the review 

process, an operational risk.  Furthermore, 

incomplete travel files makes it more difficult for 

FASD to provide accurate numbers on the Travel 

Reports.

N/A To improve the effectiveness and efficiency of 

FASD’s review process, FASD should work with 

the Systems Division and the Executive Office to 

explore solutions that would allow travelers to 

upload and allocate travel receipts, and that would 

allow FASD to review and store complete travel 

files in a central location.

Management concurs with the recommendation. 

FASD held preliminary discussions with the 

Systems Division and the Executive Office to 

evaluate the feasibility of implementing a travel 

receipt capture and storage tool.

6/30/2020

9/30/2020

12/31/2020

Approved 

Extension Date

9/30/2021

Pending

Extension Approved by Executive Office

In November and December 2020, the Joint 

Committee and the Boards provided direction with 

respect to the Mosaic Travel consulting report. 

Based on this information, staff updated the 

existing Travel Policy and the Boards jointly 

approved a 2020 Trustee Travel Policy. The staff 

memo included language regarding the evaluation 

and implementation of new technology as it relates 

to travel expenses and reporting. FASD will partner 

with the Executive Office and IT to explore 

technology solutions. FASD’s budget request for 

FY 21-22 budget includes a request to explore new 

travel technology. 

Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

Quarterly Travel Reports did not accurately reflect 

the travel expenditures for a traveler’s trip. In 

addition to the inaccuracies that Internal Audit 

identified, we learned from discussions with FASD, 

the Executive Board Assistants, and the Legal 

Office that the FY 2018 Quarterly Travel Reports 

were significantly revised for inaccurate reporting 

of travel expenditures before a public data request 

was fulfilled. Based on discussions with FASD, 

many of the inaccuracies in the Reports were 

caused by having a key member of FASD’s 

Disbursements Unit out of the office for the 

majority of the year, and not having a complete 

travel file, as discussed in the prior section.

N/A To improve the accuracy of the Quarterly Travel 

Reports, FASD should instruct travelers on 

providing a complete travel file, and work with the 

Systems Division and the Executive Office to 

explore having traveler’s upload and allocate travel 

receipts to a central location.

Management agrees with the recommendation. 

FASD will provide instructions for complete travel 

files to travelers. In addition, FASD held 

preliminary discussions with the Systems Division 

and the Executive Office to evaluate the feasibility 

of implementing a travel receipt capture and 

storage tool.

6/30/2020

9/30/2020

12/31/2020

Approved 

Extension Date

9/30/2021

Pending

Extension Approved by Executive Office

This recommendation is a combination of updating 

traveler instructions and exploring  technology 

solutions. 

Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

The current Policy does not clearly address the 

definition of administrative travel, how 

administrative meetings should be categorized, or 

if administrative travel should count towards a 

Board member’s annual conference limit. Staff 

excluded administrative travel from the annual 

conference limits. Staff consistently applied this 

interpretation to all Board members  and all Travel 

Reports have reflected this interpretation since 

July 2014.  However, during our audit, we noted 

stakeholders were unclear if staff’s interpretation of 

the Policy was correct.

The Policy should be revised to more clearly 

address “Administrative Travel.”

N/A To strengthen the Policy, the Boards and 

management should revise the Policy to clarify 

“Administrative Travel” to define controls regarding 

when administrative travel is authorized, if there is 

a limit to administrative travel, and how 

administrative travel should be categorized for 

Board members.

Management concurs with this recommendation. 

Management will bring the issue to the JOGC for 

further discussion.

1/31/2020

9/30/2020

12/31/2020

Implemented

On December 16, 2020, the Joint Boards approved 

two new Board Policies - a Trustee Education 

Policy and a Trustee Travel Policy. These revised 

policies considered the risks and 

recommendations identified in IA's June 2019 

report, LA County's November 2019 Administrative 

Review, and the Mosaic 2020 report. The Trustee 

Travel Policy now clarifies Administrative Travel on 

pg. 6 IV. 
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Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

Per the Policy, local educational conferences are 

conferences where there is no common  carrier 

travel and lodging is under $1,500, and these 

conferences should not be counted towards the 

annual 8/12 conference limit. We observed that it 

is difficult to categorize which conferences should 

be considered “local educational conferences”, not 

subject to the 8/12 limit, as this determination 

needs to be made for each traveler’s individual 

travel expenditures.

We reviewed the 4th Quarter FY 2018 Travel 

Report, and noted that staff had categorized 

several trips as “local educational conferences” but 

these trips included either airfare or lodging was 

over $1,500.

N/A To ensure conferences are consistently and 

accurately categorized, conference limitations are 

applied, and to assist Board members in planning 

their educational conferences, Boards and 

management should revise the Policy to provide a 

standardized definition of “local educational 

conferences” – for example, limiting these to Los 

Angeles County, Southern California, or a set 

distance from LACERA.

Management concurs with this recommendation. 

Management will bring the issue to the JOGC for 

further discussion.

1/31/2020

9/30/2020

12/31/2020

Implemented

On December 16, 2020, the Joint Boards approved 

two new Board Policies - a Trustee Education 

Policy and a Trustee Travel Policy. 

These revised policies considered the risks and 

recommendations identified in IA's June 2019 

report, LA County's November 2019 Administrative 

Review, and the Mosaic 2020 report. The Trustee 

Educational Policy on pg. 5 C2. In-Person External 

Conferences now clarifies that external 

conferences within CA are not counted toward the 

external conference limits. 

Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

We reviewed industry best practices, compared 

other public pension funds’ education and travel 

policies and if available, published travel reports, 

and recent media articles regarding travel by 

governmental agencies.  In our assessment of the 

current Policy, we noted it does not have an 

overarching educational strategy that focuses on 

developing and improving key skills that fiduciaries 

generally need.

N/A To improve the effectiveness and adequacy of the 

Policy, Boards and management should:

a. Review the Clapman report’s education policy 

for a template of best practices.

b. consider adopting an organizational-wide 

educational strategy and incorporating the “Trustee 

(Fiduciary) Knowledge Self-Assessment.” Texas 

Teacher Retirement System and CalSTRS have 

both hired a consultant to assess the organizations’ 

requirements and preferences and to provide 

guidance in developing an effective educational 

strategy.

c. Consider working with LACERA’s Training 

Coordinator to develop a process to create a 

stakeholder’s educational plan, monitor the 

broader educational needs of the Board for in- 

house training opportunities, and review and 

evaluate educational conferences.

Management concurs with this recommendation. 

Management will bring the issue to the JOGC for 

further discussion.

1/31/2020

9/30/2020

12/31/2020

Implemented

On December 16, 2020, the Joint Boards approved 

two new Board Policies - a Trustee Education 

Policy and a Trustee Travel Policy. 

These revised policies considered the risks and 

recommendations identified in IA's June 2019 

report, LA County's November 2019 Administrative 

Review, and the Mosaic 2020 report. 
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Board & Staff 

Education and 

Travel

2019 18

June 20, 2019

Internal Audit analyzed the costs of registration, 

airfare, and lodging, for the last four fiscal years to 

gain a better understanding of the increase in 

Board education travel expenditures. Based on the 

analysis, the cost of airfare has sharply increased, 

and we believe LACERA’s airfare costs could be 

reasonably reduced.  We observed from our 

testing that refundable tickets were purchased for 

some travel events. Since the current Policy does 

not address if or when purchasing refundable 

tickets is allowed, the purchases were not out of 

compliance with the Policy.

However, since refundable tickets are often two to 

three times the cost of non- refundable tickets, it 

seems inconsistent with the Policy’s general 

commentary on Attachment  A of the Policy, 

“Travelers are encouraged to schedule travel in a 

way that minimizes LACERA’s travel expenses.”  

Additionally, we noted that prudent procurement 

practices, such as comparing prices among at 

least three airlines flying to the destination, 

modifying dates and times of travel, and prohibiting 

Board members from limiting their travel to one 

specific airline, are not encouraged or enforced.

N/A To reduce LACERA’s total airfare costs, Boards 

and management should:

a. Re-evaluate the use of business class airfare.

b. Evaluate stronger enforcement of prudent 

procurement practices as described above, 

including prohibiting the purchase of refundable 

tickets.

Management concurs with this recommendation. 

Management will bring the issue to the JOGC for 

further discussion.

1/31/2020

9/30/2020

12/31/2020

Implemented

On December 16, 2020, the Joint Boards approved 

two new Board Policies - a Trustee Education 

Policy and a Trustee Travel Policy. 

These revised policies considered the risks and 

recommendations identified in IA's June 2019 

report, LA County's November 2019 Administrative 

Review, and the Mosaic 2020 report. The Trustee 

Travel Policy addresses in the Appendix A. I. A. 

Airline Travel. "Air travel will only be reimbursed at 

the lowest available non-refundable fare at the 

time of purchase (for class travel authorized under 

this Policy). Trustee may elect to fly on United, 

American, Delta, JetBlue, or Southwest Airlines for 

the dates and times of travel. Other carriers are 

authorized, but reimbursement shall not exceed the 

lowest non-refundable fare offered either amongst 

the five major airlines carriers mentioned above or 

other major carriers who fly to selected 

destination."

Corporate Credit 

Card

2020 52

Oct 5, 2020

Non-compliance with certain sections of the 

Corporate Credit Card Policy

We also noted that FASD last provided training to 

cardholders in February 2019 but has not provided 

any training since then, including for new 

cardholders. FASD providing training for new 

cardholders, reminders to existing cardholders, 

and enforcing the Policy are critical to ensuring 

compliance.

Medium 1a. Ensure that cardholders submit all required 

supporting documentation in compliance with 

Policy sections 4.5, 4.6, and 4.6.1 by establishing 

a consistent and objective process for taking 

corrective action when cardholders are not 

compliant.

1b. Provide continuing training and/or reminders to 

existing cardholders and ensure that all new 

cardholders receive appropriate training on the 

Credit Card Policy.

FASD will (1) establish an escalation process 

which may include credit card revocation, (2) 

report cardholder non-compliance to the Executive 

Office on a regular basis, and (3) provide a 

regularly scheduled training session to existing 

cardholders and an orientation session to new 

cardholders as needed.

12/31/2020 Implemented

FASD has provided training to card holders on 

December 2020.  A make-up training for those that 

missed will be provided Jan. 26, 2021.  

Part of the training included FASD making card 

holders aware of the new corrective action plan 

and escalation process.

The escalation process includes reporting to the 

Executive Office for offenders requiring action.  

This corrective action plan is driven by the 

"Corrective Action Matrix. 
Corporate Credit 

Card

2020 52

Oct 5, 2020

Four instances of non-compliance with the Policy. 

The Systems Division made 4 software and 

domain hosting service purchases totaling $556. 

Two of those purchases totaling $353 were 

subsequently reclassified as Covid-19 disaster 

related.

We also noted that FASD has an internal process 

for notifying cardholders when there is 

noncompliance with the Policy; however, stronger 

controls should be implemented to prevent 

repeated noncompliance. 

Medium FASD should ensure that cardholders comply with 

section 4.2 of the policy by establishing a 

consistent and objective process for taking 

corrective action when cardholders are not 

compliant.

Management will facilitate a discussion with the 

Systems Division and Administrative Services so 

they can develop a process for handling recurring 

charges that complies with this Corporate Card 

Policy and the organization’s Purchasing Policy. 

FASD will (1) establish an escalation process 

which may include credit card revocation, (2) 

report cardholder non-compliance to the Executive 

Office on a regular basis, and (3) provide a 

regularly scheduled training session to existing 

cardholders and an orientation session to new 

cardholders as needed. Recommendations 

planned for completion by 12/31/2020

12/31/2020 Implemented

FASD has provided training to card holders on 

December 2020.  A make-up training for those that 

missed will be provided Jan. 26, 2021.  

Part of the training included FASD making card 

holders aware of the new corrective action plan 

and escalation process.

The escalation process includes reporting to the 

Executive Office for offenders requiring action.  

This corrective action plan is driven by the 

"Corrective Action Matrix. 
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Project Name 

Project Code

Date Issued

Finding
Risk 

Levels
Recommendation Response

Estimated 

Implementation 

Date(s)

Status

Last Status Update

Corporate Credit 

Card

2020 52

Oct 5, 2020

 Section 4.3 “Within seven calendar days of the 

purchase, a completed description of the 

emergency and justification for the purchase must 

be documented, approved, and submitted to the 

Administrative Services Division Manager.” 

cardholder failed to submit the description of the 

disaster related purchase and justification for the 

said purchase to the Administrative Services 

Division. Due to the urgency of the Covid-19 

situation and numerous other Covid-19 issues the 

Systems Division was tasked with resolving, the 

cardholder was remised in submitting the required 

documentation.    

Low FASD obtain documentation that Systems Division 

has notified Administrative Services of the disaster 

related purchases made on the credit card and 

submitted the required documentation.

Management agrees with the observation. FASD 

has since suspended the cardholder’s account. 

FASD will follow-up with the System’s Division and 

request that System’s Division management 

submit the required approval documentation 

notifying Administrative Services of the disaster 

related purchase.

12/31/2020 Implemented

Systems Division submitted a memo to  

Administrative Services notifying them of the 

disaster related purchases made on the credit card 

and submitted the required documentation. 

Corporate Credit 

Card

2020 52

Oct 5, 2020

Per the LACERA Corporate Credit Card Policy, 

Section 6 “Any changes in the Cardholder’s 

employment position must be immediately 

communicated to the Program Administrator. Prior 

to termination of employment, a Cardholder must 

immediately return to the Program Administrator 

the Corporate Card assigned to the Cardholder.”

Low FASD should update its desk procedures to 

account for the proper termination and disposal of 

returned cards.

FASD will update the desk procedures to include 

the existing process. Management agrees with the 

observation that there are no formal desk 

procedures regarding the termination and 

destruction of the credit cards, however, there is an 

administrative process in place to which Corporate 

Card Administrators are well versed. Once 

management and/or Corporate Card 

Administrators are notified of changes in the 

cardholder’s employment, the account is 

immediately suspended online so no additional 

activity or unauthorized charges can occur. The 

cardholder is contacted so the inactive credit card 

can be retrieved and destroyed.

12/31/2020 Implemented

FASD has updated their desk procedures to 

address this.
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Project Name 

Project Code

Date Issued

Finding
Risk 

Levels
Recommendation Response

Estimated 

Implementation 

Date(s)

Status

Last Status Update

Timekeeping 

Audit

2020 25

Nov 22, 2019

Internal Audit obtained and reviewed the only 

written documentation provided by HR which was a 

12-pages document titled Quick Guide to 

Timesheet Submission (“HR Guide”). The HR 

Guide was limited to brief instructions on how to 

submit one’s own timecard in the eHR system. No 

other LACERA documentation related to 

timekeeping was provided by HR or available on 

LACERA’s Intranet site.

N/A HR should develop formal timekeeping policies 

and procedures to promote consistency and 

compliance within LACERA. This includes 

understanding which Los Angeles County human 

resources laws and policies are applicable to 

LACERA.

Management agrees with the recommendations. 

Human Resources Division developed a draft 

timekeeping policy and procedures along with a 

draft guide to timesheet coding and submission 

that is pending release of the new employee 

handbook. The estimated completion date is 

March 31, 2020. Human Resources Division will 

send the timekeeping policy and procedures 

annually to all Staff Members and update the FAQs 

on the Intranet as needed.

3/31/2020

7/31/2020

12/31/2020

Implemented

As of December 31, 2020, the Human Resources 

Division has made the Timekeeping & Time 

Reporting Policy, Procedures and Guidelines 

available to all staff and posted on the Intranet. 

The Timekeeping & Time Reporting Policy, 

Procedures and Guidelines considered the risks 

and recommendations identified in IA’s November 

2019 report. The new Timekeeping & Time 

Reporting Policy, Procedures and Guidelines 

contains information on Timekeeping, eHR system 

functionalities, payroll, staff member timekeeping 

responsibility, staff member accountability, 

supervisor/manager responsibility and 

accountability, role of the division timekeeper, 

proxy, HR payroll coordinator responsibilities, and 

HR leave & return-to-work coordinator, and 

enforcement.

Human Resources (HR)
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Project Name 

Project Code

Date Issued

Finding
Risk 

Levels
Recommendation Response

Estimated 

Implementation 

Date(s)

Status

Last Status Update

Data Backup and 

Retention Testing

2017 41

Feb 14, 2018

Recent technology upgrades of desktops 

computers and server systems rely upon live 

interface to Cloud Services, operating and email 

systems.  Recovery of these services at a remote 

processing facility has not been tested in 

conjunction with recovery of LACERA’s core 

membership system.

N/A Perform a recovery exercise of mission critical 

operations at a remote location as soon as 

practical to validate recovery procedures and 

capture learnings for potential disruptions.

Mission critical membership payroll, accounting 

and investment data processing functions will be 

replicated offsite in a disaster recovery scenario 

during the fourth calendar quarter of 2018. 

12/31/2018

7/31/2018

9/30/2020

1/31/2021

Implemented

In January 2021, LACERA successfully conducted 

a coordinated test of the Systems Divisions’ 

disaster recovery capabilities.  Internal Audit was 

present each of the three days, January 11-13 

2021, and was able to observe all communications 

and that  issues brought up during discussions 

were resolved in a timely manner.  Internal Audit 

observed that all DR testing objectives were met. 

Member 

Applications 

Change Control

2018 49

Oct 30, 2018

We noted that there were no management reports 

available for use to monitor or detect changes to 

application code deployed to the production 

system.  In a well-controlled Change Management 

environment, administrative reports are used to 

monitor the movement of application code changes 

thru development to final production status. These 

reports help ensure necessary testing, 

documentation, provisioning and authorizations 

occurred, and changes to systems are introduced 

in a controlled and coordinated manner.  

Management has established segregation of 

responsibilities for application code changes and 

relies upon staff to follow established code 

development, testing and management approval 

review procedures prior to presenting application 

code changes to other responsible staff for 

promoting to production.  However, historically, 

due to staffing shortages, some staff have had the 

ability to develop and promote code into 

production potentially without management 

oversight. This situation presents a risk that 

erroneous or malicious code could be introduced 

into production without detection.

N/A Systems Division management should develop a 

system generated report for monitoring changes in 

application code.  Management review of this 

report should ensure code changes deployed into 

production are appropriate and approved.

Initial Management Response:  We plan to 

develop a system generated Deployment 

Monitoring Report that will identify any instances 

when code is deployed into production. 

Management plans to complete an analysis and 

evaluation to determine if feasible based on 

current project priorities and resources. This 

evaluation is planned for completion by the end of 

June 2019, and if feasible will be planned for 

implementation by the end of December 2019. 

Current Status: Appropriate resources to complete 

a transition to a new deployment tool are planned 

to be hired in July, 2020.   We are currently 

interviewing candidates for this position.  Once the 

position is filled, we should be able to complete the 

recommended action within six months or sooner 

after hiring date.  Planned for completion by 

12/31/2020.   The Systems Division indicated that 

if this can be completed earlier, it will be.  Internal 

Audit anticipates that this will be completed by 

September 30, 2020, so that we are in alignment 

with Plante Moran's SOC readiness 

recommendations.

6/30/2019

2/28/2020

9/30/2020

Approved 

Extension Date

3/1/2021

Pending

Extension Approved by Executive Office

Due to organizational changes in Systems Division 

management in mid-year 2020 and formation of a 

new Information Security Office (IS), we are 

requesting an extension of the implementation 

date. Systems has developed a system generated 

report for monitoring changes in application code. 

Systems will further develop a Standard Operation 

Procedure (SOP) that documents the necessary 

testing, documentation, provisioning, and 

authorizations required during code deployment to 

production.

Member 

Applications 

Change Control

2018 49

Oct 30, 2018

A formal policy does not exist to provide guidelines 

for granting staff administrator access and system 

management privileges. A formal policy does not 

exist to provide guidelines for granting staff 

administrator access and system management 

privileges.

N/A The Systems Division management should 

develop a formal Administrator Access Policy that 

applies to staff who are granted "Administrator" 

access on LACERA's systems, and management 

of privileged group membership.

Systems Division management should develop a 

formal Administrator Access Policy that applies to 

staff who are granted "Administrator" access on 

LACERA's systems, and management of privileged 

group membership. Current Status: Currently, we 

have provided the Systems division Roles policy to 

Internal Audit.  The supplement policy titled 

"Privileged Access Policy" will address this 

recommendation for closure.  Planned for 

completion by 9/30/2020.

9/30/2020 Implemented

The Privilege Access Management Policy was 

finalized and issued to all privilege users on 

February 10, 2021. Internal Audit reviewed the 

Policy and determined it met all requirements. 

Systems Division
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Project Name 

Project Code

Date Issued

Finding
Risk 

Levels
Recommendation Response

Estimated 

Implementation 

Date(s)

Status

Last Status Update

Mobile Device 

Audit

2020 56

June 4, 2020

 Per review of Systems' internal listings, we noted 

Systems had not completed a physical inventory, 

including spare, vacant, or test devices. Our review 

further identified areas to strengthen segregation of 

duties and controls around the mobile device 

inventory process.

High 3a. Systems Division management create a current 

mobile device master listing that includes all 

active, inactive, vacant, and test devices issued by 

LACERA. Systems work with Administrative 

Services to record all mobile devices in Great 

Plains.3b. Administrative Services and Systems 

management develop and implement a control-

based mobile device inventory process.   The 

process should include: a. Require execution of a 

formalized and documented annual inventory that 

includes active, inactive, vacant, and test devices.  

3b.  Documented responsibility for mobile device 

inventory asset accountability and tracking, device 

master listing maintenance, asset reconciliations 

and verification counts.

Management agrees with the recommendations 

and plans to complete implementation by 

December 31, 2020. The Systems Division plans 

to continue maintaining the mobile device master 

listing outside of Great Plains to ensure 

appropriate recording of device information such 

as inactive, vacant, and test statuses. However, 

Systems will work with Administrative Services to 

ensure changes to the master listing are timely 

updated in Great Plains by Administrative 

Services.

12/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension Approved by Executive Office

Due to organizational changes in Systems Division 

management in mid-year 2020 and competing 

priorities, we are requesting an extension of the 

implementation date. To address recommendation 

3a, Systems Division management completed a 

reconciliation of wireless service lines and mobile 

devices registered in MaaS360 in November 2020. 

The reconciliation created a mobile device master 

listing that includes active, inactive, vacant and test 

devices. Systems provided Administrative 

Services the list of mobile devices to record in 

Great Plains.

For recommendation 3b, Administrative Services is 

currently performing an Offsite Equipment 

Inventory that includes mobile devices assigned to 

staff. Administrative Services is ~ 70% complete 

and once the offsite inventory is finalized, Systems 

will perform a follow up reconciliation to identify 

discrepancies.  

Mobile Device 

Audit

2020 56

June 4, 2020

LACERA does not register all organization issued 

mobile devices to the respective MDM tools. 

Specifically, we noted approximately 20 mobile 

phones or tablets were not registered to MaaS360, 

and only 21 of 138 laptops were registered to 

Intune.

Medium 4. Systems Division management define the 

organizational mobile device management (MDM) 

registration policy to be approved by the Executive 

Office. This should include documented exceptions 

to the policy such as spare or test devices.

Management agrees with the recommendation and 

plans to complete implementation by October 31, 

2020. Systems Division management will work 

with the Executive Office to define the appropriate 

organizational MDM registration policy for all 

devices including spare or test devices.

10/31/2020

3/30/2021

Pending 

In September 2020, Systems completed and the 

Executive Office approved the Mobile Device 

Management Policy, which states all organization 

issued mobile devices must be registered to the 

MDM tool. 

Systems has stated they registered mobile devices 

to the MDM tool in November 20202 but this 

recommendation is pending review of a 

reconciliation between LACERA's mobile devices 

versus devices registered to the tool. Internal Audit 

anticipates addressing this by March 30, 2021. 
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Project Code

Date Issued

Finding
Risk 

Levels
Recommendation Response

Estimated 

Implementation 

Date(s)

Status

Last Status Update

Mobile Device 

Audit

2020 56

June 4, 2020

We observed that Systems has six (6) different 

security configurations in the IBM MaaS360 tool; 

for example, a unique configuration for Board 

iPads, staff iPads, staff iPhones vs. test iPhones, 

etc. Generally, Systems Division management is 

also focused on security and while they may have 

created these configurations with specific intent, it 

was not defined and documented. Further, we 

compared the settings against LACERA’s Unsafe 

Computer Practices Policy, Federal standards as 

defined by the National Institute of Standards and 

Technology (NIST), and industry best practices. 

Our analysis determined that functions were not 

restricted within the various configurations to 

ensure compliance with LACERA’s Unsafe 

Computer Practices Policy.

Medium 5a. Systems management in conjunction with the 

Executive Office define organizational baseline 

mobile device management (MDM) usage and 

security configurations to strengthen device 

security. This should include limiting or restricting 

any high-risk functions with documented 

exceptions to the policy.

5b. Establish periodic review of policy settings to 

ensure they remain current with industry standards 

and best practices.

Management agrees with these recommendations 

and plans to complete implementation by October 

31, 2020. The Systems Division evaluates security 

considerations in all implementation decisions and 

will work with the Executive Office to ensure 

appropriate operations objectives are met during 

this process.

10/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension Approved by Executive Office 

Systems has completed 5a; the comprehensive 

and consolidated Mobile Device Management 

Policy was completed and approved by the 

Executive Office in September 2020 and includes 

mobile device usage and security configurations.

Due to organizational changes in Systems Division 

management in mid-year 2020 and competing 

priorities, we are requesting an extension of the 

implementation date for 5b. Systems Division 

Management will develop a Standard Operation 

Procedure (SOP) that documents that appropriate 

periodic review of policy settings and documented 

exceptions to the policy. Systems will complete the 

SOP and perform a reconciliation to each security 

configuration and users assigned to them by 

5/31/2021.

Mobile Device 

Audit

2020 56

June 4, 2020

LACERA adopted a standard of using and 

deploying Apple devices for mobile use. However, 

we noted that this was an informal decision by the 

Executive Office that was not documented. Based 

on our analysis of System’s wireless cellular list, 

we determined there were also sixteen (16) 

Android devices assigned to Systems staff and 

one Trustee in addition to their Apple devices. 

Systems management stated it was not the 

intention to include Android devices for mass 

deployment and those devices served testing and 

long-term evaluation purposes. However, we noted 

again that testing of these devices was informal 

without any documented purpose, plan or reporting 

of results, and was done without any formal 

Executive Office approval.  We verified six (6) 

individuals in the Systems Division were assigned 

more than one test device of the same type (e.g., 

two iPads) and often with the same wireless carrier 

and for an undetermined and extended period of 

time.  Further, we noted Trustees typically receive 

an iPad and a laptop. We determined, however, 

one Trustee had 5 mobile devices including two 

tablets, one of them a Samsung android tablet test 

device, two laptops, and an active wireless hotspot 

still assigned to them but related to a previously 

returned laptop.

High 6a. Systems Division Management should 

formalize and obtain Executive Office approval of 

mobile device issuance standards for staff and 

trustees and any exceptions to those standards 

should be documented and approved by the 

Executive Office.

6b. Systems Division Management should 

formalize and obtain Executive Office approval of a 

procedure for testing mobile devices.

Management agrees with the recommendations 

and plans to complete implementation by October 

31, 2020. The Systems Division will work with the 

Executive Office to define the mobile device 

issuance standards for staff, trustees, and test 

mobile devices.

10/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension Approved by Executive Office

 

Due to organizational changes in Systems Division 

management in mid-year 2020 and competing 

priorities, we are requesting an extension of the 

implementation date. A comprehensive and 

consolidated Mobile Device Management Policy 

was completed and approved by the Executive 

Office in September 2020 which provides an 

overview of mobile device issuance standards for 

staff and trustees and testing devices.

To complete this recommendation, Systems 

Division Management will develop a Standard 

Operation Procedure (SOP) 1) that documents the 

current year’s standard issued equipment, and 2) 

that documents the process for testing mobile 

devices and the appropriate use cases.  
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Project Code
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Mobile Device 

Audit

2020 56

June 4, 2020

There are currently four (4) separate mobile device 

policies, which are incomplete and outdated. The 

staff policies include an area for signature/user 

acknowledgment, but we determined it was not 

obtained in practice. Alternatively, the Systems 

Division maintains a separate Property 

Designation Form for end users to sign when 

taking possession of the device. Systems provided 

the signed Property Designations Forms for our 

audit testing as evidence that users acknowledge 

and abide by LACERA’s mobile device policies. 

We noted that the form only contains 

acknowledgment of the quantity and type of 

devices issued and does not include 

acknowledgement that the user has read and will 

abide by LACERA’s policies. Further, we 

determined that these acknowledgements are only 

obtained the first time a person receives a mobile 

device. No further acknowledgment was obtained 

either annually or when a similar device was 

replaced for the same user.

High 7. Systems Division management should improve 

the administrative process over mobile device 

acknowledgement and usage forms. The process 

should include the following:

a.  Inclusion of the Form in the comprehensive and 

consolidated Mobile Device Management Policy.

b. Requirement that staff and Trustees re-sign a 

mobile device acknowledgement form annually 

and whenever provided a new device.

Management agrees with the recommendation and 

plans to complete implementation by October 31, 

2020.

10/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension Approved by Executive Office

Due to organizational changes in Systems Division 

management in mid-year 2020 and competing 

priorities, we are requesting an extension of the 

implementation date. The comprehensive and 

consolidated Mobile Device Management Policy 

was completed and approved by the Executive 

Office in September 2020 and includes reference 

to the mobile device acknowledgement and usage 

forms.  Systems has updated its process to require 

all staff and Trustees sign the same 

acknowledgement form when provided a mobile 

device.

Systems is also currently awaiting Admin Services 

to complete of their Offsite Equipment Inventory 

process so an updated reconciliation of mobile 

devices can be performed. Systems will then 

request all mobile device users to re-sign an 

acknowledgement form for the current year.  

Mobile Device 

Audit

2020 56

June 4, 2020

To determine timely deactivation of wireless 

services and proper disposal of mobile devices, 

we examined the 2019 monthly wireless services 

bills for all carriers and inquired with staff 

regarding disposal procedures. We determined 

LACERA had approximately 40 wireless lines 

designated as “vacant” or belonged to former staff 

and Trustees who were no longer   associated with 

LACERA for up to five (5) years. We further 

identified the following disposal procedures that 

required improvement: 

a. LACERA has not disposed of any old or 

obsolete tablets or smartphones since inception of 

the mobile device program.

b. Formal documentation to validate that old or 

obsolete and devices returned by staff were 

appropriately reset to factory settings or the data 

was wiped is not maintained.

c. A former Trustee’s iPad is still considered 

outstanding according to the most recent Trustee 

inventory count performed by the Board Offices in 

December 2019.

d. Former Trustees could purchase their LACERA 

issued iPad. However, documentation outlining the 

approval and process was not maintained.

High 9. Systems Division management should develop 

a formal procedure approved by the Executive 

Office over the deactivation, reassignment, 

disposal and/or sale of mobile devices taken out of 

service. Additionally, this procedure should include 

the following:

a.  A timeframe and methodology for the disposal 

of devices.

b. Formal documentation to validate that old, 

obsolete devices are appropriately reset to factory 

settings and wiped with a copy provided to the end 

user and Administrative Services.

c. An accurate inventory of out of service devices 

is maintained.

Management agrees with the recommendation and 

plans to complete implementation by October 31, 

2020.

10/31/2020

Approved 

Extension Date

5/31/2021

Pending

Extension Approved by Executive Office

 

Due to organizational changes in Systems Division 

management in mid-year 2020 and competing 

priorities, we are requesting an extension of the 

implementation date. A comprehensive and 

consolidated Mobile Device Management Policy 

was completed and approved by the Executive 

Office in September 2020 and references the 

appropriate policy for mobile device disposal. 

Systems Division Management will develop a 

Standard Operation Procedure (SOP) that 

documents that appropriate timeframe and 

methodology for disposal of devices, 

documentation, and inventory requirements. 
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Mobile Device 

Audit

2020 56

June 4, 2020

Internal Audit noted the default LACERA 

workstation configuration enables USB access on 

all workstations. Systems then deploys a separate 

Group Policy Object (GPO), that disables USB 

access to individual workstations. This process 

indicates that Systems must maintain a deny  USB 

GPO list of 498 workstations and a more effective 

approach would be to change the  default setting to 

disable USB access during configuration and 

deploy a GPO that enables USB access. This will 

reduce the USB GPO listing to only approved 

workstations and assist Systems with performing a 

periodic review of approved workstations. Further, 

we found that there is no requirement or process to 

ensure that only encrypted USB devices are used 

for LACERA business.

Medium 10. Systems Division management strengthen the 

process for managing workstations that have USB 

access enabled. The process should include:

a. A periodic review of USB enabled workstations 

to ensure such access is still appropriate.

b. A periodic reconciliation of the deny USB 

access listing against Administrative Services 

Fixed Asset Register.

c. Encryption required for USB devices connected 

to LACERA workstations.

 Management agrees with the recommendation 

and plans to complete implementation by October 

31, 2020.

10/31/2020

Approved 

Extension Date

4/1/2021

Pending

Extension Approved by Executive Office

Due to organizational changes in Systems 

management and formation of a new Information 

Security Office, management is requesting an 

extension of the implementation date. Systems and 

InfoSec are currently evaluating a project timeline 

to migrate LACERA to a new Active Directory 

forest and evaluate all security settings for 

LACERA workstations. The planned changes will 

address all Group Policy Object (GPO) security 

settings, resolve conflicting GPO’s that hinder the 

process of managing workstations, and include 

encryption for USB devices where appropriate. 

Management will perform a review of USB enabled 

workstations as part of the evaluation and 

implement a periodic reconciliation procedure once 

the recommended security settings are approved.
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February 3, 2021 
 
TO:  2021 Audit Committee 

Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez 

 
  Audit Committee Consultant 

Robert H. Griffin 
  

FROM:  Richard P. Bendall  
  Chief Audit Executive 
   
  George Lunde  
  Senior Internal Auditor 
 
  Gabriel Tafoya  
  Senior Internal Auditor 

  Nathan K. Amick  
  Internal Auditor 
 
FOR: February 19, 2021 Audit Committee Meeting 
  
SUBJECT: Continuous Auditing Program (CAP) 
 
 
BACKGROUND 

Internal Audit performs its Continuous Auditing Program (CAP) throughout the year.  We have 

defined CAP as continuous audit testing for fraud and compliance incorporating data analytics 

as the primary auditing tool.   

• Fraud Testing – Provides timely insight into fraud indicators.  

• Compliance Testing – Ensures compliance through testing transactional data against 
established internal control rules and transactional profiles (e.g., 960-Hour Limit Test). 
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Our primary data analytics tool Audit Command Language (ACL) allows us to examine large 
data sets to uncover exceptions, anomalies, hidden patterns, unknown correlations, and to assist 
with the audit process. ACL gives us the ability to review every transaction, not just sampling, 
which enables a more efficient analysis on a greater scale. 
 
The intention of CAP is to give Internal Audit and LACERA Management greater visibility into 
processes, activities, and transactions, while adding value by means of improved compliance, 
risk management, and the ability to achieve business goals.   
 
CAP Schedule Fiscal Year 2020-2021 
To determine the CAP projects for the fiscal year, Internal Audit first assesses 
LACERA’s databases for the type of data held. Next, we brainstorm as many tests 
as possible for compliance and fraud scenarios. Internal Audit then assess the risk 
levels related to the possible tests.  
 
Should any of our CAP testing identify a systematic breakdown of controls, the 
project would be elevated, and a full audit would be performed. In such a case, the 
Audit Committee would be notified. 
 

 

 
      

Audit Projects Division 
Service 
Type 

Status 

Annual Census Data Testing Exec Compliance Begin Q3 

PEPRA-960 Hours Exec Compliance Pending 

Workspace Terminated User  Systems Compliance Completed 11/02/2020 

Terminated Staff Key Cards Systems Compliance Begin Q1 

Duplicate Vendor Payments FASD Fraud Begin Q4 

Duplicate Member Payments  FASD Fraud Begin Q4 

Emp & Vendor Same Address FASD Fraud Completed 11/02/2020 

High Risk Over 90 Payees Benefits Fraud 
Pending Q2 & Begin 
Q4 

New Payees  Benefits Fraud Completed 01/13/2021 

Foreign Payees Benefits Fraud Begin Q3 

Multiple Payments to Payee Benefits Fraud Begin Q4 

No Medical Deductions Benefits Fraud Begin Q4 

70.5 Required Distributions Benefits Compliance Pending 

Legal Split  Benefits Fraud Pending 

Minor Survivor Benefits Compliance Begin Q4 

SSN to SSA Benefits Fraud 
Completed as a limited-
scope audit 02/03/2021 

Pay Code Testing Q\A Compliance Completed 09/29/2020 

See the next page for a detailed list of the above recently completed project name, purpose, 
methodology, coverage period, test results, and the frequency at which the tests are performed.   
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Continuous Audit Program (CAP) Testing Summary 
FRAUD TESTING 

DIVISION PROJECT 
NAME 

PURPOSE COVERAGE 
 PERIOD 

TEST  
FREQUENCY 

METHODOLOGY RESULTS 

Benefits 
 

New 
Payees 

100 percent test of 
all new payees 
added to the 
retirement payroll 
to ensure no ghost 
(fraudulent) 
payees added. 

07/01/2020 
to 

12/31/2020 
 
 

Monthly 
 

Traced all new payees, 
per the monthly payroll, to 
valid historical member 
data from LACERA and 
the plan sponsor. 

No exceptions were 
noted. 
 
 

FASD Employees 
& Vendor 
w/Same 
Address 

Identify employees 
with same address 
as a vendor in 
attempt to uncover 
possible fraud. 
 

01/01/20 
to 

10/31/20 

Annual Identify employees with 
same address as a 
vendor.  Use ACL to 
identify vendor and 
employees with same or 
similar address. 

No exceptions were 
noted. 
 
 

Benefits 
 
 

SSN to 
SSA 

Validate processes 
are functioning in 
an adequate 
manner to prevent 
benefit payments 
to decedent 
accounts 

As of 
07/31/20 

Annual Submit file of payees to 
SSNVS and investigate 
negative responses.  

Opportunities for 
improvements were 
noted. Refer to Social 
Security Number 
Verification System 
(SSNVS) Audit report 
02/03/21. 

 
COMPLIANCE TESTING 

DIVISION PROJECT 
NAME 

PURPOSE COVERAGE 
 PERIOD 

TEST  
FREQUENCY 

METHODOLOGY RESULTS 

Executive 
Division 

Pay Codes 
Testing 

Determine all pay 
codes used by 
plan sponsor are 
BOR approved. 

04/01/20 
to 

08/31/20 

Quarterly Match the LACERA pay 
codes master listing 
against the Los Angeles 
County (LAC) Auditor-
Controller's pay code file, 
to identify discrepancies. 

No exceptions were 
noted. 
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COMPLIANCE TESTING (continued) 

DIVISION PROJECT 
NAME 

PURPOSE COVERAGE 
 PERIOD 

TEST  
FREQUENCY 

METHODOLOGY RESULTS 

Systems 
Division 

Workspace 
Terminated 
User  
 

To validate the 
timely termination 
of access to the 
Workspace 
application for 
terminated 
employees/ 
contractors. 

01/01/2020 
to 

08/31/2020 

Annually Match the terminated 
employee listing file to the 
Workspace application 
user listing file, to identify 
discrepancies.  
 

No exceptions were 
noted. 
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February 5, 2021 

TO: 2021 Audit Committee 
Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly  
Keith Knox 
Ronald Okum 
Gina Sanchez 

Audit Committee Consultant 
Robert H. Griffin 

FROM: LACERA’s Real Estate Conversion Team 

Esmeralda del Bosque, Senior Investment Officer 
Trina Sanders, Investment Officer 
Cindy Rivera, Senior Investment Analyst 
Calvin Chang, Senior Investment Analyst 
Michael Huang, Accounting Officer II  
Margaret Lei Chwa, Senior Accountant 

FOR: February 19, 2021 Audit Committee Meeting 

SUBJECT: Real Estate Administration and Performance Conversion Update

At the December 2020 Audit Committee meeting, the Committee requested an update on the 

conversion of real estate accounting and performance data related to Board action at the 

September 2020 Board of Investments meeting. At the September meeting, the Board 

approved State Street Bank and Trust Company (“State Street”) as the Real Estate Fund 

Administrator to serve as the official book of record for ~120 real estate assets comprised of 

~20 commingled funds and ~100 special purpose entities that hold title to LACERA’s separate 

account properties. 

At that same meeting, the Board also approved hiring State Street/Solovis (“Solovis”) as 

LACERA’s total Fund performance measurement provider. As highlighted in both searches, 

State Street provides accounting, administration, and performance services for every asset 

class except real estate; the Townsend Group (“Townsend”) has served as administrator for 

real estate accounting and performance. 
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Hiring State Street/Solovis for real estate administration creates more independence, 

transparency, and a consistent operational practice across LACERA’s asset classes. It is worth 

noting that the Board of Investments approved the Stepstone Group to replace Townsend as 

LACERA’s real estate consultant at its January 2021 meeting. 

Immediately following the contracting of both services with State Street, the transition of real 

estate data ensued. Importantly, the main LACERA Investments and Financial Accounting 

Services Division (“FASD”) staff that were part of the Real Estate Administrator search are also 

currently working with State Street/Solovis on the real estate implementation. 

Key members of LACERA’s real estate conversion team include: 

Esmeralda del Bosque*, Investments – Senior Investment 
Officer Trina Sanders*, Investments – Investment Officer 

Cindy Rivera, Investments – Senior Investment Analyst 
Calvin Chang*, Investments – Senior Investment Analyst 

Michael Huang, FASD – Accounting Officer II 
Margaret Lei Chwa*, FASD – Senior Accountant 

*denotes members of the Real Estate Administrator search 
 

To date, the conversion team has worked with State Street/Solovis on creating the transition 

plan, conducting weekly meetings, establishing the general ledger and accounting structure, 

identifying cash and wire movement protocols, agreeing on calculation methodology, 

constructing the necessary data architecture, and receiving historical data from Townsend and 

real estate investment managers. It should be noted that the vast majority of the conversion 

relates to the separate account real estate data migration. The conversion team has worked 

with State Street to increase the amount of transparency for these accounts and confirm that 

State Street constructs its approach to calculate independent valuation, cashflow, and 

performance metrics. These efforts ensure that an independent book of record is established. 

FASD has played a vital role in the development of the operating model and has confirmed that 

the accounting treatment of real estate data will meet LACERA’s financial and Comprehensive 

Annual Financial Reporting standards. 

The conversion consists of two phases: One for implementing data on a go-forward basis and 

another for loading the 20-plus years of historical real estate data. As part of the first phase, 

commingled fund information has already been added to the accounting structure. The next 

steps are to migrate the data for the separate accounts onto the State Street and Solovis 

platforms. State Street anticipates that the first phase of the conversion will be completed by 

the end of March 2021 with the ability to incorporate “current” data into LACERA’s fiscal year-

end total fund performance Board report. 
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Once that is complete, the second phase, focusing on the backload of historical data, will begin. 

State Street anticipates that given the historical record's length, they can complete that project 

by May 2021. For each phase, State Street will reconcile their results versus Townsend and 

investment managers. 

Below is a visual representation of the onboarding process and State Street’s timeline for both 

the accounting and performance real estate book of record conversions: 
 

 

 

 

 
Noted and Reviewed: 

 

 
 

Jonathan Grabel 

Chief Investment Officer 

Nov/Dec 2020 
Complete 

Phase 1: Jan-March 
In Process 

Phase 2: May 2021 
Transition Finalized 
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January 29, 2021 

TO: 2021 Audit Committee 
Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez

Audit Committee Consultant 
Robert H. Griffin 

FROM: Richard P. Bendall 
Chief Audit Executive 

Kathryn Ton 
Senior Internal Auditor 

FOR: February 19, 2021 Audit Committee Meeting 

SUBJECT: Real Estate Manager Review Reports 

In 2018, Internal Audit prequalified four audit firms to perform compliance and consulting 
reviews of LACERA’s real estate investment managers on an as-needed basis. These 
engagements are designed to assist LACERA in determining if managers are in compliance 
with specific provisions of their internal business controls and contractual business policies 
and procedures established under their Master Real Estate Investment Advisor Agreement.  
There have been 8 compliance reviews completed thus far. 

At the October 2020 Audit Committee meeting, staff provided the Committee with a 
summary of the recent compliance audits. These audit engagements included a property 
manager review of Avison Young which was performed by Conrad LLP, and a RREEF 
investment manager review performed by Kreisher Miller. The Committee subsequently 
requested staff to provide the Avison Young and RREEF audit reports, which are attached 
for your review. 

Staff will be available to address questions at the February 19, 2021 Audit Committee 
meeting.  

Attachment 
RPB:kt 
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Mr. Richard Bendall 
Chief Audit Executive  
Los Angeles County Employees Retirement Association  
Pasadena, CA 
 

INDEPENDENT ACCOUNTANT’S REPORT 
ON APPLYING AGREED-UPON PROCEDURES 

 
At the request of the Los Angeles County Employees’ Retirement Association (“LACERA”) , we 
have performed the agreed-upon procedures attached as Exhibit II for property managers on 300 
North Lake Avenue (aka Gateway Plaza) managed by Avison Young – Southern California, LTD. 
(the “Property Manager”). 
The procedures, which were agreed to by LACERA, were applied solely to assist LACERA in 
determining if the Property Manager was in compliance with the terms of the property 
management agreement for the period July 1, 2019 through June 30, 2020. The Property Manager 
is responsible for the reporting and related accounting records pursuant to the applicable property 
management agreement. This engagement to apply agreed-upon procedures was performed in 
accordance with the attestation standards established by the American Institute of Certified Public 
Accountants. The sufficiency of the procedures is solely the responsibility of LACERA. 
Consequently, we make no representation regarding the sufficiency of the procedures either for 
the purpose for which this report has been requested or for any other purpose.   
Findings and recommendations have been documented beginning on page three of this report. 
We were not engaged to, and did not perform an audit, the objective of which would be the 
expression of an opinion on the specified elements, accounts, or items. Accordingly, we do not 
express such an opinion. Had we performed additional procedures, other matters might have come 
to our attention that would have been reported to you. We did not perform additional agreed-upon 
procedures related to the Property Manager’s response and express no opinion on it. 
This report is intended solely for the use of LACERA and is not intended to be, and should not be 
used by anyone other than the party specified above. 
 
 
 
 
Lake Forest, CA 
September 4, 2020 
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Executive Summary 
 
Conrad LLP was engaged to apply the applicable agreed-upon procedures to the property 
management function of 300 North Lake Avenue (aka Gateway Plaza) for the period July 1, 2019 
through June 30, 2020 (the “Review Period”) in order to ensure compliance with the Property 
Management Agreement (the “Agreement”) dated April 6, 2016 between LACERA Gateway 
Property Inc. (the “Owner”) and Avison Young – Southern California, LTD. (the “Property 
Manager”). 
 
300 North Lake Avenue (aka Gateway Plaza) is an office building located in Pasadena, California. 
The property was constructed in 1989 and consists of approximately 281,896 rentable square feet. 
As of June 30, 2020, the property was 98.86% occupied. 
 
Detailed descriptions of each finding and recommendation begin on page three of the agreed-upon 
procedures report. Below is a summary of the findings: 
 
 

  

Finding Description Finding No. 

Finding Noted with Regard to Property Security Deposit Ledger  D-1 

Findings Noted with Regard to Property Rent Roll D-2 

Finding Noted with Regard to CAM Reconciliation D-3 

Finding Noted with Regard to Construction Supervision Fees D-4 

Finding Noted with Payroll Processing Fees  D-5 

Findings Noted with Leasing Commissions E-1 

Findings Noted with Tenant Insurance E-2 

Observation Noted During Physical Inspection F-1 
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Findings and Recommendations 
 
In accordance with the agreed-upon procedures, we noted the following findings and 
recommendations: 
 
A. General Procedures 

 
We obtained and read the Agreement along with the subject property’s financial reports 
for the Review Period ended June 30, 2020. We conducted an entrance conference with the 
Property Manager to obtain specific information regarding the status of the property and 
discussed any general concerns. 

 
Results: No exceptions were noted as a result of applying the procedures. 

 
B. Company Background Procedures 

 
We obtained information regarding the organization and staffing of the Property Manager. 
We reviewed insurance coverages maintained by the Property Manager. We made inquiries 
regarding any pending litigation involving the property and the use of affiliated companies. 
 
Results: No exceptions were noted as a result of applying the procedures. 
 

C. Internal Control Procedures 
 
We submitted an internal control questionnaire to the Property Manager and read their 
responses. We followed up with the Property Manager’s personnel regarding the completed 
questionnaire and made inquiries of on-site personnel regarding cash collection and 
disbursement controls and procedures. 
 
Results: No exceptions were noted as a result of applying the procedures. 
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D. Accounting and Financial Procedures 
 
We reviewed a sample of significant balance sheet accounts, including property bank 
accounts, accounts receivable, and other assets and liabilities. We agreed the reported 
revenue to a sample of leases. We agreed a selection of expenses incurred to the supporting 
invoices, as well as reviewing the accuracy of payments made to the Property Manager 
during the Review Period. 
 
Results: See findings #1 through #5 below. 
 
1. Finding Noted with Regard to Property Security Deposit Ledger 

 
During our sample review of tenant lease files, we compared the security deposit per 
the lease documentation to the property security deposit ledger. Based on our review, 
we noted that the security deposit ledger as of June 30, 2020 reflected a deposit of 
$  for tenant  which did not agree to the security deposit amount of 
$  stated in the lease agreement. We discussed this issue with the Property 
Manager and prior to the issuance of the draft report, the Property Manager provided 
an updated ledger showing the correct security deposit amount.  
 
Recommendation 
 
We recommend that the Property Manager ensures that all information stated on the 
security deposit ledger agrees to the terms stated in the tenant lease agreements. 
 
Property Manager’s Response 
 
Prior to the issuance of the draft report, the Property Manager provided an updated 
ledger showing the correct security deposit amount. 
 
The discrepancy arose as the Lease for  included the pre‐payment of Base 
Rent for the th, th, and st months due under the Lease. The First Amendment to 
the Lease included a provision to adjust the square footage and changes were made 
accordingly to the Base Rent schedule. This resulted in the pre‐payment of rent for the 
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st month of the Lease to be $  less than what was stated in the Lease. We 
notified the tenant and applied the credit to rent for September 2020. 
 
Avison Young agrees with the recommendation to ensure the stated amount on the 
security deposit ledger agrees to the terms stated in the tenant lease agreements. 
 
Conrad LLP Comments 
 
We concur with the Property Manager’s corrective action. 
 

2. Findings Noted with Regard to Property Rent Roll 
 
During our sample review of tenant lease files, we compared pertinent lease terms per 
the lease documentation to the property rent roll as of June 30, 2020. Based on our 
review, the following was noted: 
 
a. For tenant , the property rent roll 

stated that the total rentable square footage was , which did not agree to the 
lease agreement square footage of . This issue was discussed with the Property 
Manager and prior to the issuance of the draft report, the Property Manager 
provided an updated rent roll reflecting the correct square footage. 

 
b. The property rent roll reflected a lease expiration date of  for the 

storage space leased by tenant  which did not agree to the lease 
agreement expiration date of . This issue was discussed with the 
Property Manager and prior to the issuance of the draft report, the Property 
Manager provided an updated rent roll reflecting the correct expiration date. 

 
Recommendation 
 
We recommend that the Property Manager ensures that all pertinent lease terms are 
correctly reflected in the property rent roll. 
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Property Manager’s Response 
 
Prior to the issuance of the draft report, the Property Manager provided an updated rent 
roll reflecting the correct square footage and expiration dates. 
 
During the tenant improvements for , 
the corridor was extended to meet the code requirements for the City of Pasadena. This 
resulted in a change to square footage. When the tenant was added to the rent roll, the 
square footage that was used for the space’s previous tenant was left as‐is, which 
created a discrepancy in square footage. The rent roll has since been updated and the 
difference of  square feet was added to the rent roll as “Dead Space” so that the 
building square footage would remain the same. 
 
During the last renewal for , the expiration date for their storage space was 
erroneously extended to mirror the new lease expiration for their space on the th and 

th floors. However, the storage space was not included in the renewal. The date has 
since been changed in the rent roll to reflect the expiration date of  as stated 
on their Lease for storage space. 
 
Avison Young agrees with the recommendation to ensure that all pertinent lease terms 
are correctly reflected in the property rent roll. 
 
Conrad LLP Comments 
 
We concur with the Property Manager’s corrective action. 
 

3. Finding Noted with Regard to Common Area Maintenance (CAM) Reconciliation 
 
In our attempt to review a sample of 2019 CAM Reconciliations, it was noted that 
reconciliations had not been sent to the tenants as of August 7, 2020. Based on our 
sample review of the lease agreement for tenant , we 
noted that Article  of the lease agreement states, “Landlord shall give to Tenant 
on or before the first day of August following the end of each Expense Year, a statement 
which shall state the Direct Expenses incurred or accrued for such preceding Expense 
Year, and which shall indicate the amount, if any, of any Excess.”  
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Recommendation  
 
We recommend that the Property Manager ensures that CAM Reconciliation notices 
are sent to the tenants within the timeframe specified in the tenants’ respective lease 
agreements. 
 
Property Manager’s Response 
 
Per the lease agreement for , the 2019 CAM 
Reconciliation should have been delivered to the Tenant on or before the first day of 

 
 
The CAM Reconciliation is currently being worked on by the Property Manager and 
was delayed due to the impacts of COVID‐19. Historically, for the past twenty years 
the CAM Reconciliation has been billed in accordance with the respective Lease 
Agreements. 
 
Avison Young agrees with the recommendation to ensure that CAM Reconciliation 
notices are sent to the tenants within the timeframe specified in the tenants’ respective 
lease agreements. 
 
Conrad LLP Comments 
 
No further comment necessary. 
 

4. Finding Noted with Regard to Construction Supervision Fees 
 
Schedule  of the Agreement states, "As compensation for Manager's construction 
supervisory services rendered pursuant to this Agreement in connection with the 
installation on the Property of capital improvements, Owner shall pay to Manager a 
Construction Supervision Fee as follows:” 
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5. Finding Noted with Regard to Payroll Processing Fees 
 
Based on our sample review of payroll registers for the pay periods ending November 
30, 2019 and March 31, 2020, we noted that the Property Manager charged a % 
burden rate, of which % was related to payroll processing fees. Such fees charged 
for November 2019 and March 2020 totaled $  and $ , respectively. Article  
of the Agreement states, “Manager shall be responsible for the payment at its own cost 
and expense of all payroll and expense (including withholding and other payroll taxes) 
of its employees and all of its general overhead and administrative expenses.” 
 
Costs such as payroll processing fees are considered to be overhead expenses which 
are to be covered by the property management fee. A such, as the Agreement explicitly 
states that Property Manager shall be responsible for all of its general overhead and 
administrative expenses, it has been determined that the % related to payroll 
processing fees should be excluded from the total burden rates charged. 

 
Recommendation  
 
We recommend that the Property Manager refrains from charging payroll processing 
fees to the property going forward. We further recommend that the Property Manager 
recalculate all payroll processing fees from inception to current and reimburses any 
overpayment back to the property. If it is the intent by LACERA to allow such costs in 
payroll burden, we recommend that this intent be memorialized in the Agreement via 
amendment. 
 
Property Manager’s Response 
 
It was noted that % of the payroll was attributed to payroll processing fees. 
 
The burden for payroll is % reimbursed by the property and is included in the 
approved budget each year. 
 
Avison Young agrees with the recommendation to allow such costs in payroll burden 
if it is the intent by LACERA to allow such costs and memorialize in the Agreement 
via amendment. 
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Conrad LLP Comments 
 
Notwithstanding the Property Manger’s response, our recommendation remains as 
previously stated. 

 
E. Leasing and Tenant Procedures 

 
We reviewed the propriety of the leasing procedures. We selected a sample of tenant lease 
files and performed a review of the completeness of the information maintained on the 
tenants. 
 
Results: See findings #1 and #2 below. 
 
1. Findings Noted with Regard to Leasing Commissions 

 
Based on our review of the leasing commissions paid for the lease renewals and 
expansions for tenants  and  

, we noted that the commissions were calculated based on the 
“New Leases” provision stated in Schedule  of the Agreement. The New Lease 
provision states, “Except with respect to Owner Occupied Space, Manager shall be paid 

  of the total full service gross rental of the first (1st) five years of the 
lease, and  for the second (2nd) five (5) years of the lease term; 
provided, however, if an Outside Broker procures the tenant, Owner will pay Manager 

 of commission computed and payable above from 
which Manager will pay to such other broker a  share and retain the 
balance as Manager’s compensation.” 
 
The “Renewals; Extensions; Expansions” provision of Schedule  of the Agreement 
states, “Except with respect to Owner Occupied Space, if a lease contains an option or 
other right to renew or extend the term or to lease additional space, and if the lease is 
renewed or extended or if a tenant leases additional space, whether pursuant to the 
option or right contained in the lease or otherwise, Owner will pay to Manager, at the 
time of the renewal, extension or lease of additional space, a commission of  

 for the renewal or extension term, or for such additional space.”  
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We performed a recalculation of the respective leasing commissions based on the 
Renewals; Extensions; Expansions provision and have compared the results to the 
leasing commissions paid. We have further described and illustrated each discrepancy 
below: 

a. For the lease renewal and lease expansion of tenant , the total 
commissions were calculated at , of which  was paid to the Property Manager 
and  was paid to the outside broker. We recalculated the total commissions for 
renewal and expansion at  as illustrated below:  
 

 
 

b. For the lease renewal of tenant , the total commission was calculated at , 
of which  was paid to the Property Manager and  was paid to the outside 
broker. Furthermore, the lease terms used in the commission calculation did not 
agree to the Second Amendment Commencement Letter dated . 
We recalculated the total commission at  using the lease terms stated in the 
Commencement Letter as illustrated below: 

 
 

c. For the lease expansion of tenant , the total 
commission was calculated at  for the first five (5) years of the lease term (  
for the Property Manager and  for the outside broker), and  for the sixth year 
(  for the Property Manager and  for the outside broker). We recalculated the 
total commission at a flat rate of  as illustrated below: 
 

Per Property 
Manager Per Analysis

Over(Under) 
Payment

Lease Renewal $            $            $              
Lease Expansion                                                   

$            $            $              

Per Property 
Manager Per Analysis

Over(Under) 
Payment

Lease Renewal $            $            $            
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Recommendation 
 

We recommend that the Property Manager work with LACERA to determine the 
appropriate methodology to calculate the leasing commissions for lease renewals, 
extensions, and expansions. If it is the intent by LACERA to allow the calculation 
methodology applied by the Property Manager, we recommend that this intent be 
memorialized in the Agreement via amendment to avoid ambiguity. 
 
Property Manager’s Response 
 
Leasing commissions paid for the lease renewal and expansions for  
and  were calculated at  total, of which  was 
paid to the Landlord broker and  was paid to the outside broker. 
 
Although the Agreement may be silent on the amount of commissions paid to the 
outside broker for renewals, extensions, and expansions, the surrounding market has 
set the methodology standard at  for the first 5 years, and  

 for the next five years. This methodology standard has been in place for several 
years by the commercial real estate community for Class A institutional quality 
buildings like Gateway Plaza. The total commission paid is  and the 
Landlord broker receives  of the total commissions. 
 
Through discussions with property managers, leasing brokers and tenant representation 
brokers, we can confirm the following buildings pay total commissions of  

 divided by  to the Landlord broker and  to the 
outside Tenant broker on renewals, extensions, and expansions. For the outside broker, 
the calculation is:  on Months 1‐60 and  on Months 
61‐120 due in full upon mutual execution and delivery of the Lease; the Landlord 
broker would receive  on Months 1‐60 and  on 
Months 61‐120, due in full upon mutual execution and delivery of the Lease. A survey 

Per Property 
Manager Per Analysis

Over(Under) 
Payment

Lease Expansion $              $              $              
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of comparable and competitive buildings in the Pasadena market that reflect this leasing 
commission schedule are provided below: 
 
• 201, 225, 251 and 283 S Lake Avenue ‐ Corporate Center 
• 103‐117 E Colorado Boulevard – Chamber of Commerce Building 
• 177 E Colorado Boulevard – AT&T Building 
• 234 E Colorado Boulevard 
• 790 E Colorado Boulevard and 35 & 155 N Lake Avenue – The Pasadena 

Collection 
• 800 E Colorado Boulevard & 55 S Lake Avenue – Pasadena Towers 
• 2 N Lake Avenue 
• 35 N Lake Avenue 
• 199 S Los Robles Avenue 
• 299 N Euclid Avenue 
• 301 N Lake Avenue – Lake Corson 
• 1055 E Colorado Boulevard 
• 80 S Lake Avenue 
 
In addition, the Minimum Leasing Guidelines that are part of the approved budget each 
year and indicate there is a  commission to the outside brokers. The Minimum 
Leasing Guidelines are updated annually based on current market conditions. 
 
With regards to the lease terms used in the leasing commission calculation for the lease 
renewal of , we identified a discrepancy that resulted in an overpayment of 
$  to the outside broker and $ to the Property Manager. The discrepancy 
was a result of the unique rent escalation structure that was tied to the renewal of their 
existing premises and expansion space. Avison Young will issue a credit back to 
LACERA for these amounts. 
 
Avison Young agrees with the recommendation to work with LACERA to determine 
the appropriate methodology to calculate leasing commissions for lease renewals, 
extensions, and expansions. If it is the intent by LACERA to allow the calculation 
methodology applied by the Property Manager, we recommend that this intent be 
memorialized in the Agreement via amendment to avoid any ambiguity. 
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Conrad LLP Comments 
 
We concur with the Property Manager’s planned corrective action. 

 
2. Findings Noted with Tenant Insurance 

 
Based on our sample review of tenant lease files, we noted the following: 
 
a. The initial evidence of insurance maintained and provided by the Property Manager 

for tenant  dated  did 
not show evidence of workers' compensation as required by of Articles  of 
their respective lease agreement. Prior to the issuance of the draft report, the 
Property Manager obtained and provided evidence of insurance dated  

 which reflected the required coverage for this tenant. 
 

b. The initial evidence of insurance maintained and provided by the Property Manager 
for tenant  and  dated  
and , respectively, did not show evidence of physical damage 
insurance and loss-of-income and extra expense insurance as required by of Articles 

 and  of their respective lease agreements. Prior to the issuance of the 
draft report, the Property Manager obtained and provided current evidence of 
insurance dated  and , respectively, which 
reflected the required coverage for these tenants. 

 
Recommendation 

 
We recommend that the Property Manager obtains and retains current evidence of 
insurance that meets or exceeds the requirements stipulated in the tenant’s respective 
lease agreement. 
 
Property Manager’s Response 
 
Prior to the issuance of the draft report, the Property Manager obtained and provided 
evidence of insurance reflecting the required coverage for tenants. 
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 provided the updated certificate to 
reflect the evidence of workers’ compensation. 
 

 provided the updated certificate to reflect 
evidence of physical damage insurance and loss‐of‐income and extra expense coverage. 
 
Avison Young agrees with the recommendation to obtain and retain current evidence 
of insurance that meets or exceeds the requirements stipulated in the tenant’s respective 
lease agreement. 
 
Conrad LLP Comments 
 
We concur with the Property Manager’s corrective action. 

 
F. Operations and Maintenance Procedures 

 
We reviewed the operations and maintenance procedures and obtained representation from 
the Property Manager regarding the implementation of these procedures. A physical 
inspection was conducted at the property. We reviewed a sample of vendor service 
contractor payments for compliance with contractual terms. 
 
Results: See finding #1 below. 
 
1. Observation Noted During Physical Inspection 

 
During our physical inspection on , we noted that the elevator permits 
had expired on . Pursuant to our discussion with the Property Manager 
at the time of our inspection, it was communicated that the State Department of 
Industrial Relations has not been contacted regarding an inspection and that the State 
has not sent any correspondence regarding the expiration or notification of when an 
inspection will be performed. Prior to the issuance of the draft report, the Property 
Manager provided evidence of a Request for Inspection dated  that was 
sent to the State and a response from the State dated  was received, 
which stated that the request is being processed. 
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Recommendation 
 
We recommend that the Property Manager continues to actively follow up with the 
State regarding the expired elevator permits.  
 
Property Manager’s Response 
 
Prior to the issuance of the draft report, the Property Manager provided evidence of a 
Request for Inspection from the State of California Department of Industrial Relations. 
 
We received a response from the State confirming the building operations are in 
compliance with the California Labor Code. 
 
Avison Young agrees with the recommendation to actively follow up with the State 
regarding the expired elevator permits. 
 
Conrad LLP Comments 
 
No further comment necessary. 
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a. Square Footage for   

 
b. Lease Expiration for   Storage Space 

 
 
Response 
 
Prior to the issuance of the draft report, the Property Manager provided an updated rent roll 
reflecting the correct square footage and expiration dates.  
 
During the tenant improvements for  , the 
corridor was extended to meet the code requirements for the City of Pasadena. This resulted 
in a change to square footage. When the tenant was added to the rent roll, the square 
footage that was used for the space’s previous tenant was left as‐is, which created a 
discrepancy in square footage. The rent roll has since been updated and the difference of   
square feet was added to the rent roll as “Dead Space” so that the building square footage 
would remain the same.  
 
During the last renewal for  , the expiration date for their storage space was 
erroneously extended to mirror the new lease expiration for their space on the  th and  th 
floors. However, the storage space was not included in the renewal. The date has since been 
changed in the rent roll to reflect the expiration date of   as stated on their Lease for 
storage space. 
 
Avison Young agrees with the recommendation to ensure that all pertinent lease terms are 
correctly reflected in the property rent roll.  

 
3. Finding Noted with Regard to Common Area Maintenance (CAM Reconciliation) 

 
Response 
 
Per the lease agreement for  , the 2019 CAM Reconciliation 
should have been delivered to the Tenant on or before the first day of  .  
 
The CAM Reconciliation is currently being worked on by the Property Manager and was 
delayed due to the impacts of COVID‐19. Historically, for the past twenty years the CAM 
Reconciliation has been billed in accordance to the respective Lease Agreements. 
 
Avison Young agrees with the recommendation to ensure that CAM Reconciliation notices are 
sent to the tenants within the timeframe specified in the tenants’ respective lease agreements.  
 

4. Finding Noted with Regard to Construction Supervision Fees 
 
Response 
 

EXHIBIT I



Conrad LLP 
September 11, 2020 
Page 3 of 5 

  
 
Avison Young agrees with the recommendation to amend the Agreement to clarify the 
calculation methodology to avoid any ambiguity. 

 
5. Finding Noted with Regard to Payroll Processing Fees 

 
Response 
It was noted that  % of the payroll was attributed to payroll processing fees. 
 
The burden for payroll is  % reimbursed by the property and is included in the approved 
budget each year.  
 
Avison Young agrees with the recommendation to allow such costs in payroll burden if it is the 
intent by LACERA to allow such costs and memorialize in the Agreement via amendment.  
 

E.  Leasing and Tenant Procedures 
 

1. Findings Noted with Regard to Leasing Commissions 
 

a. Lease Renewal and Expansion for Raytheon 
 

b. Lease Renewal for Stantec 
 

c. Lease Expansion for Stantec 
 
Response 
 
Leasing commissions paid for the lease renewal and expansions for   and 

 were calculated at   total, of which   was paid to the 
Landlord broker and   was paid to the outside broker.  
 
Although the Agreement may be silent on the amount of commissions paid to the outside 
broker for renewals, extensions, and expansions, the surrounding market has set the 
methodology standard at   for the first 5 years, and   for the 
next five years. This methodology standard has been in place for several years by the 
commercial real estate community for Class A institutional quality buildings like Gateway Plaza. 
The total commission paid is   and the Landlord broker receives   

 of the total commissions. 
 
Through discussions with property managers, leasing brokers and tenant representation 
brokers, we can confirm the following buildings pay total commissions of  ; 
divided by   to the Landlord broker and   to the outside Tenant 
broker on renewals, extensions, and expansions. For the outside broker, the calculation is:   

 on Months 1‐60 and   on Months 61‐120 due in full upon mutual 
execution and delivery of the Lease; the Landlord broker would receive   on 
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Months 1‐60 and   on Months 61‐120, due in full upon mutual execution and 
delivery of the Lease.  A survey of comparable and competitive buildings in the Pasadena market 
that reflect this leasing commission schedule are provided below: 

 
 201, 225, 251 and 283 S Lake Avenue ‐ Corporate Center 
 103‐117 E Colorado Boulevard – Chamber of Commerce Building 
 177 E Colorado Boulevard – AT&T Building 
 234 E Colorado Boulevard 
 790 E Colorado Boulevard and 35 & 155 N Lake Avenue – The Pasadena Collection  
 800 E Colorado Boulevard & 55 S Lake Avenue – Pasadena Towers 
 2 N Lake Avenue 
 35 N Lake Avenue 
 199 S Los Robles Avenue 
 299 N Euclid Avenue 
 301 N Lake Avenue – Lake Corson 
 1055 E Colorado Boulevard 
 80 S Lake Avenue 

  
In addition, the Minimum Leasing Guidelines that are part of the approved budget each year 
and indicate there is a   commission to the outside brokers. The Minimum Leasing Guidelines 
are updated annually based on current market conditions. 

With regards to the lease terms used in the leasing commission calculation for the lease renewal 
of  , we identified a discrepancy that resulted in an overpayment of $  to the 
outside broker and $  to the Property Manager. The discrepancy was a result of the 
unique rent escalation structure that was tied to the renewal of their existing premises and 
expansion space. Avison Young will issue a credit back to LACERA for these amounts.  

Avison Young agrees with the recommendation to work with LACERA to determine the 
appropriate methodology to calculate leasing commissions for lease renewals, extensions, and 
expansions. If it is the intent by LACERA to allow the calculation methodology applied by the 
Property Manager, we recommend that this intent be memorialized in the Agreement via 
amendment to avoid any ambiguity. 

2. Findings Noted with Tenant Insurance 
 

a.  
 

b.  
 
Response 
 
Prior to the issuance of the draft report, the Property Manager obtained and provided 
evidence of insurance reflecting the required coverage for tenants.  
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 provided the updated certificate to reflect the 
evidence of workers’ compensation.  
 

 and   provided the updated certificate to reflect 
evidence of physical damage insurance and loss‐of‐income and extra expense coverage.  
 
Avison Young agrees with the recommendation to obtain and retain current evidence of 
insurance that meets or exceeds the requirements stipulated in the tenant’s respective lease 
agreement. 

 
F.  Operations and Maintenance Procedures 
 

1. Observation Noted During Physical Inspection 
 
Response 
 
Prior to the issuance of the draft report, the Property Manager provided evidence of a 
Request for Inspection from the State of California Department of Industrial Relations. 
 
We received a response from the State confirming the building operations are in compliance 
with the California Labor Code. 
 
Avison Young agrees with the recommendation to actively follow up with the State regarding 
the expired elevator permits. 

 
Best regards,  
 
 
Michael Camarena 
Senior Property Manager 
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RREEF America LLC (RREEF) is a real estate advisor who provides real estate investment 
management services to LACERA.  RREEF manages on behalf of LACERA, 16 real estate assets 
held in LACERA's separately managed account and 18 real estate assets in LACERA's take-over 
portfolio as of December 31, 2019. 

We performed the specific procedures in Exhibit II, to assist LACERA in evaluating RREEF's 
internal business controls and compliance with contractual policies established under the 
Master Real Estate Investment Advisor Agreement and Advisor Investment Plan.  In addition, 
we performed procedures to assist LACERA in assessing whether RREEF has established 
policies and procedures for investing, accounting, and reporting portfolio performance to 
LACERA.  Our procedures were primarily focused on the period from January 1, 2019 to 
December 31, 2019. 

We performed the majority of our procedures during video-conferencing meetings with RREEF 
personnel from various offices across the U.S., between May 27 and May 29, 2020.  Exhibit II 
indicates the procedures we performed, and the results of those procedures. 

RREEF personnel were very supportive, cooperative, and transparent during the advance 
preparation and during the site visit.   

We included a summary of our observations and opportunities for improvement in the 
Findings and Recommendations section of this report.  We obtained management responses in 
Exhibit I – Responses to the Findings from RREEF section of this report. 

We are available to present our findings to the Audit Committee, if requested by LACERA staff.
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The objectives and scope of our engagement included assessing whether RREEF America LLC 
(RREEF) established controls to comply with the following: 

(1) Master Real Estate Investment Advisor Agreement between LACERA and RREEF 
(2) LACERA Investment Policy Statement relating to real estate assets and portfolio 

management in accordance with the Master Real Estate Investment Advisor 
Agreement and LACERA policies 

(3) Applicable accounting requirements and financial reporting to LACERA 
(4) Internal control processes and procedures established for business operations and 

practices 
(5) Proper acquisition, asset management, and disposition policies and procedures 
(6) Proper measurement, accounting, and reporting of investment asset values and 

liabilities 
(7) Proper accounting and collection of investment income and receivables  
(8) Appropriate establishment and use of bank accounts associated with real estate 

investments 
(9) Appropriate calculation and allocation of fees 
(10) Accurate reporting of budget, performance, and financial information 

 
We performed additional procedures to understand personnel turnover and environmental, 
social, and governance (ESG) at RREEF.



LOS ANGELES COUNTY EMPLOYEES' RETIREMENT ASSOCIATION 
RREEF America LLC 

FINDINGS AND RECOMMENDATIONS 

-3- 

 

(1)  Asset Management Fees – Annual Reconciliation 

Kreischer Miller (KM) noted, in the First Amended and Restated Master Real Estate Investment 
Advisor Agreement between LACERA and RREEF America LLC (RREEF), asset management 
fees for Core properties are calculated using .  An annual 
reconciliation of actual asset management fees for the preceding fiscal year are calculated in the 
quarter following fiscal year end.  RREEF will submit an invoice to LACERA for any amount 
owed while any excess payments made to RREEF will reduce the asset management fee payable 
to RREEF during the first subsequent quarter. 

During KM's recalculation of asset management fees for the selected quarter ended 
September 30, 2019, KM noted there was no reconciliation for the actual asset management fee 
for the preceding fiscal year.   

(2)  Compliance with Master Real Estate Investment Advisor Agreement 

During KM's testing of compliance with the Master Real Estate Investment Advisor Agreement, 
KM noted that RREEF does not appear to have a formal process in which it tracks compliance 
with the Statement of Work requirements as outlined in the Master Real Estate Investment 
Advisor Agreement.  KM recommends that RREEF implement a formal process, such as a 
checklist, to ensure it is meeting requirements as outlined in the Master Real Estate Investment 
Advisor Agreement.  

In addition to implementing a formal process tracking compliance with Statement of Work 
requirements, KM recommends that RREEF implement a formal process to track side letters and 
compliance with such letters. 

(a) Compliance with the Statement of Work, Phase I (Identification and Selection of Real 
Estate) 

The Advisor is required to deliver a copy of the complete environmental survey of the 
subject property to LACERA as soon as it is available.  Based on support provided by 
RREEF for the selected subject property, the Mason, a summary of the environmental 
survey was provided to LACERA.  KM recommends that RREEF provide a copy of the 
complete environmental survey to LACERA for its records, based on the Statement of 
Work requirement. 

(b) Compliance with the Statement of Work, Phase II (Formation of Title Holding 
Companies and Documentation of the Acquisition of Properties) 

The Advisor is required to include its acquisition fee in the closing statements of the 
subject property.  Based on review of the closing statements provided by RREEF for the 
selected subject property, the Mason, RREEF's acquisition fee was not included.   
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KM recommends that RREEF include an estimate of its acquisition fee with the closing 
statements, based on the Statement of Work requirement.   

(c) Compliance with the Statement of Work, Phase IV (Property Management and Leasing) 

The Advisor is required to prepare and deliver the proposed operating budget to 
LACERA no later than forty-five (45) days prior to the beginning of the coming fiscal 
year.  For the selected subject properties, the Mason and Esprit, the proposed operating 
budgets were delivered to LACERA on November 22, 2019.  RREEF should have 
delivered the operating budgets by November 15, 2019, 45 days before the coming year, 
based on the Statement of Work requirement.   

(d) Compliance with the Statement of Work, Phase V (Financial Consulting and Reporting) 

The Advisor is required to prepare and submit quarterly reports to LACERA no later 
than forty-five (45) days following the end of each calendar quarter.  For the selected 
subject properties, the Mason and Esprit, the quarterly reports were submitted to 
LACERA on November 19, 2019.  RREEF should have submitted the quarterly reports 
by November 14, 2019, 45 days after the end of the calendar quarter, based on the 
Statement of Work requirement. 

(e) Compliance with the Statement of Work, Phase V (Financial Consulting and Reporting) 

The Advisor is required to include certain information within each quarterly report, as 
described in Exhibit J of the Master Real Estate Investment Advisor Agreement.  Actual 
results, budgeted amounts, and variances from budget are required to be included for 
the income statement.  While the quarterly reports provided to LACERA contain 
verbiage regarding variances from budget, KM recommends that RREEF provide actual 
results, budgeted amounts, and variances from budget in tabular format.  

(f) Compliance with the Statement of Work, Phase VI (Disposition of Acquired Properties) 

The Advisor is required to deliver to LACERA an estimated schedule of costs and 
expenses, including all closing costs, not less than 10 business days prior to closing of 
disposition transactions.  For the selected disposed property, Magnolia Vinings, the 
schedule of costs and expenses was provided to LACERA on September 17, 2019, two 
days before the closing date of September 19, 2019.  RREEF should have sent the 
estimated schedule of costs and expenses at least 10 business days prior to closing, based 
on the Statement of Work requirement. 
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(3)  Opportunities to Strengthen Review Process – Property Manager SOC 1 Reports 

SSAE 18 (SOC 1) reports are reports that indicate the results of a third party's review of service 
providers' control activities.  These reports generally reflect a description of the controls at the 
service organization, and the results of the testing of those controls performed by an 
independent third party.  KM notes that RREEF obtains SOC 1 reports, where available, from its 
administrator and from several larger property managers.  Discussions with RREEF indicate 
they review the SOC 1 reports to ensure there is a "clean opinion" and identify any exceptions 
relevant to RREEF's operations.   

Control objectives in SOC 1 reports can be generally achieved if user entity controls are suitably 
designed and operating effectively.  KM notes it was not clear if RREEF reviews the user entity 
controls sections of the property manager SOC 1 reports.  KM recommends that RREEF 
consider implementing a formal process to review the user entity controls sections of the SOC 1 
reports and document how these controls are incorporated into its processes and procedures. 

(4)  Banking Database – Authorized Signors List 

During KM's procedures performed on the establishment and use of bank accounts, KM notes 
that , former Portfolio Manager, is still listed as an authorized signor.  KM 
recommends that RREEF implement a formal process to review authorized signor lists on an 
annual basis as well as at the time of departure for an authorized signor. 

(5)  SEC Examination 
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(1)  Asset Management Fees 

RREEF Response:  RREEF indicated it had identified an incorrect asset management fee 
calculation and was currently working with LACERA to reconcile asset management fees for 
the years 2013 – 2019. 

Updated RREEF Response:  On June 29, 2020, RREEF notified KM it had completed the 2013 – 
2019 fee true-up project.  RREEF further indicated the following: 

 On June 18, 2020, RREEF provided an update to LACERA indicating the project was still 
in process and included an explanation on why the FY 2019 true-up adjustment was not 
included in the September 30, 2019 invoice.   

 On June 22, 2020, RREEF notified LACERA the 2013 – 2019 fee true-up project was 
complete and provided LACERA with an invoice and support calculations for each year. 

(2)  Compliance with Master Real Estate Investment Advisor Agreement 

RREEF Response:  RREEF indicated that while secondary reviews are performed, they will 
consider implementing a formal process, e.g. a checklist, to track compliance with the Statement 
of Work requirements as outlined in the Master Real Estate Investment Advisor Agreement. 

In response to our recommendation that RREEF provide actual results, budgeted amounts, and 
variances from budget in tabular format within quarterly reports, RREEF indicated that based 
on their internal discussions, they will make this update in their quarterly reporting to 
LACERA. 

(3)  Opportunities to Strengthen Review Process – Property Manager SOC 1 Reports 

RREEF Response:  RREEF indicated that a formalized tracker is not maintained regarding 
secondary reviews of SOC 1 reports for property managers.  While documentation is 
maintained over the secondary review of the property manager's SOC 1 report for RREEF's SEC 
registered fund, this documented process does not occur for separately managed accounts.  

 

.  Additionally, RREEF noted that all property managers do not have available SOC 
1 reports.  
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(4)  Banking Database – Authorized Signors List 

RREEF Response:  RREEF indicated that it will remove  from the banking 
database list.  RREEF noted a monthly review is typically performed over the in-house 
authorized signor tracker list and the banking database list for the third party administrator.  
Per RREEF,  had been removed from the in-house authorized signor list but 
not the banking database list.  RREEF further indicated that based on communication with the 
third party administrator and the associated banks,  was confirmed to have 
already been removed as signor on the associated bank accounts.  RREEF indicated that it was 
only the banking database list tracker that needed to be updated. 

(5)  SEC Examination 

RREEF Response:   
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A. Compliance with the Investment Mandate under Advisor Agreements 

1. Procedure – Obtain copies of the relevant executed agreements, e.g. Master Real 
Estate Investment Advisor Agreement, Advisor Investment Plan, and Property 
Management Agreement, as applicable, for the Real Estate Investment Manager 
LACERA has an investment in, and the LACERA Investment Policy Statement 
relating to real estate assets, and note the dates of the agreements. 

Results – Procedure performed without exception.  KM obtained the following: 

 First Amended and Restated Master Real Estate Investment Advisor Agreement 
between LACERA and RREEF America LLC dated July 1, 2015 

 Amendment No. 1 to the First Amended and Restated Master Real Estate 
Investment Advisor Agreement between LACERA and RREEF America LLC dated 
February 27, 2017 

 Amendment No. 2 to the First Amended and Restated Master Real Estate 
Investment Advisor Agreement between LACERA and RREEF America LLC dated 
October 27, 2017 

 Amendment No. 3 to the First Amended and Restated Master Real Estate 
Investment Advisor Agreement between LACERA and RREEF America LLC dated 
April 22, 2019 

 LACERA Investment Policy Statement dated December 11, 2019 
 RREEF Manager Investment Plan for FY 2018-2020 dated July 2018 

2. Procedure – Obtain side letter agreements, if applicable, between LACERA and the 
Real Estate Investment Manager and inquire of the Real Estate Investment Manager 
regarding its process for monitoring compliance with the side letter and whether the 
Real Estate Investment Manager has complied with the provisions of the side letter 
agreement. 

Results – RREEF America LLC (RREEF) indicated there is a side letter agreement between 
LACERA and RREEF for one investment, Milford Hotel.  KM obtained the side letter dated 
March 6, 2013 for this investment.  The side letter relates to the asset management fees for 
the Milford Hotel.  Refer to Procedure H-3 for consideration of asset management fees 
charged to LACERA by RREEF.  Refer to the recommendation regarding side letters 
provided in Finding 2 in the "Findings and Recommendations" section of this report. 

3. Procedure – Select one quarter-end between January 1, 2019 and December 31, 2019. 

Results – Procedure performed without exception.  KM selected September 30, 2019. 

4. Procedure – Obtain real estate holdings detail from the Real Estate Investment 
Manager's portfolio accounting system for the date selected in A-3 above. 

Results – Procedure performed without exception.   

5. Procedure – Using the date selected in A-3 above, and information provided in A-4 
above, determine that the portfolio being managed has the characteristics called for 
in the relevant agreements obtained in A-1 and A-2 above.  
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Results – Procedure performed without exception.  KM noted the following constraints in 
the Master Real Estate Investment Advisor Agreement between LACERA and RREEF dated 
July 1, 2015: 

Core:   Minimum 60% 
Non-Core:  Maximum 40% 
   Value-Added:  Maximum 40% 
   High Return:  Maximum 20% 
Public REITs:  Maximum 15% (Domestic) 
Private Debt:  Maximum 20% 
International:  Maximum 20% (Including International REITs) 
 

Per the LACERA quarterly report as of September 30, 2019, KM noted Core investments and 
Value-added investments constituted 82.1% and 17.9% of the portfolio, respectively. 

 

B. Applicable Accounting Requirements and Financial Reporting  

1. Procedure – Obtain from the Real Estate Investment Manager the most recently 
available audited financial statements of the real estate portfolio LACERA has an 
investment in.  Read and document the following: 

a. Type of report (audited, reviewed, compiled, none) 

b. Name of accounting firm identified on opinion 

c. Years of auditor tenure 

d. Date the auditors' or accountants' report was signed 

e. Type of opinion (unmodified, qualified, disclaimer or adverse), if applicable 

f. The nature of any exceptions to the auditors' or accountants' reports, if any 

Results – Procedure performed without exception.  RSM US LLP issued unmodified audit 
reports, as of June 30, 2019, for the following:   

 Gateway Properties – RREEF (Title Holding Entities) dated September 9, 2019. 
 Gateway MAA Catalyst, LLC dated September 4, 2019. 
 1441 U Street, LLC dated September 5, 2019. 
 Gateway Ada JV, LLC dated September 5, 2019. 
 Gateway Pacific View, LLC dated September 5, 2019. 
 Aliso Viejo RP-V1, LLC dated September 4, 2019.  
 700 Milford Holdings Member, LLC dated September 4, 2019. 
 Gateway KW-Esprit I JV, LLC dated September 9, 2019. 
 DNCX Park Lane, L.P. dated September 9, 2019         

No exceptions were noted to the auditors' reports. 

RREEF indicated that RSM was selected and engaged directly by LACERA and has been the 
auditor for the years ended June 30, 2018 and 2019.  RREEF further indicated that LACERA 
has selected RSM as its auditor for the fiscal year ended June 30, 2020. 
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2. Procedure – Obtain from the Real Estate Investment Manager, copies of internal 
control letters (such as reportable condition or significant deficiency letters), if any 
were issued in connection with the audits of the real estate portfolio LACERA has an 
investment in.  During the course of an audit, an auditor may become aware of 
matters relating to internal control that may be of interest to the audit committee.  
Specifically, these are matters coming to the auditors' attention that, in their 
judgment, should be communicated to the audit committee and /or management 
because they represent significant deficiencies or material weaknesses in the design 
or operation of internal control, which could adversely affect the organization's 
ability to initiate, record, process, and report financial data. 

Results – Procedure not applicable as RREEF indicated there were no internal control letters 
or other communication provided by the auditors in connection with the audits. 

3. Procedure – Obtain an understanding of the reporting requirements detailed in the 
Master Real Estate Investment Advisor Agreement, Property Management 
Agreement, or other agreements as applicable, and obtain support from the Real 
Estate Investment Manager that it has complied with these requirements as of the 
quarter-end selected in Procedure A-3 above.  For annual reporting requirements, 
obtain support from the Real Estate Investment Manager for reporting on the 12 
months ended December 31, 2019 (or the most recent available fiscal year-end, if 
different from calendar year-end). 

Results – Procedure performed.   

The quarter-end selected was September 30, 2019.  KM obtained support from RREEF for 
compliance with the quarterly reporting requirements in the Master Real Estate Investment 
Advisor Agreement.  Refer to Finding 6 and Finding 7 identified as a result of our procedures 
in the "Findings and Recommendations" section of this report. 

The most recent available fiscal year-end is June 30, 2019.  KM obtained support from 
RREEF for compliance with the annual reporting requirements in the Master Real Estate 
Investment Advisor Agreement.  No exceptions were noted. 

4. Procedure – Obtain an understanding of the following internal control 
documentation, as applicable, from the Real Estate Investment Manager: 

a. Internal control narrative discussing the financial reporting, reconciliation and 
closing process of the Real Estate Investment Manager, including the occurrence 
of secondary reviews. 

b. U.S. GAAP checklists or other checklists utilized by the Real Estate Investment 
Manager to ensure compliance with the reporting requirements. 

c. Internal control narrative discussing how the Real Estate Investment Manager 
analyzes the applicability of new U.S. GAAP accounting guidance. 
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7. Procedure – For a selected co-investment, if applicable, recalculate the allocation of 
real estate investment results (profits and losses) to the LACERA for the quarter 
selected in B-6 above.  This may involve the following: 

a. Agree the beginning capital account amount to the prior schedule or statement 

b. Recalculate LACERA's beginning capital percentage 

c. Recalculate the allocation of the real estate investment results before fees based 
on the capital account percentage 

Results – Procedure performed without exception.  The quarter-end selected was 
September 30, 2019, and the co-investment selected was the Mason, held by Gateway Ada JV, 
LLC, a JV entity.  No exceptions noted in the recalculations performed. 

8. Procedure – Obtain representation from the Real Estate Investment Manager 
regarding the following: 

a. The analysis of capital accounts is complete and accurate 

b. There are no known contingent liabilities for the real estate portfolio 
investments that are not reflected on their respective financial statements made 
available to us.  If there are contingent liabilities that are not recorded on the 
books and records of the portfolio real estate investments, include a list of these 
contingent liabilities in the representation 

Results – Procedure performed without exception.  See Exhibit 1.  RREEF indicated that 
there were no known contingent liabilities that are not recorded on the books and records of 
the portfolio real estate investments. 

C. Internal Business Operations and Practices 

1. Procedure – Obtain from the Real Estate Investment Manager, the most recent: 

a. Comparison of the Real Estate Investment Manager's performance to benchmark 

b. Analysis of returns broken down by property or category 

Results – Procedure performed without exception.  See Exhibit 2. 

2. Procedure – Obtain the most recent due diligence materials from LACERA.  Note the 
date(s) of the report(s). 

Results – KM inquired of LACERA for its most recent due diligence materials for RREEF.  
LACERA indicated that there were no recent due diligence materials for RREEF.   
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3. Procedure – Obtain a list of internal software systems and external service provider 
systems used by the Real Estate Investment Manager relevant to the investment 
process impacting LACERA's account, including: 

a. Portfolio accounting software or systems 

b. Real estate valuation software or systems 

c. Performance reporting software or systems (or obtain a GIPS Verification 
Report, if available) 

d. Third-party database services available 

e. Other relevant software or systems used in accounting, reconciling, and 
reporting 

f. Other relevant systems 

Results – Procedure performed without exception.  See Exhibit 3. 

4. Procedure – Obtain a list of the following external service providers for the Real 
Estate Investment Manager LACERA has an investment in. 

a. Administrator 

b. Custodian 

c. Legal counsel 

d. Auditor 

e. Property managers or vendors (if applicable) 

f. External appraisers 

Results – Procedure performed without exception.   

For administrator, RREEF indicated that BNY Mellon is contracted with DWS to provide 
various services including asset management accounting oversight, fund finance, client 
reporting, and cash management for our private real estate funds and separate accounts. 

For custodians, RREEF indicated that the following banks are utilized, Bank of America, 
BBVA Compass (takeover CM engaged), JP Morgan Chase, Pacific Western (takeover CM 
engaged), PNC, US Bank, and Wells Fargo. 

For legal counsel, RREEF indicated that it has to request that LACERA engage counsel for 
any transaction or litigation.  LACERA's current panel of legal counsel consists of Seyfarth 
Shaw, Cox & Castle, Sheppard Mullin, and DLA Piper.  RREEF has discretion for counsel 
for lease documentation and lease-related issues. 

For the auditor, RREEF indicated that the current auditor is RSM US LLP, which is selected 
by LACERA. 
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For property managers, RREEF indicated that the following are third-party contract property 
managers for the assets in the LACERA portfolios.   

Avenue 5, Avison Young, Boyle Investment Company, CB Richard Ellis (CBRE), Cushman 
& Wakefield, Greystar, E&S Ring, Holt Lunsford Commercial, Jones Lang LaSalle (JLL), 
Kidder Mathews, Lincoln Property Company, Marquette Company, Mid America, Ryan 
Companies, Stiles, The Wilder Companies, Transwestern Property Company, and ZRS 
Management Services. 

For external appraisers, RREEF indicated that the following appraisers are utilized. 

Capright, Cushman & Wakefield, Duff & Phelps, and NVC 

5. Procedure – Inquire of the Real Estate Investment Manager, its process for the 
selection of service providers, including monitoring procedures. 

Results – Procedure performed without exception. RREEF provided the following: 

With respect to hiring third parties for real estate services including contract property 
managers, our teams complete a rigorous and detailed review of potential providers prior 
to selection, which often includes a lengthy RFP process, analysis of financial 
information and reference verification. 

6. Procedure – If available, obtain the most recent SOC 1 / SSAE 18 reports for relevant 
external service provider systems noted in Procedure C-4, and note if there were any 
adverse opinions provided by the independent auditors.  

Results – Procedure performed without exception.  RREEF indicated BNY Mellon provides 
it with a SOC1 report annually, which is reviewed by the Fund Administration Oversight 
(FAO) team.  BNY Mellon provided KM with the following: 

 The Bank of New York Mellon Alternative Investment Services Scope Letter for the 
period from October 1, 2018 through September 30, 2019.     

In addition, RREEF provided the SOC 1 reports for its three largest property managers: 

 CBRE, Inc and CBRE Limited's Description of its North America Property 
Management Accounting System and the suitability of the design and operating 
effectiveness of controls.  The SOC 1 Type II report covered the period October 1, 
2018 through September 30, 2019 

 CBRE, Inc's Description of its Digital & Technology Shared Services Center System 
and the suitability of the design and operating effectiveness of controls.  The SOC 1 
Type II report covered the period October 1, 2018 through September 30, 2019 

 JLL Retail Client Accounting Services Report on Management's Description of its 
System and the Suitability of the Design and Operating Effectiveness of Controls.  
The SOC 1 Type II report covered the period October 1, 2018 through September 30, 
2019. 

 Transwestern Property Management Accounting System SOC 1 Type II report for 
the period January 1, 2019 to October 31, 2019. 
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7. Procedure – Obtain a summary of the relevant entities of the Real Estate Investment 
Manager and its ownership structure.  Inquire if there have been any material 
changes to the ownership structure in the past three years.  Inquire if there are any 
changes currently planned. 

Results – Procedure performed without exception.  RREEF provided the following 
information: 

On March 23, 2018, Deutsche Bank listed a minority stake in the asset management business 
(then branded as Deutsche Asset Management) through an initial public offering on the 
Frankfurt Stock Exchange. 

The new listed company, DWS GmbH & Co KGaA ("DWS"), is a partnership limited by 
shares with a Germany limited liability company as a general partner.  Deutsche Bank holds 
roughly a 79% share of DWS, the remaining 21% is held by third-party public shareholders. 

RREEF indicated there are no ownership changes currently planned for the year ended 
December 31, 2020.  

See Exhibit 4 for the DWS Entity Organizational Chart. 

8. Procedure – Obtain a list of the Real Estate Investment Manager's related parties and 
related party transactions impacting LACERA. 

Results – Procedure performed without exception.  RREEF indicated the affiliates of DWS 
relevant to the real estate investment management business are as follows: 

 RREEF America LLC is the SEC registered investment advisor. 
 RREEF Management LLC: is the employing entity for investment management 

employees who provide investment management services to RREEF America LLC.  
This service relationship is established via a service level agreement between RREEF 
America LLC and RREEF Management LLC. 

 DDI is the distributor entity that distributes products manufactured or advised by 
RREEF America LLC. 

9. Procedure – Obtain representation that there are no additional related party 
transactions other than those disclosed to KM. 

Results – Procedure performed without exception.  See Exhibit 1. 
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D. Internal Control Policies and Procedures for Acquisitions, Asset Management, and 
Dispositions (and Other Relevant Requirements Specified in the Agreement) 

1. Procedure – Obtain an understanding of the following internal control 
documentation, as applicable from the Real Estate Investment Manager: 

a. Policy on conflicts of interest 

b. Reporting process from the underlying investments to the Real Estate 
Investment Manager 

c. Reporting process from the Real Estate Investment Manager to LACERA 

d. Policy on moving cash from investor to investments, cash disbursed for 
property management, and cash received for investment income distributed to 
the investor.  Describe processes and controls in place including different levels 
of authorization 

Results – Procedure performed without exception.  See Exhibit 5. 

2. Procedure – Obtain an understanding of the following, as applicable, from the Real 
Estate Investment Manager: 

a. Real estate acquisition policies and procedures, including allocation of 
investment opportunities among the Real Estate Investment Manager's clients 

b. Real estate asset management policies and procedures 

c. Real estate disposition policies and procedures 

Results – Procedure performed without exception.  See Exhibit 6. 

3. Procedure – Inquire of the Real Estate Investment Manager how often it visits 
underlying properties and obtain supporting documentation from its last visit to the 
subject properties selected in D-5. 

Results – Procedure performed without exception.  RREEF indicated all LACERA 
properties are visited a minimum of once per quarter. 

4. Procedure – Obtain from the Real Estate Investment Manager an understanding of 
the due diligence process typically performed in connection with real estate 
acquisitions and dispositions, including the following: 

a. Sources of deal flows 

b. Process of screening opportunities including acquisitions and dispositions, due 
diligence performed, and compliance with LACERA's investment mandates,   

c. Investment committee and other secondary approvals required (e.g. 100% or  
just majority) for investment 

Results – Procedure performed without exception.  See Exhibit 7. 
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5. Procedure – Select two real estate subject properties (including one takeover 
property) held by the Real Estate Investment Manager as of the quarter-end selected 
in Procedure A-3.  For the selected subject properties, interview the Real Estate 
Investment Manager to obtain an understanding of the Real Estate Investment 
Managers' investment strategies, policies and objectives for the acquisition or 
takeover of the subject property.  Walkthrough the selected investments to 
determine if controls are placed in operation. 

Results – The two real estate subject properties selected in Procedure D-5 were the Mason 
and Esprit.  For the Mason, KM walked through the selected investment and obtained 
support from RREEF for compliance with the acquisition requirements in the Master Real 
Estate Investment Advisor Agreement.  Refer to Finding 3 and Finding 4 identified as a 
result of our procedures in the "Findings and Recommendations" section of this report. 

For Esprit, as this was a takeover property, KM performed a walkthrough and obtained 
documentation regarding the takeover process.  Documentation obtained included the 
Investment Committee Memorandum prepared by RREEF and presented to the Investment 
Committee for review in January 2019, summarizing the transition of the properties in the 
takeover portfolio to DWS.   

Additional documentation obtained included an Intake Memorandum prepared by RREEF 
and provided to LACERA that highlighted differences between RREEF's internal valuations 
in early 2019 and the appraised values of the properties in the takeover portfolio as of 
December 31, 2018. 

6. Procedure – For the two real estate subject properties selected in Procedure D-5 
above, obtain supporting documentation from the Real Estate Investment Manager 
that it has complied with LACERA's required reporting elements, as described in the 
relevant agreement obtained in A-1 and A-2 above.  

Results – Procedure performed.  The two real estate subject properties selected in Procedure 
D-5 were the Mason and Esprit.   

The quarter-end selected was September 30, 2019.  KM obtained supporting documentation 
from RREEF for compliance with the quarterly reporting requirements in the Master Real 
Estate Investment Advisor Agreement.  Refer to Finding 6 and Finding 7 identified as a 
result of our procedures in the "Findings and Recommendations" section of this report. 

The most recent available fiscal year-end is June 30, 2019.  KM obtained supporting 
documentation from RREEF for compliance with the annual reporting requirements in the 
Master Real Estate Investment Advisor Agreement.  No exceptions were noted. 

7. Procedure – For the two real estate subject properties selected in Procedure D-5 
above, obtain supporting documentation that the Real Estate Investment Manager 
has complied with LACERA's requirements for closing of the acquisition of the 
selected investments, as described in the advisor agreement (as relevant).  
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Results – Procedure performed.   

The two real estate subject properties selected in Procedure D-5 were the Mason and Esprit.  
For the Mason, KM obtained supporting documentation from RREEF for compliance with 
the acquisition requirements in the Master Real Estate Investment Advisor Agreement.  
Refer to Finding 3 and Finding 4 identified as a result of our procedures in the "Findings and 
Recommendations" section of this report. 

For Esprit, as this was a takeover property, the acquisition requirements in the Master Real 
Estate Investment Advisor Agreement are not relevant. 

8. Procedure – For the two real estate subject properties selected in Procedure D-5 
above, obtain supporting documentation that the Real Estate Investment Manager 
has complied with the property management and leasing sections, as applicable, of 
the relevant agreement obtained in A-1 and A-2 above. 

Results – Procedure performed.   

The two real estate subject properties selected in Procedure D-5 were the Mason and Esprit.  
KM walked through the selected investments and obtained supporting documentation from 
RREEF for compliance with the property management and leasing requirements in the 
Master Real Estate Investment Advisor Agreement.  Refer to Finding 5 identified as a result 
of our procedures in the "Findings and Recommendations" section of this report. 

9. Procedure – Select one real estate subject property that the Real Estate Investment 
Manager chose not to invest in for the 12 months ended December 31, 2019.  
Interview the Real Estate Investment Manager regarding why it did not invest in the 
subject property.  Walkthrough the process to determine if controls are placed in 
operation.   

Results – RREEF indicated that there were no situations specific to LACERA during the 12 
months ended December 31, 2019 where a decision was made to not invest in a potential real 
estate investment.  As such, KM obtained an understanding of a situation where a decision 
was made to not invest for a different investor.  RREEF indicated they were considering the 
acquisition of an industrial property in Portland and provided the associated Transaction 
Allocation Memorandums (TAMs) to KM.  An initial assessment was performed in March 
2019, noting that the industrial property was in an "unknown environmental condition" and 
third party consultants would complete a review of environmental and geotechnical reports.  
An updated assessment was performed in May 2019 after additional testing.  Findings 
included "residual contamination in soils and groundwater from neighboring properties 
found on site" and "offhaul costs for contaminated soil/groundwater will be required and 
engineering controls needed during construction for vapor intrusion mitigation".  Based on 
the risks identified as a result environmental and geotechnical reports testing, the decision 
was made to not invest in the industrial property.  RREEF indicated that the secondary 
review over the associated risks identified in the TAMs and resulting decision not to invest 
occurred in the underwriting stage of the acquisition process.   
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10. Procedure – Select one real estate subject property that the Real Estate Investment 
Manager disposed of during the 12 months ended December 31, 2019.  Obtain 
supporting documentation from the investment advisor that it has complied with the 
disposition of acquired assets section of advisor agreement with LACERA.  

Results – Procedure performed.  

Through review of the LACERA Quarterly Investor Report dated September 30, 2019, KM 
identified a disposed investment, Magnolia Vinings, sold in September 2019.  KM walked 
through the selected investment and obtained supporting documentation from RREEF for 
compliance with the disposition of acquired assets requirements in the Master Real Estate 
Investment Advisor Agreement.  Refer to Finding 8 identified as a result of our procedures in 
the "Findings and Recommendations" section of this report. 

11. Procedure – For the two real estate subject properties selected in Procedure D-5 
above, interview the Real Estate Investment Manager regarding its policies and 
procedures for monitoring these investments.  Walkthrough the selected investments 
to determine if controls are placed in operation.  

Results – Procedure performed. 

The two real estate subject properties selected in Procedure D-5 were the Mason and Esprit.  
The monitoring requirements are summarized in the "Property Management and Leasing" 
Section of the Master Real Estate Investment Advisor Agreement.   

KM traced these specific monitoring requirements to supporting documentation such as the 
operating budgets or summaries of on-site visits that occurred in 2019 for the investments, to 
ensure compliance with these monitoring requirements.  Refer to Finding 5 identified as a 
result of our procedures in the "Findings and Recommendations" section of this report. 

E. Internal Control Policies and Procedures for the Valuation (Measurement), Accounting, 
and Reporting of Asset Values and Liabilities 

1. Procedure – Obtain the Real Estate Investment Manager's valuation policy. 

Results – Procedure performed without exception.  See Exhibit 8. 

2. Procedure – Obtain an understanding of the following internal control 
documentation, as applicable, from the Real Estate Investment Manager: 

a. Policies and procedures related to the valuation (measurement), accounting, and 
reporting of investment asset values and liabilities, including the use of internal 
models or third party valuation specialists 

b. For the real estate subject properties selected in Procedure D-5 above, obtain the 
December 31, 2019 valuation prepared by management and / or the third party 
valuation specialist.  Note the date of the valuation and whether the investment 
is valued at fair value or another basis of accounting.  
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Results – Procedure performed without exception.  The two real estate subject properties 
selected in Procedure D-5 were the Mason and Esprit.  KM obtained the valuations for the 
two selected subject properties.  At December 31, 2019, the Mason is recorded at cost as it is 
a property undergoing development.  At December 31, 2019, Esprit is recorded at fair value, 
through the Income Approach. 

F. Internal Control Policies and Procedures for the Accounting and Collection of 
Investment Income and Receivables 

1. Procedure – Obtain an understanding of the following internal control 
documentation, as applicable, from the Real Estate Investment Manager: 

a. Policies and procedures related to the accounting and collection of investment 
income and receivables, including the segregation of duties, if applicable. 

b. Walkthrough of one selected investment to determine if controls are placed in 
operation.  

Results – Procedure 1.a performed without exception.   

RREEF indicated that DWS is not involved in the rent collection process, though material 
discrepancies in accrued rent versus budget, or large reconciling items on the bank 
reconciliation would be questioned as part of the third party administrator's monthly review 
process.  RREEF indicated that the Asset Management team also reviews detailed monthly 
reports provided by the property management team which include accounts receivable aging 
reports.   

Procedure 1.b performed without exception.  KM selected one investment, Esprit, and walked 
through the secondary review control.  KM obtained the Financial Statement Review Form 
for the month of May 2019, and noted documentation of the secondary reviews over the 
rental income for Esprit.  BNY Mellon individuals were listed as preparers and reviewers.  
The reviewers left commentary regarding fluctuations in rental income for the month of May 
2019 against budgeted rental income.  Based on supporting documentation provided, the 
secondary review appears to be occurring. 

G. Internal Control Policies and Procedures for the Establishment and Use of Bank 
Accounts Associated with Real Estate Investments 

1. Procedure – Obtain an understanding of the following internal control 
documentation, as applicable, from the Real Estate Investment Manager: 

a. Policies and procedures related to the establishment and use of bank accounts 
associated with real estate investments, including authorized signor(s) 

b. Obtain supporting documentation for an authorized signor and compare to 
organizational chart 

c. Walkthrough one selected disbursement to LACERA, and one selected 
disbursement to a vendor for property expenses during the 12 months ended 
December 31, 2019 to determine if controls are placed in operation  
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O. Adequate Financial Strength and Insurance Requirements 

1. Procedure – Obtain, from the Real Estate Investment Manager, the most recent Real 
Estate Investment Manager's financial statements.  Note the following: 

a. Type of report (audited, reviewed, compiled, none) 

b. Name of accounting firm identified on report 

c. Date auditor's or accountants' report was signed 

d. Type of opinion (unmodified, modified, disclaimer or adverse), if applicable 

e. The nature of any exceptions to the auditors' or accountants' reports, if any 

f. That current assets are greater than current liabilities and the Real Estate 
Investment Manager has positive equity 

Results – Procedure performed without exception.  RREEF America LLC (RREEF) is the 
registered investment advisor for the LACERA account.  RREEF is a subsidiary of DWS 
Group GmbH & Co. KGaA.  The most recent audited financial statements available for DWS 
Group GmbH & Co. KGaA were December 31, 2019.  The auditor, KPMG, issued an 
unmodified opinion on March 13, 2020.   

As noted in the auditors' report and further described in Footnote 1, the basis of accounting 
is IFRSs as adopted by the EU, and the additional requirements of German commercial law 
pursuant to Section 315e (1) HGB (Handelsgesetzbuch German Commercial Code).   

The financial statements indicate that current assets are greater than current liabilities and 
RREEF has positive equity. 

2. Procedure – The advisor agreement contains provisions regarding the insurance that 
must be maintained by the Real Estate Investment Manager.  Obtain supporting 
documentation from the advisor that these insurance requirements are satisfied as of 
the date of our site visit. 

Results – No exceptions were noted as a result of the procedures performed.  RREEF 
provided insurance certificates demonstrating required coverage.   

P. Legal Searches 

1. Procedure – Perform a search of SEC Enforcement on the Real Estate Investment 
Manager for the past three years. 

Results – Procedure performed without exception.  No SEC enforcement items were noted as 
a result of the search performed. 

Q. Disaster Recovery, Business Continuity, and Cybersecurity Procedures 

1. Procedure – Obtain a copy of the Real Estate Investment Manager's disaster 
recovery, business continuity, and cybersecurity plan. 

Results – RREEF indicated that disaster recovery, business continuity, and cybersecurity 
plans are confidential.  RREEF provided the following summary of its disaster recovery, 
business continuity, and cybersecurity plan. 
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3. Procedure – Inquire if the Real Estate Investment Manager has outsourced aspects of 
its disaster recovery and business continuity plans to a third party vendor. 

Results – Procedure performed without exception.  RREEF indicated that all disaster 
recovery and business continuity functions are handled internally. 

4. Procedure – Inquire of the Real Estate Investment Manager, as it relates to 
Cybersecurity, regarding the following: 

a. Employee training and testing 

b. Use of any third party firms to conduct monitoring and testing for attacks 

c. Any history of attacks or data breaches 

Results – Procedure Q-4a performed without exception.  RREEF provided the following: 

 
 

 

 
 

 

 

 
 

 
 

Procedure Q-4b performed without exception.  RREEF provided the following: 
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Procedure Q-4c performed without exception.  RREEF provided the following: 

 

 
  

 
 

In the last 12 months, no cybersecurity incidents have been recorded which impact the 
services or business conducted with LACERA's organization. 

R. Environmental, Social and Governance (ESG) 

1. Procedure – Inquire of the Real Estate Investment Manager how the following are 
incorporated at the vehicle and organizational level and how they are incorporated 
into strategic decisions. 

a. Environmental issues 

b. Social issues 

c. Governance issues including code of ethics 

Results – Procedure performed without exception.  See Exhibit 15. 

2. Procedure – Inquire of the Real Estate Investment Manager, who is responsible for 
coordinating the monitoring of ESG issues at the vehicle and organization level. 

Results – Procedure performed without exception.  See Exhibit 15. 

3. Procedure – Inquire of the Real Estate Investment Manager, the process and 
frequency used to report ESG issues to senior management and investors. 

Results – Procedure performed without exception.  See Exhibit 15. 

S. Investment Manager Response to COVID-19 

1. Procedure – Obtain from the Investment Manager a summary of the impact and 
response to the Investment Manager's operations. 

Results – Procedure performed without exception.  See Exhibit 16. 

2. Procedure – Obtain from the Investment Manager a summary of the impact to the 
front office, including how a reduction in travel has affected the execution of 
investment strategies and deal timelines, if applicable. 

Results – Procedure performed without exception.  See Exhibit 16. 

  







 

 

Exhibit 1 
Various Procedures 

RREEF Representation Letter  





 

 

 
 

Exhibit 2 
Procedure C-1 

Real Estate Performance 
 

  



________________________________________________________________

Performance Highlights

Portfolio Returns

Consolidated Fund Return Highlight Dec 31, 2019 Dec 31, 2018 Dec 31, 2019 Dec 31, 2018

    
           
           
    
    
           
           

    
    
    

    
          
          
    
    
          
          

 
 
 

 
 

Los Angeles County Employees Retirement Association (LACERA)

Quarter Ended 12 Months Ended Annualized 
Return Since 

Inception1

LOS ANGELES COUNTY EMPLOYEES RETIREMENT ASSOCIATION  |  Quarter Ending December 31, 2019 3 



________________________________________________________________

Performance Highlights

Portfolio Returns

Consolidated Fund Return Highlight Dec 31, 2019 Dec 31, 2018 Dec 31, 2019 Dec 31, 2018

    
           
           
    
    
           
           

    
    
    

    
          
          
    
    
          
          

 

 

Los Angeles County Employees Retirement Association (LACERA)

Quarter Ended 12 Months Ended Annualized 
Return Since 

Inception1

LOS ANGELES COUNTY EMPLOYEES RETIREMENT ASSOCIATION  |  Quarter Ending December 31, 2019 3 





 

 

Exhibit 3 
Procedure C-3 

Systems 
  



Exhibit 3, Procedure C-3

LOS ANGELES COUNTY EMPLOYEES' RETIREMENT ASSOCIATION
RREEF America LLC

Systems

 Portfolio accounting software or systems
 
 

 Real estate valuation software or systems
 
 
 

 Performance reporting software or systems
 - 
 

 Third-party database services available

 Other relevant software or systems used in accounting, reconciling, and reporting
 -
 

 Other relevant systems
 

 - RREEF does not host any third-party databases but does utilize data rooms that are hosted by third-party 
investment sales brokers to access due diligence documents for acquisitions or to provide due diligence 
documents for dispositions.
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DWS Entity Organizational Chart 
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Internal Control Documentation   
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Due Diligence Process for Real Estate Investments 
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Valuation Policy 
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Procedure H-1 
Allocation and Calculation of Fees Policies and Procedures 
 

 

RREEF America LLC provided the following information: 
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PricewaterhouseCoopers LLP, One North Wacker, Chicago, Illinois 60606 
T: 312 298 2000; F: 312 298 2001, www.pwc.com/us 
  
 

Report of Independent Accountants 
 

To the Management Committee of RREEF America L.L.C. 
 
We have examined management's assertion, included in the accompanying Management Statement 
Regarding Compliance with Certain Provisions of the Investment Advisers Act of 1940, that RREEF 
America L.L.C. (the "Company") complied with paragraph (a)(1) of Rule 206(4)-2 of the Investment 
Advisers Act of 1940 (the "Act") as of March 31, 2019 and complied with Rule 204-2(b) of the Act during 
the period from June 30, 2018 to March 31, 2019. The Company’s management is responsible for its 
assertion. Our responsibility is to express an opinion on management's assertion about the Company's 
compliance with the specified requirements based on our examination. 
 
Our examination was conducted in accordance with attestation standards established by the American 
Institute of Certified Public Accountants. Those standards require that we plan and perform the 
examination to obtain reasonable assurance about whether management's assertion about compliance 
with the specified requirements is fairly stated, in all material respects. An examination involves 
performing procedures to obtain evidence about whether management’s assertion is fairly stated in all 
material respects. The nature, timing and extent of the procedures selected depend on our judgment, 
including an assessment of the risks of material misstatement of management’s assertion, whether due to 
fraud or error. We believe that the evidence we obtained is sufficient and appropriate to provide a 
reasonable basis for our opinion.  
 
Included among our procedures were the following tests, which were performed for a sample of client 
accounts as of March 31, 2019, which is a date we selected without prior notice to management. 
 
- Confirmation of cash held by qualified custodians either under the client's name or in the name of the 

Company as agent or trustee for clients 
  
- Reconciliation of cash to books and records of client accounts maintained by the Company 
 
- Confirmation with clients of the detail of cash held as of the date of examination by the Company on 

behalf of such clients and contributions and withdrawals of cash and securities to and from the account 
or for those confirmations not received, alternative procedures and reconciliation of confirmations 
received to the Company's books and records 

 
- For confirmations not received, we performed alternative procedures, which included reviewing 

supporting documentation, including client correspondence, contribution and withdrawal notices and 
fee support 

   
Our examination does not provide a legal determination on the Company's compliance with specified 
requirements, including the Company's identification of "securities" as defined by Section 202(a)(18) of 
the Act and its determination of "custody" as defined by Rule 206(4)-2(d)(2) under the Act. It is the 
responsibility of RREEF America L.L.C. to determine its investment advisory clients under the Act. 
 
In our opinion, management's assertion that RREEF America L.L.C. complied with the requirements of 
paragraph (a)(1) of Rule 206(4)-2 of the Investment Advisers Act of 1940 as of March 31, 2019, and has 
complied with Rule 204-2(b) of the Act during the period from June 30, 2018 to March 31, 2019, is fairly 
stated, in all material respects. 



2 
 

 
This report is intended solely for the information and use of management and the Management 
Committee of RREEF America L.L.C. and the Securities and Exchange Commission and is not intended to 
be and should not be used by anyone other than these specified parties. 
 
 

 
June 24, 2019 
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Investment Manager Response to COVID-19 
 

 

RREEF America LLC provided the following in response to KM's request for information. 

Impact and Response to RREEF Operations 

From the outbreak of the COVID-19 crisis in mid-March, DWS has taken quick and decisive 
actions to protect our staff, while ensuring the business operations continue with minimal 
impact.  This included a moratorium on business travel and conference/event attendance, as 
well as testing and then implementing full work for home procedures as part of our overall 
Business Continuity Plan. 

From a portfolio and property operations standpoint, DWS has been able to keep everything 
running smoothly despite the potential for significant business disruptions due to the COVID-
19 crisis.  

What we have been experiencing across our real estate portfolios has been playing out in two 
phases.    
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FOR INFORMATION ONLY 

January 29, 2021 

TO: 2021 Audit Committee 

Alan Bernstein 
Vivian Gray 
Shawn Kehoe 
Joseph Kelly 
Keith Knox 
Ronald Okum 
Gina Sanchez

Audit Committee Consultant 
Robert H. Griffin 

FROM:  Richard P. Bendall  
Chief Audit Executive 

Leisha E. Collins 
Principal Internal Auditor 

Kathryn Ton 
Senior Internal Auditor 

FOR: February 19, 2021 Audit Committee Meeting 

SUBJECT:  Ethics Hotline Status Report 

The purpose of this memorandum is to provide the Committee with information on ethics 
cases handled by LACERA. Since November 2019, LACERA has worked externally with 
NAVEX Global’s EthicsPoint for its ethics hotline reporting and case management needs. 

To date, LACERA has received four case reports, three of which have been closed out and 
one of which is under investigation at this time. 

Issue Type Count Divisions Involved Status 

Time Abuse 1 Quality Assurance In Process 

Accounting & Auditing Matters 1 Systems Closed 

Time Abuse 1 Legal Closed 

Violations of Policy 1 Systems Closed 

Staff will continue to provide updates to the Committee on future reports. 

RPB:lec:kt 
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